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Secure Mail

. KR

¢ RIHE

. EDREFHRIY
+ RELHEE

INRESFIEEAHEELIEE, NEETFRRINFRES.

ERTF Android B9 Secure Mail
TEhRA 21.5.0 7, BEEEVRINEEFA. 7ELthRAH, EAT i0S B9 Secure Mail FIXETRIA
TERINRER -

. R

. B

- EGAFHRY

- RBENEIE

IMRESFIEERHEELIEE, NWEETFRRINFRES.

ZEHBH 21.12.0

EATF i0oS B Secure Mail

SREEXARPAE, MIRRAFLE, EelUEHRBEX AP RIE®E Microsoft Office 365 3
Active Directory BX& H 1 IIEARSS (AD FS) i FMRIHIER (1dP) #HITE MR RIE, E{ERALLINEE,
IRIAZIFE Citrix Endpoint Management™ 5|5 EBHEEERFRREMRERIEINBEX BFRRE
-+

BT Android B Secure Mail
HRAEEEIREE

TLHBH 21.11.0

EAF Android B9 Secure Mail

BiZWiTE
EIE ] AR RIEEARER T Android BY Secure Mail S R] 88| BEfRIa)f, N BIEFIEETR,
ERAS R IEIN T EGRRIZH, BRI, BFTH Secure Mail HEMEIRE > HWEHER

o
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< Troubleshoot

@ Is Secure Mail not functioning as you would expect?
Try restoring default settings for features related to
your issue, by using the suggestions.

Sync mail period

Click "Optimize now" to change sync mail period for
offline usage.

Recommended setting: 3 days

Optimize now

Sync inbox frequency

Click "Optimize now" to change sync inbox frequency.

Recommended setting: ON

Optimize now

Sync email
Click "Optimize now" to sync email.

Recommended setting: ON

Optimize now

Show pictures
Click "Optimize now" to display pictures.

Recommended setting: OFF




Secure Mail

LUF S TR T EUEHERR

BIREGAN BIER B XD
FAIATREERTE]
AR
EEHAEA
ETRAR @R
ErER
CiEA=153]
BEFZERA
[ BB FER
B U FEImER
[E2 w4+ E &R

INRFIEXLEIREEHEIE NEIAME, BIEMTEERA Secure Mail BH&E )&, BERENEE S,
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< Troubleshoot

Looks like there's nothing to fix here.

Back to settings

Contact your admin if you're still facing any issues.
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FXX M4 JE NIRRT AE
MR LB SME IRE > BH] > BB XHR, AETE EEXHRK REFRE £k ETCREY
A F XX n9E A,
< Select folders [Select all
£ Inbox
] Bitbucket O
71 Code review
] Project
CJ sm O
] sw
(1 Testing
(] Archive
(] Clutter
("] Conversation History
7 Junk Email
O /|

=V
TR B BURRIE MUSIERIRARTE F XX R BvE Al

I O ¢
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< Select folders |Unselect all
£ Inbox
(] Bitbucket
("] Code review
] Project
CJ sm
] sw
("] Testing
C1 Archive
7 Clutter
"] Conversation History
™71 Junk Email
CJ
1] @) <

ZEHBH 21.10.5

MARRAFFIE, Secure Mail x5 Exchange Server 2019 EFIE#7 11 #1 Exchange Server 2016 £
FEHT 22,

BT i0S By Secure Mail
AT S HEIREE S

ERTF Android B Secure Mail
IR ABEHEIREE

Secure Mail 3 Android 7 B9S2 #54F 2021 &£ 10 B4 %R,
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T2 HBH 21.10.0

EATF Android Y Secure Mail

o #F Android 12, MARRAFFIE, Secure Mail 23517 Android 12 FII8& .

« Secure Mail 54 Google Play $t%f Android 11 FIHATEHR API 23R (API 43! 30) o

REHBH 21.9.1

ERATF Android B Secure Mail
IR ABEEIREE

BEHBH 21.9.0

EATF i0S B Secure Mail
IR ABEEIREE

EAF Android B9 Secure Mail
A EEEIREE .

T HBH 21.8.5

5EATF Android Y Secure Mail

S EMIgE LM Android 12 Beta 4o Secure Mail BI#E32#F Android 12 Beta 4, WIRIZIFEZE
FEF4&E] Android 12 Beta 4, i5HIRE AR Secure Hub BEFEIRRA 21.7.1, Secure Hub 21.7.1 @
F+4% % Android 12 Beta 4 FRERRVRIERAN, LEARANEIFATR 2 M AF M Android 11 TT4EALKE!
Android 12 Beta 4,

Citrix 2 /F 7 Android 12 B HX3$%F, Secure Mail IEEERATKE I H—FTH, URL
% #F Android 12,

R 21.8.0

EATF i0S B Secure Mail
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BEWEPETEBETHER Exchange Server BEIA I

TE3&H7F i0S B9 Secure Mail #, fERTLAfEF BB F B4 EARE Microsoft 365 Exchange TP, X
AAfRES Exchange IREZZ2:MNMZE RIKIE, ItbIhEethi& R F A& Exchange Server,

15FA1R 9 Exchange Server BB BEIA I INEE,

TE3E1T Microsoft Office 365 ISR ISIERYIGE oI B H#EX@EH]

EIthRAAH, HRLRHRHRRIZE AN Tunneled - Web SSO H Exchange Web Services (EWS) £
N2 BETHERRTIRT AT, Secure Mail SZHEFHEFE B, 0R EWS 1 ActiveSync EHAER, i5HE
ActiveSync FH 2 ZTEBEBRFIFR LR A,

Secure Mail BIUET
BN ARFEIE (MAM) SDK RIB T & i0S FEREEM MDX IIEEXIs, MDX @& ARitL
F 2023 F 7 BXE) S AR (EOL),

Citrix Secure Mail™ & FERESE MDX #1 MAM SDK 1828, LUEZMNITITRITF 2023 F£7 AW
MDX EOL, E4LEIRIENOWNERER, BERM MAM SDK, Citrix ZiIXETJHE] MAM
SDK, WiEXIhRE S EIRMH—FIT Secure Mail I FAIER T ER$T MAM SDK 1By 5E,

IHER IR IRk 4 MDX (R7ER Legacy MDX) BIEWATER, sYJHTIHA MAM SDK
o ZBEILITE MDX B MAM SDK REEASRPHREB LU T RIS E IR :

* MAM SDK

- |HAR MDX
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=  Citrix Cloud Endpoint Management

File name Secure Ma

MDX
App Description * Managed Enterprise Application
1 App Infermation
2 Platform App version
- @ oS Minimum 05 version 110
L Maximum 05 version

Excluded devices

Remove app if MDM profile is removed m
Prevent app data backup ﬂ:
lopt

Force app to be managed m: 7
4 DO r p Assignment
(optional) App deployed via Volume purchase

MDX or MAM 5DK policy contalner 7 MAM SOK
# Legacy MOX

* MDX Policies
Authentication

7£ MDX 5% MAM SDK SREERBRRELH, EAJLUFETIM Legacy MDX {9 MAM SDK, EiE
AEM MAM SDK tJ#EF] Legacy MDX, EAMYIREEREHLZENBIEF. HKIAEN Legacy
MDX, 1EHFRATEIRE L3E1THY Secure Mail #1 Secure Web R EAERIRRISE, EREEER—
& & _LETmARREET.

LIREE MAM SDK 1ERFY, WEBEF2BEYIEE] MAM SDK 222, HEISEEREBSRIF,
EIE R TERIF—T 121,

LIZM Legacy MDX tJ#2%] MAM SDK #HEZ26Y, MILiAIRISKEEAIES Tunneled — Web
SSO 5 Unrestricted

Fo R
BRYBEWELEE, FREFEUTER

« J¥ Citrix Endpoint Management %] 10.12 RP2 S{E & A4,  10.11 RP5 (& S ARk A,
s MR AEFEHE 21.8.0 HESZIRA.

o MNREWNALRFERE=ANEER, BRREVIER MAM SDK EZRZ 81 MAM SDK £k E|
EHE=ANEERR, IERENRERANII—R 4 TZE MAM SDK,
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FRH

« MAM SDK XEZIFETEFEHNME, FZ#F MDX I,

o« FNRIRFKFF Citrix Endpoint Management E#1E] 10.12 RP2 R EEhRA, 3¢ 10.11 RP5 HES
WA, MHMELREEEE. NRKEXHSITE 21.8.0 AESRA L, NMKIEESEX
Bo

o HIZYJEE] MAM SDK M AEFEEERIE, REEAZIRHATAH, kY, FREXT
MR BREFZ BN EIREMRZRTA AU 8 Sl E21E. Flal, ELTEFRBEMNU
Legacy MDX {2 EERN AR £ 5/ MAM SDK R EEBMNBRER, K2R, TR
FIHT MAM SDK &0 AR FRITHEE :

Ihee |BRR MDX MAM SDK
HEZGE = =
EESFN = S
SMIME £ZIEBRERE = £
REEE = S
UlWebView 238 2 =
5 VPN =2 =

o« UTHRBREFH, £ MAM SDK &, FAATH :

o FUIFRY Secure Web 13

o FOIFEY Wi-Fi FR4E

o & BAMX

o JEPAREE

o Citrix 3R

o BI0FHBA

o TLEME VPN RiF

- HBEMI VPN RIEZREE (28
o IREXHEFRAE

o HE Wi-Fi

o 3BT Wi-Fi RXIRS
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o bfESHE

=3 g
MREFEARPIHIEB ARSI HITEMIEIE, NEFIRIERXBIAES Access Gateway F{EF
BOIERAEEL
BX MAM SDK EZER, BN TXE !

« MAM SDK 18kt

« MAM SDK HIERFTHRA

- BX BEINBIEFER B Citrix Developer X144

- Citrix BB XE

& TF Android BY Secure Mail
R A S EHEIRE S -

T2 HBH 21.7.0

BT i0S B9 Secure Mail
AT EHEIREE S

ERATF Android B Secure Mail
R AEEEIREE .

RLHBH 21.6.0

BT i0S B9 Secure Mail

MUERRAFFIE, FBZFUT MR SEEEEIN
. ERLAEINIGE
+ BBER - T2 VPN

. BRER - 552 VPN #l Web SSO

MR EEFEBRER - 52 VPNIRRET - 552 VPN #1 Web SSOKEE, MMt E|RRET -
Web SSOXKEE, MIREREFHEFHAMNEKRE, ENEFIERTERD,
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BERLZEZIUEMAN (STA), AIUFMLLIHIRRERIZENRBET - Web SSO,

EAF Android B9 Secure Mail

I B RR AT 1 B 12 W, IR ITFERERNAEF EESITEXEENERE RN
MGBEREEIRBEANMIAME, MREERE X FKL Secure Mail IREBREREIR, EEEALLTIREITR
R #ITHIEDE R,

SR, BIALAREREFERR T AR, U TREATEETHEEENR
®

. FS R

« SIS

- F T

- EREH

.+ BRIAFREREYE

- ABFER

« ASHRA

BFKERE NBFAE, FRRNAENR ., BRFAARERE ARIME, FRERSIMMAEN .

ZEHBH 21.5.0

MARRAFFIE, Secure Mail x5 Exchange Server 2019 EF18E#7 9 1 Exchange Server 2016 &
FEHT 20,

EATF i0S By Secure Mail

« 7£ Secure Mail BEEHFEIE Microsoft Teams i, 7EEAT i0S B Secure Mail F, &
B ATERIE B A E 461 Microsoft Teams R1GEIF. E eI Microsoft Teams &Y, IHHT
F“Microsoft Teams SN UHEF X, RIGEIFHEENIFMAEDIMEHFFAGEEIRE. B
XEMER, BB Secure Mail BFEEHFEIE Microsoft Teams &Y

o MNARhRAFIE, UTPSARREEEFRA, HEMRAE 21.6.0 A FRERZH !

- ERAMUFIRISE
- P81 - 5E2£ VPN

- BB - 522 VPN fl Web SSO
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INREETEEARRE - T2 VPN'EPRIE - 52 VPN #l Web SSO"SREE, MATEIHRE]FRE -
Web SSO"REg, MIREUEEACFARE, ERBFERHFTERS

MR EEFRRRE - T2 VPN'FHBEEET Secure Ticket Authority (STA), NIXHS
WIERFEINTTEME.

$EATF Android Y Secure Mail

o TELbRRAAH, “EAEREIFR 22 IRBRTE Citrix Endpoint Management iZHI 8RB A, EH
[ AR B B AR E) Play BEE IR HARIFTHRA

« E3&ATF Android B9 Secure Mail /7, BERIETEIREAFEFRH,. IREHFIEERAHIE
HINEE, ERASERENTEINRETEEEIRENR, RERHAF, REEZeENERRR
BEE, MUTEINEEAR

o RNGEIE
o BB FHIRIY
o RBIEMZE

T2 21.4.5

EATF Android Y Secure Mail

ETFHRFMENBIAIEI. T5ERTF Android B9 Secure Mail #7, =B LA {55 F B FHB {4 Hhtik g
& Microsoft 0365 Exchange 1K, XuIAFRMFNERER, IREESEFERT HoIR
W, LIhaetERFAMAR

IILINREIR 7T Exchange Server 2016 EFE# 3 RE A LS R,

T2 21.4.0

EATF i0S B Secure Mail
IR ABEHEIREE
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ZEHBH 21.3.5

EAF Android B9 Secure Mail
R AEEEIREE .

T2 HBH 21.3.0

EATF i0S BY Secure Mail

Secure Mail i0S HEBEBEIREEXRN i0S 12.2, EHTF i0OS Y Microsoft Intune App SDK k4
14.1.3 BXRBIrNAEBRIE i0S FFARA i0S 12.2, Secure Mail BIEPEBIREEHH i0S
12.2, URFELENR,

EAF Android Y Secure Mail

7E Secure Mail HFEEHFEI3 Microsoft Teams R, 7E5&EMA T Android B9 Secure Mail #, 1%
AIATE I B A E BRI Microsoft Teams RIGEIE. E 6 Microsoft Teams RiY, EFTFH
Microsoft Teams RV X . KIVCGEKIFTEEFNIFAEDRESHIFAEEEIARZE. B XIFH
82, BEBHTE Secure Mail BIAEHHEIZ Microsoft Teams =iY

T2 21.2.0

MUIERRAFFEE, Secure Mail 235 Exchange Server 2019 £F18 % 8 A1 Exchange Server 2016 &
FEHT 19,

EAT i0S B Secure Mail

« Secure Mail Eifadfth,. Secure Mail fF& Citrix SERFEREE .

EAF Android BY Secure Mail

« Secure Mail EifathR. Secure Mail & Citrix RIEFEEL,

« 1% Microsoft Intune, 3&FF Android BY Secure Mail SZIFREFHRABEY Microsoft Intune
7.2.2,

o EOHBISE LIEETT, EATF Android B Secure Mail G S EAIITEIGE LRETTHNES
o

T2 21.1.5

ERTF i0S BY Secure Mail
R AEEHEIREE,
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Z LB 21.1.0
IR RS S EiREE,

T2 20.12.0

BT i0S B9 Secure Mail
AT ZHEIREE

T2 HBH 20.11.0

3F Exchange Server 2010 BY3Z3FEF October 13, 2020 4%k,

T2 M 20.10.5

ERATF i0S B9 Secure Mail
IR AEEEIREE .

$EATF Android Y Secure Mail

Z#F AndroidX B, 1RB#E Google B93iY, Secure Mail 2§ AndroidX F, XLEFEZ
android.support £ ZEENE R,

ZEHBH 20.10.0

MARRAFFIE, Secure Mail x5 Exchange Server 2019 EF18#7 7 #1 Exchange Server 2016 &
FEHT 18,

EATF i0S By Secure Mail

M Secure Mail A Microsoft Teams & TE&EA T i0S B Secure Mail 1, ERIUEZEMH
AR EYEIENNA Microsoft Teams =i, HNIR B &% Microsoft Teams K RTER, MIZLBERFIFT
7, ERIUMARN. NRRLZRZNAER, ERER—MNED, AIFi1E App Store T3
Microsoft Teams, *F https://teams.microsoft.com/1/meetup-join/meetinglink #&ILAY
2N, NAERRFTH, EBaUEBEMARI.
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BERENEEREDIFN URLUEREEHESE +\ msteams: . B X FMER, 52RNERER
XE (Hih URL) o

SEAF Android BY Secure Mail

+ M Secure Mail il A Microsoft Teams R, E&ATF Android Y Secure Mail 1, ERIIUE
EMNBFHHEEIFMA Microsoft Teams &Y. HIRBZR % Microsoft Teams N AERE, ML
RERHTH, ERIMMARIN. MIRRETRZNARER, TRER—ED, AIE1E Google
Play Z%E Microsoft Teams, ¥fF https://teams.microsoft.com/1/meetup-join/
>meetinglink IENHRIN, NEARFHHTH, EIUEREMNASN.

p=3._ g

MERENEERERRITAAVHAINIRREHAT

{action=android.intent.action.VIEW scheme=msteams

package=com.microsoft.teams} . B XFHMER, BEERNEAERERX B,

. J

« Secure Mail 32#F Google Play &3t Android 10 B2 &1 15 API 3K,

ZLEHBH 20.9.5

SEAF Android BY Secure Mail
AT EHEIREE

T2 HBH 20.9.0

%8 Azure B =it8, EBTF i0S # Android By Secure Mail 3233 Azure Active Directory 2/
EHBAFEITE (GCC) High, BTFIMAEMILIE (OAuth), Secure Mail B33 GCC High £HY
—Nimm, LUHRE Microsoft X PFE GCC High BRZHIRRHIER, B XEMER, iEE% Microsoft
365 EAFhR S Azure Active Directory BIFTI8IHEE,

HITHERG, TIFHERBEE] Azure Active Directory FEP _ERY GCC High #1750 50, BIERE
EfIF Secure Mail £ Azure Active Directory FAF _EHERR,

FoREZ M
Ha1R Azure Active Directory V2B EIERITUUTIRE !
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Secure Mail

« EIERNRE L THRFRAR Secure Mailo

« 7E Secure Mail Nz B2 _EACEZRY Exchange tKF, F73iF Azure Active Directory LRI FAFE
FIR, UEFRBRAFRER. BERUTRER,

XESBEGERTEREER, (FA—XMER, —BNARERRFIHENE, ERAIUER
M App Store F£k,

Home

1|t Secure Mail | Properties

Enterprise Apphcation

[i] Delete (7 Got feedback?

B Overview

. Enabled for users to sign-in? &) No
# Diagnose and solve problems
Manage
"' Properties Homepage URL (1) ™
b Cwnmers Logo @

&2 Users and groups

$ Provisioning

C  Self-service

Application ID (O i
Security

Object ID (D [Is
& Conditional Access
R User assignment required? () ve: (D
s Permissions

Visible to users? (0 “ No

A=)
ARG, RFSEIHESHNEFIENURET, ESMEETERE Azure Active Directory £ GCC
High, IRIE_ERTIERIZ, MUHAFRIESGERE %1XE] Azure Active Directory _ERY GCC Higho
R LB U T A —MIETERIE -
- WAEF%IA Secure Mail-GCC High B Secure Mail &= HIITEERBI Azure Active Directory
HFRERIIE L,

« ¥9& Secure Mail BELAINEFHF BHRIIEEEREEEI <https://

login.microsoftonline.us> &4,

T2 M5 20.8.5

ERATF Android B Secure Mail
& TF Android BY Secure Mail 323F Android 11,
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T2 HBH 20.8.0

MARRAFFIE, Secure Mail x5 Exchange Server 2019 £F18 %7 6 A1 Exchange Server 2016 &
MEH 17,

EAF Android B9 Secure Mail

Secure Mail BIXUER,. BEINHAIZFEIE (MAM) SDK A] BT &% i0S 1 Android FEFREHEH
MDX IHEEXIH, MDX @ERARITEITF 2022 F 3 BXBEMALRLER (EOL), BEUEEREMNEIL
N AR, BTN MAM SDK,

M 20.8.0 KA FF48, Android RZFAFERFKE MDX #1 MAM SDK —#2% %, AZFiteE]#I MDX EOL
RESMAESR. MDX SR BTERE—FMIBAR MDX Toolkit i3 7EZ|H MAM SDK A%, ERAXUE
I, ERILORZRYREEER MDX Toolkit (BR79|HhR MDX) EIENARER, SEUHRIIEFL MAM
SDK #1TN AiERF &,

—BIZY)E] MAM SDK #ITNARZFEIE, Citrix HEmE—FHER, HEFFTEEERRNITHE
e #81Fo

B X MAM SDK (FllighR) NEZIFAER, BEANUTXE :

+ MAM SDK iR
+ MAM SDK HYE#THRA
o Citrix FREE D x FIgEEIE
+ Citrix BEXE
SR
AT RIBENEATIEE, BRERUTE
« JHER Citrix Endpoint Management 7% 10.12 RP2 S ESARA, I 10.11 RP5 B E &hfk
o
 FHEMRB TR AR EH T 20.8.0 HESARA,
o JFERBESHEHE 20.8.0 HERARAN,

- NRIENABRERB=SFNARRER, BBERTF Citix BEhEF DN RARFTIRE MAM SDK Z
A, R’ MAM SDK &£pEIENE =S NAREFF. FRERENARERFRSA—RIETIEE MAM
SDKo,

FMIEET=HNEF S MAM SDK,
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PR
* MAM SDK {XZ#F1EIEHI Citrix Endpoint Management Z8ZH Android Enterprise & F & AT
NABEF, WFHAHNNAER, RIANERETFaMNE,
* MAM SDK N ETFFapME, T MDX ME,

o WRIEFEF Citrix Endpoint Management, FH BIREEXHERIN BIEF L5517 20.8.0 XE
=hRA, N Secure Mail 2 HIE § ML RILZE,

7£ Citrix Endpoint Management FEZ& Secure Mail B, IEININAESIFELELEER MDX Toolkit

(ZN7E2 Legacy MDX) EIENAER, HUMIREIFHE MAM SDK #H1TH HAEFEIE, Citrix EIX
1EY)I%E) MAM SDK, &7 MAM SDK BEERIR(L, SEIFIENEERARFRERR MDX IhEER
F&,

&R LATE MDX B MAM SDK HBRASEPRFU T RIZIZE XD ©

¢ MAM SDK

« |HhR MDX

= Citrix Cloud Endpoint Management

Analyze Configure
Dewice Policies !HD; Media Actions Content Collaboration enrcliment Prafiles Delwery Groups
File name * SECLrE Ma
MDX
App Descripilion * Managed Enterprise Applicatson

1 App Information

2 Platform o . App version
- @ os Minimum 05 version 110
Android {legacy DA)

Maximum 05 version

Excluded devices

Remave app If MDM profile is removed  ({ E0 )
([ cktop/Tabl
Prevent app data backup m
3 Approvals (optional)
Force app to be managed m 7
4 Delivery Group Assignments
(opticnal) App deployed via Volume purchase
MDX or MAM 50K paolicy container (7 MAM SO
® Legacy MOX

* MDX Policies
Authentication

7£ MDX or MAM SDK policy container HEEH, ZHEEREDHIM Legacy MDX /9 MAM SDK
o RILHFM MAM SDK t/)#E%] Legacy MDX, EHEEEHLKMNAER. BIAEH Legacy MDX,
EHRANTEE—I&E _EiB1THY Secure Mail #1 Secure Web & BHEEIIRBIER . EREEER—I&
& LT R RERIE.
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EATF i0S B Secure Mail

ERFEET R1t. 7E5EMT i0S BY Secure Mail &, BRFEREIS ThEESR T ekdt, LIRMEEIFRIAF 4K
¥, BRIEMBRABLEREER, BT 3 ANEFHGEER, WD ETE, EeJUETH
BBF BRI BB TRV B FHR

T2 20.7.5

3t Android 6.x B9Z3#FEF June 30, 2020 455,

BXBEEFNINARFNRHER, BEANE &S,

Z LB 20.7.0
IR A SRR S

ZLHBH 20.6.5
AR A SRS S

Z LY 20.6.0
AR A SRS S

Z LB 20.5.0
AR A SRR S

ZEHBH 20.4.5

5&AF Android B Secure Mail

MIZERAFFHE, Secure Mail ¥ Exchange Server 2019 EF18#7 5 1 Exchange Server 2016 &
FEHT 16,

T2 20.4.0

MIZhRAFFE, Secure Mail x5 Exchange Server 2016 £F38E# 15 #1 Exchange Server 2013 £
MEH 23,
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T2 HBH 20.3.0

EATF Android Y Secure Mail

EBRRAREIENHF, TEERT Android B Secure Mail #, &R LATE B FHRAK B9 BE R
NEBD RN RIBFIMIBRSE 3,

Contacts

3 @citrix.com

] Contacts

] Office

(1 Skype for Business Contac..

@ Categories

EATF i0S B Secure Mail
IR AR BIEFEIRIE & -

T2 20.2.0

EAF Android Y Secure Mail

=/MLETR

TEi&FF Android B9 Secure Mail B, Ee]UEEEEFHMHNRIMLERHENAERTSM. &

X WINhEeRFE B, 152 Citrix AP #EBBRONER/IMEETRE FER
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T2 20.1.5

EATF i0S B Secure Mail

MiZhRAFFIR, Secure Mail x3F Exchange Server 2019 £FRE#T 4,

5&AF Android B Secure Mail

« WHBRARBY. 1EEETF Android B9 Secure Mail 1, EEIUAMAMEXZR AFIRAPCIE. 4Rig
MR Secure Mail BEZR Ao

o ZHFICS X, TEEATF Android BY Secure Mail A, EEI AT VERMHMEEIM ICS X,
FREFEASESARIBRF,

o MIZhRAFFEE, Secure Mail S2#F Exchange Server 2019 £FfRE#H 4.

T2 20.1.0

MiZhRAFFIR, Secure Mail 23F Exchange Server 2016 £FREHT 14

ZEHBH 19.12.5

ERTF i0S By Secure Mail
R AEEEIREE .

SEAF Android BY Secure Mail

BEHB R =M, 7EEBF Android BY Secure Mail F, FE]LUECEE & XmB, SR 3¥E 1R
&, BERRI—LZER, RDIFERUEAXRIRE, 2T WOH PR RLXIREFRIBAR. BIAUR
AL MIDNEEMIBRAMIEE, SARGFARE,

B HEhmERS, TERT Android BY Secure Mail 7, HEff'XHXRESE, MEtRs
[, HEATENPRBIRE LFER, LIhEEEA 3517 Exchange ActiveSync ik A 16 SE mhRA
HYI% %o

T2 19.11.5

SERTF i0S By Secure Mail

Secure Mail PFHBXRABF. 1EEAT i0S B Secure Mail F1, HIETEEFHMEG S IGEIERR
AR, AIUEERRANER. B X IINEERNB P &I, EEH Citrix AP EBIFOXE
ETRERABFR,
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EAF Android BY Secure Mail

R FAAZEE PDF X, 7E5ERATF Android B9 Secure Mail F1, EE[IUERFERNES PDF X4, 4
EREME, o, TIRMEEM Microsoft Office MifFHIIGIRILE,

EHTF i0S BY Secure Mail 19.10.6
MR A S S HEIEE .,

ZEHBH 19.10.5

EATF i0S B Secure Mail

B/MLER. TiEAT i0S B Secure Mail 1, FRIUEREEFHEN &/ IMLERHENARNS
fino ULINBESER T5517 i0S 13 RESRARNIZ S, B X IINEEIR P EEIX, FEIA Citrix B
FEERHFIONE &)L ETSEFHE,

SEATF Android B9 Secure Mail
A BEHEIREE

ZEHBH 19.10.0

fi£F Office 365 Exchange Server $RB&E X Office 365 PR3 37, 7E Secure Mail iOS #
Android F7, 7E“OAuth Support for Office 365 %853 TN T — 1 % /3 Office 365 Exchange
Server'BIFTERES, B ULERES, EoIMUE X = L Office 365 HBFEHIENHo I EREEIE T FFEUFHIA
R Office 365, EHBE—TE—{E, I outlook.office365.com. ERINEH

outlook.office365.com.

Secure Mail i0S 1 Android SZIFMBER, MEBEATFEERICEETEEZEM, FNHARFR
RERFBERUBRERATELTEMIRES, BIFERMESIE, EaLUERABIEMETTR,
R AXGZRFANER iOS 3 Android a1t EERAILLINEE, BIERMMTE Citrix Endpoint
Management 4 & R MEBIEB"MDX RISECE N FRINBHAHSH .

EFEAMBREIEINEE, IBTE Citrix Endpoint Management $ZEHIEH, FNEKERFIKIGE NHEH
MEEFINTEME, XHERMESEE, FERAFIEE LB EMENAEF BB TEEIR
AHIEEMIE MDX MMERVRES, FELFRERE, AREFRREEMNHIT R ERIET®E, THRMI
&, AMFEHIBMENEEMN MDX HRIIZEF S, MDX RESXNAEFEMNHRENE
BENEMME, LIHEETE MDM + MAM FI{XFR MAM B9IFEE S EI A,

S MBAER RIS E NF ARG TOMER, FREREIAEIAER MDX &,

B X Secure Mail FIIIEEIE MDX RESRIFAER, BEANATRBFRINIELS
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« JEAF Android BIB A= N ATEFE MDX SREE
« SEATF i0S MIBEhEF N AIEFRY MDX ZRES

HIREFANERESMEEREY, FEMRETARBEIIFEEEZRITHERE !

- RNAERF - DTN ARERFIERET

- BEEERTHNAER - EERAPNARFIAHERESIMER, HARITNAEFET. X2

B
- BIENVARRF - HIENBRERFET,

1T i0S Kig&

UTRHREIZEFESTEIBITIOS WgENRESMMEX !
* i0S 10 - K ARFSITRHRERFIRA R T HF T EM A
o JAERIAE - ARERKRERIER,

o B - NARERRTEMIGE LTE1T.

o REEDE - REEEAFF.

s BIEHZE - RANABRBEELS.

=17 Android F9i&&
TR AEREIRE RS R EIB{T Android IS EMNRESMMEK !
« Android SDK 24 (Android 7 F%L¥%) - N STV IER AR AR T HEFFFEERA
- JBiXERIAIn) - RZAREAE.
« B Root ig% - MAXRER Root ig& 5517,
- REPE - REBBERR.
- RECNE - NAEEMERE 5T,

T2 19.9.5

EATF ioS B Secure Mail

X #F ICS X, “1E&ERT iOS B Secure Mail A, EEILURHEAMMFUEIRY ICS XHFAEIH
B EREM

S&EAF Android Y Secure Mail
IR AEEEIREE
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R 19.9.0
MILARATFFIE, Secure Mail ZIFUATARSSSS ¢

« Exchange Server 2016 £F1E# 13
« IBM Lotus Notes Traveler kx4~ 10.0.1.0 AEBARZA 201811191126 20
« IBM Domino BB{4FARS528 kA 10.0.1

EATF i0S B Secure Mail
o SEATF i0S BY Secure Mail %1% i0S 13,

o 5/ MIME 1RLIREMENEBFIBH. TEHAT i0S B Secure Mail 1, HEAFREMEH
BEPEEY, FFERM— EML XHEAZEBHIMItE, SERRWEILEMG, HaIUEESAIR
S HRHE X BERY MIME 4T3k, EEAILThAE, SIBRMNME Citrix Endpoint Management 122414
HPECE R EMEZNE B TR R, FHFIREMEBVENFIGE R B REFIRE. BX
BHHER, BBRNMEHN & B FIHIRE N,

o ZIFMRREFHE. ERATF iOS B Secure Mail B{LLUR MBI B FERE, UET, 95
AERBREERNEFHERNTSEIZREN. HIAEREFESSIFMNIEE LIRHEFIENBETF
HERE, TICEBEFEMERIFA/ NG,

- ERBEEH. TEAT 0SB Secure Mail 1, ERILUEI MBS RESENE BHEHR
BYiEl, FERNSE (A EREIE—RNERAIFTE I B R LOAITE .

- BnhaiH, 7EERT i0S B9 Secure Mail F1, HIEHIBRMIE R AVHRAFES, BT LOEFEE IR (C]RYHE
., EBFERALLINEE, BESMEKE > BRiai#H . A5, MNAIBEMPERENRF. B XLt
BERVR P EEBNXHY, 1B5EIA Citrix AP EBBIF O EMRIFRH B shai 2] 3iE R rY BB FHE 4

o 1% WkWebView, EHTF iOS B Secure Mail 23F WkWebView, LHIHEESHH T Secure Mail
BFHMEFFEREHERELNEN S,

SEAF Android BY Secure Mail
MARRATFFIE, EBF Android BY Secure Mail {XZ3F51T Android 6 3 E S ARAHIIE S

& TF Android BY Secure Mail 19.8.5
KRABZHEIZEE .

T2 HBH 19.8.0

EAT i0S B Secure Mail
IthRA S SRR M IRIE S o
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EAF Android B Secure Mail
+ $F Android Q.
« %¥F Google Play L/ 64 i FfEFF. &R T Android B Secure Mail 3245 64 AL,
« S&ATF Android B Secure Mail F“TFHIRIF"UI BIG#H, F9:&7E Material Design AN, FA]

S THIRIE AT T D Bkt YOS ENEAEN, FS5HEaHS S REREED,
ZLHBH 19.7.5

EATF i0S B Secure Mail

- ERXHXBTIEY, EFERT i0S B Secure Mail 1, ERXHREEHMEY, FREHNE
farl 7P B i1&&E EEA. INREER T351T Exchange ActiveSync v16 S E SR ARIEE, B X
LtETHEERI A P EEBISCAY, 1EE8IF Citrix AP EBRONE EfXXEREmEY,

« YIZ{E MDM + MAM R, F4EMA Microsoft Intune B, 5EHTF iOS I Secure Mail ZiFEAF
K. EFALLINEE, BARKRENIGE LB RE Microsoft Authenticator 2R, B X L&
Microsoft Authenticator ZFBEFHEZER, 1EEiH Docs.microsoft.com LR FTHHRE
Microsoft Authenticator’ i/ FHi2 /%,

EAF Android BJ Secure Mail

AR

Citrix BIEERHEERFFRE] Android Q Zai, Hi Secure Mail AR EIARA 19.7.5,

 SEATFE1T Microsoft Office 365 B R IRIERIZER M Web SSO H1THREE#E"HRER,
7E£5& B F Android B9 Secure Mail 1, ZRINT —1%AEH Web SSO #H{TRREERE BIHT R
B, WL ULRER, AL OAuth 7i&E&1T Tunneled — Web SSO #1TlEERE. Alt, BH
TUATIRE :
o JFfEFE Web SSO #{TRREER HRIKIRE N F
o TEMLRIA IR HI%EIR Tunneled - Web SSO %1,
o M ERIRS H=EFHEREAS OAuth 48X BIEH %o
o WIRTE MDM + MAM X F{EF Microsoft Intune BY, Secure Mail for Android &8 %
F. EFEALLINAE, FHRERENIEE LERE Intune ARIMNANARER. &R Intune AFIMA

NEBREFRE, EEUTE MDM + MAM &I FEA SSO, MEEFEREEIETE Secure Mail 2
BIHITEHRIE,
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T2 HBH 19.6.5

Secure Mail BT i0S
Secure Mail for iOS 19.6.5 Ik AT ZHREIZBMEIRIEE . B X EEEMEMRAMNTIR, FEH
BRI & B,

Secure Mail 5&FF Android

- B BEEH. 7E Secure Mail for Android #, ERILUE S HEREHKEXIE BHEHHIE
Bl B X LbINAERE P EEBIAY, iBE8 Citrix AP EBHR O EE R H A E 48,

o FIFMNREFHEF. Secure Mail for Android B{LLUR AL I B FrR4E, LUFT, a5 AR
RERBEGRNEFHERNBRERAER, WINEEBFHERNBEFESSIEMNEE LEEER

AiktE, TILBTFUEEZHIAN,

« Secure Mail PFRIBERABEF . 7E Secure Mail for Android F, HIF7EEEFHRHHESIGEIEP T
mEAR, IUEERRABR. BRABRBRERSEEN, IREZNMANE4, ZEBEFE

B F RSB FHE RS ICRIFTRR A ARRAIERAIRE A, EERRAMRFNEKR
A BFRARGEARERNEDETNFETUETRER.

Compose piid Invinees

' Sanks

COLPLAN (BT
" Sankars ‘ Alkank
T ——— . Akarn
#Sankart Extended Staff
. Akp
¥Sankartl Mgmt staff
. Adka
#Sankarh Staff
n Ak
¥ i
gwertyuwioplgwerityul op

asdfgh jk.|I

& z x c v bnm @

asdfgh | k.|

g 2z x e v bnama

na g 9 R R (]

- BFAENEENMAH. 1 Secure Mail for Android &, HEFAERTBIENAMY, @it/ NAH, &
AUEEBBRP—BARNENFAENEMS, WINEAFEIEZERENH. TG EHHREEF
HEE. HIEREHERREIAEATRETIRE LN/ NAYG, B2, ERINEARTFERNE
INB SRR Az N o
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y
WY AP o reviom bour
o

AMM Cuicmer Clefcstion Call
-]
= =
SEIPM Dy Plasner Fesdhach Blscumalon
a .

BIIPH Calfes Talk

ZL2HBH 19.5.5

Secure Mail &3 Android

Secure Mail for Android kR4S 19.5.5 S EMEEIEEMBIREE, EXEBEEMEMRANTIE, 15
SFEXMFMEE & 87,

EATF i0S BY Secure Mail

o YIRTE MDM + MAM &, FEA Microsoft Intune B, EFTF iOS BY Secure Mail ZiFE 5%
R, EFEALLINEE, ERRENIZEE LB % Microsoft Authenticator N2 FAFERF. Microsoft
Authenticator N FB 2 AT 7£ M FB fE JE R 3R EY,

» ¥ Slack EMM : Slack EMM & FERE B I shEIE (EMM) B9 Slack BF, &FF i0S
B Secure Mail X5 2R Slack EMM, EIFEIERERE Secure Mail 5 Slack N BEF
3} Slack EMM [ BIZFHIER A o

T2 HBH 19.5.0

5EATF Android B Secure Mail
EIRMREE, 755 TF Android B9 Secure Mail 1, 1Ra] LURIBIRHNERALITEEES,
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Organize your cards
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Skip

Add custom folders to feeds

B X EECWEFENEZER, BERAEELZNIR.

BfRX4kgmES,. TEATF Android BY Secure Mail 7, EfgHkaBoiEY, HEEHE

WAIEFBIRE LA, B XILINEERIA AR, BEH Ciix BREFROXEERXHEE

EHES
5& T Android BY Secure Mail 19.4.6. 19.4.5 1 19.3.5
XEERR Al & ARSI SRS &

A% BiEE MEMREMGE, S2ABMMNEEE R,
ZLHBH 19.3.0

MAFRAFFLS, Secure Mail TIFUATIRSS S :

« Exchange Server 2019 £f8E% 1
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+ Exchange Server 2016 EFI&E# 12
+ Exchange Server 2013 EFI8&E# 22

« Exchange Server 2010 SP3 E#iL 5 26

B X Secure Mail RZ2RAMTEIRNEZER, 1B5EH Secure Mail Bt

5EATF i0S By Secure Mail
BREIR. 7EERT i0S 89 Secure Mail 1, ZRIMEALRIBEHERALKIEH Feeds o

tkThEETE iPad EARFATA,

Skip

Organize your cards

@ (1 Meeting Invites, f\
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Add custom folders to feeds

BXEEEHWENEZER, 152H EBENR,

EATF i0S M Android B9 Secure Mail
R, SR LURSIARIERE TERA LAY EE FRB U N BEALLINEE, BEMRIEETE Citrix
Endpoint Management /= FAPRERIZ SR BR o

HIEeIE. b8 iR BFERE, NERREASREBHEIIRPREEET. BRRAEBGRIENES
ETERRE M. RuBRRABRLUESERFTIR,
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Cancel New Message Send

phn@citrix.com

abc@citrix.com

BXARENESER, BBARNERE,

ANEIEFE. RARAEMNRBIRBEES, UEFHR. XEEXENATHRAHE. BFE
MEBRRAR=o

51T Android BYig%, XEEXENATFREENBHERR.
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TestUser Two

FACETIME
FaceTime

INTERNET

estuser2@worxmail.onmicrosoft.com

— — e — _—

BXANGIRFSANESER, BERARIREFIHE,

T2 19.2.0

ERTF i0S B9 Secure Mail
AR A S iE 4 REIg R IRIE 8 6

B X BEE REMEMRAYIR, HEREMNMEEE R,

SEATF Android Y Secure Mail

o BERAIRIRIHEE, TEEATF Android BY Secure Mail B, HEAFHERAHEE—PERA
BY, ZBERANEAEENETRERRAEDTE T, YESHHLAETERN, HEREALBERGE
MPIFMAER, AINKRE,. EETENRSE, Yot REE LANESEIGH, BERUTE
I .

] TS

—_
=

o HE

o MIFR
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AL ET+R, RE@F . "EEXTRNEAFENNESELT. A, IEZEFH4A
R#iE. BFEGSHEREGHNRENFREBMERZER . ‘BEE TR N BEENFAE

FoREMH
HARER Exchange Server EBE A Exchange Web Services (EWS).

BER N IF1E EABIEM Active Directory FIRENHARIFAEEETR. EFEHRRABRRIEMINIF
MR, BHRIENESER B Active Directory FECE 7 IRHIALR B IR,

IBM Lotus Notes BRZZ 28 72 #F L IhEE

. MAEHREE, 7T EATF Android BY Secure Mail B, MLRiA41E] MDX FEERHPHIE T — N B
iE - Web SSO"HYET, ACELLEREE PILL IR R EMNET PRIE - Web SSO"MR £ FIEMA M
(STA) H1TREFRAERE, TRRIAITFPRE - Web SSO"EZR T HMIIEARSS, FIa0
NTLM. Okta 1 Kerberos, B’RECE STA BY, @AIURFARSS HINERYE FQDN Fim ARMNEIf
BMERSKER, B2, WNRELEPRE - Web SSO"E, NILFHITXLERE,

E1E Citrix Endpoint Management |55 93& A F Android B9 Secure Mail /R LLLSRE !

1. FHHEAERT Android BY .mdx Xt BXIFAER, BEEIH 0 MDX NARERF RS

R

2. EMKIRIZREH, PEPE - Web SSO"IET, B XIFMER, ESN NAZEFMEIIR

SEHAF i0S BY Secure Mail 19.1.6
IR A S FE R B MR IRIE & -

ZLWH 19.1.5

MARRATFFIE, Secure Mail Z1FUTARSSS ¢

« Exchange Server 2016 £F3&E# 11

« Exchange Server 2010 SP3 E#C & 24

B X Secure Mail REZB[IRAMFTEYIRMNEZEE, 1HEIH Secure Mail i,
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ZEHBH 19.1.0
EATF i0S B Secure Mail
o BXRAIBIBINEE, TEEAT i0S BY Secure Mail 1, YIESFBERAFEZR—DEBERAR, %
BRAANFAE RN ERERRANED T, HERSHHLED R, HERALBEREHIFH
F8, fIEE. EETEMNRSE, LAt REA EANEZEIRN, HERUTER :
o YmiE
o FNINE] VIP
o BH

FARET+F, EAURTRE. ERTRIFAELANNESET, RETITFECIZEBFHR
H BB, BFHER BHEGHNKREA | FRLEMARESE. EETRIRAENIFA
B8 ERILUEEH L X B F I,

FoREMH
HRIEB Exchange Server B E A Exchange Web Services (EWS)s.

BER AN IFA(E EABHIEM Active Directory FIREREVALIIFAMES (Outlook BXRA) BiR. EfF
TEBER A B RIEFRIEAER, ERFRIENEIER B Active Directory REEE T AL E
REEM

tEIHBETE IBM Lotus Notes RS 88 F R %1%,

o FENEEMt A SHAFNAYBFG. £ Secure Mail for i0S &, SH B MDX HR&HHR
M7 —1NEE SINETE. s, HIERINEERIFERF Secure Mail HAEHMNSINE B S S
HEERAYB R

« Secure Mail for iOS Z#F7EiB1T Microsoft Enterprise Mobility + Security (EMS)/Intune F{&E I
REMRILIE (0365) ANIRE LH#HITEHEIXEH
EERE#XBMNINGE, BMERBEUTRREY
o TE Endpoint Management &5, & #:XEH KB F
o MLEIHIKRE 1% B ToRRE,
o FHISERRBA REKIZE N W 5 B FEBE A AT E IR,
o S5 Secure Mail > &8 > B, AEER BBEHEH,
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+ Secure Mail PRI LUfER Zoom MAEEEFMASN. B XBEFH Zoom N AERAAHEREEH
2, BERMNEHRMASIN.

o IhRASZHF iPad Pro 11 Z~1#1 iPad Pro 12.9 &1,

EAF Android Y Secure Mail

o MI4IBERTNBE, 7 Secure Mail for Android 7, ZEEMEINRIEE R, N T KB EFIE
KB, BHBRTAHRENTE, EFRE T REBRRA R IZEERIMEIEDT,

&R LUTE Secure Mail M REFHERMH. R LUER Secure Mail F, NISBEE]
o MNRMIGETIEMER Secure Mail BF, NSERNBRERYR, EAILUERFIENNBERF
REEME. BXIFEMAER, BBRAEEMN .

+ Secure Mail FEF AT LUfER Zoom MEBEEEFMASN. B XBEFH Zoom N AERAAHEREEH
F8, BEERMNEHMASRN,

o N AEMM A SHAENANBFH. £ Secure Mail for Android 1, SH B MDX SHb&Hh
RINT —ME SiNEE. HiE, XAFEE Secure Mail BAEHMEAINEEIFI# S S H I 1E /Y
ANBER.

%t Android 5.x B93z3FE2F December 31, 2018 455k,

RLHBH 18.12.0
AR A S M AR ER IS5 8

B X BIZ 8 REMEMEENTIR, 52 EXMMNEE & &,

T2 18.11.5

$EATF Android Y Secure Mail

« A ActiveSync fRkIREMB BB FIBHF, EEATF Android BY Secure Mail #, HEAFIR
EMEN IR, FER— EML XHERZEMERIMI. BERSUEILERHE, FHAIUE
E S PRiR SR X BERY ActiveSync Frsk.

EEAILtINEE, BIEAMNANAEREMEFE B FRHHAl KR AR EMBNENE & E
AETHERE ", BIERTE Citrix Endpoint Management #5I8 P EIEXLEIGE, B* N
Secure Mail BCi& MDX HIEHIFAER, 1HEN SHATRME NN AERFI MDX %,
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o TENEBFHREFMBAEL. 7EEHT Android BY Secure Mail 1, EBILLM Android 1&ZFTENER
FHERFNAHEH, LFTENTHEEER Android $TEDHEZE, B X FMER, B FTENBEFHR4
MBREH.

. SREELENR, 7EEATF Android B9 Secure Mail A, REIUE SR REPEERELENEF
mifF, RIBEENRSEREISE, R2ANBEFHESERTRBENEERET, BEEE
REZLENEZSBEFBY, BT EESE.

Feeds

Upcoming Meetings
TODAY

08:00 408 h 30 min

Cloud Conference

From Your Manager

B = B & B
TR

MWIRTEER Exchange Server LEFT Exchange Web Services (EWS)o

2IR-F FARHEM Active Directory HFIREXARVLALIIFAES (Outlook BXRA) ER. EFFIEHAR
FAEEBRERIERY, BHRFRIENEER BT Active Directory RERE T AR E XL
Mo

tEIHEETE IBM Lotus Notes fRSZ 88 F A= %1%,
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T2 18.11.1
BERR

LRI E £ Secure Mail for Android 18.11.1 R &

1EiE#T) IBM Notes Traveler 9.0.1 SP 10 B9 Secure Mail for Android #7, w5 MY BB FHBEHIRE
EEHFRET,

RLHBH 18.11.0

EATF Android NRLHR4
o FXHIz@EH, 7E Secure Mail for Android 57, AT LA EBEEBK 7 BYF 34 S 3B W HR 4@ Ko
BXIEMER, BBRTFXHIE,

« Secure Mail for Android FB RS EH. HFHETESTT Android 8.0 (API &3l 26) HEER
A& £ Google Play & #ITRFIFNER, FHITEHK Secure Mail FEARSS. AT EEN
R & _ESLIARE]#raY BB 4 E12 A@%N, 5B Firebase Cloud Messaging (FCM) RS H#E3%8@
. BEXEBHRET FCM X BHINELIFHARE R, 1EEBHSecure Mail FIHEXBEA]

IERRIEEEIEE LM Secure Mail I&E H/Z B4 @A,
PR :
- MREBERERET FCM HEXIER, FERETE 156 2##HIT K, ERENAREF BT
SRR AT

- SAFNEEIRERFHEHNEN, BH/NAMFHBBEAZEMER.

BT i0S WEZ LY

o XHFi0S 12.1, EFTF iOS BY Secure Mail 325 i0S 12.1 Ao

o BHEREAANCHBRIRRTIEE, & TF i0S M Secure Mail B, §& _EHEH P OSIEIE
BRI AR B RARN FIHEXBRIKBCE R, B XIFHER, 15E81R &R T i0S BY Secure
Mail HR A 8 & S TKOE 2o

. SRESENEES. TEETF i0S M Secure Mail B, FEIUE IR BEREERAZENEF
HiE, RIEEN ESHERRISE, S2ERNEFHEHEREREENZE' NS T, BE
EEZRBAZLENBEFE, EaEEEL2
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Feeds

Upcoming Meetings
TODAY

GB-DG 408 h 30 man

Cloud Conferance

From Your Manager

a = B 4 B
FoREAF

MA{RTEIZREY Exchange Server EIEAT Exchange Web Services (EWS)o

ZIEFHIBHEM Active Directory JRERBILARIFAER (Outlook BXRA) B, EfFIEIFA
FEEERERKENSY, BEHREFRENEIES BT Active Directory REZE T IEBIALN B EEH,

IBM Lotus Notes fR53 88 25 IL I8,

T2 HBH 18.10.5

 Secure Mail 5 Slack S8f (Fi¥ihR) : EIN7ER]LUS BB FHBA 1B 2 F551T i0S ¢ Android
B9I%&E EH Slack ZATERF. B XFMER, 1EEi% Secure Mail 5 Slack ££58 (Fl%hR) o

o TS HAIRRINEE . 755EMTF iOS BY Secure Mail 1, MBS A FAVIEIRINEEAT -
o EIENHSERPEERZAGEINEANSIN,
o RE 24 NEAMENFBANSINFEREDNSERFR, oA ST BER D,
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T2 HBH 18.10.0

« Secure Mail BB B FEHMERE : 753517 Android O EEARAIIGE £, S UERBHIER
BIgEREEB T BHBEMOLIES. WIIEAFEEEXNEREM. B XFHE
B, FBHBMEE,

- IREMBPEBFHH (FRER) : EERATF i0S B Secure Mail R, ZEaIUER“REAN
KHNE EERIRSEITREMB VBB FEHE FAER) o SRS LTI EIE
REREPECBE FRpH i, BEEALIIEE, BERMNAEIRESMETI S B FHRHEiH
HHEREE, HFMEHERENEIEEEIEARE. B X WINRENAF RN, ESF
Citrix AP &R OXEREMEFI B BT,

T2 18.9.0
o FIRARSAHE, B Ayy.mm.version’s g0, Hr7 18.9.0
- REMBPNEBETEH ((ERFTEAR)  TEHT Android B Secure Mail &1, ERJLUERIRS
AMEZHE THEERIRE TR EMBHEMNEFIYE (EAER) . ERILUSRSEIEELE
BIERRENEFHHHN, EERILLINEE, BERNINEERSMEEIE B FHpH4i R
B, HHMBHBREVEISENESERIRS. B X IWIhEE AP BN, 15217 Citrix B
PEBNFIOXEIRE ML EEFH 4,

« Feed EI838IHBE : 7£5EFTF Android B Secure Mail 1, XINH Feeds XHFHIT T IUATIE
G

o iR BEIRY XHRPHNRINHIFH = EREER Feed F5,

o EIEH Feed FHRERRZAMTEINBANZ.

o BN BANSIRTEARE N SR1BTEIF AR 24 /NYEHRE TR, XERWEIED NS RMEA
Ko EUEIBRAR, EFHXERNEFEANINEEREEN Feed Fo

o §H Secure Mail BAZEH : EHT Android #1 i0S BY Secure Mail 3iF&SF Secure Mail H
FEHSHINGENAVBHENE. EERILINEE, BRFEEH N SHERES BRREHE
&, BXIFMAEER, BBRSH Secure Mail HAEH,

ZLHBY 10.8.65
o BATFi0S 12 : TERTF i0S B Secure Mail 1, FE(1ZiFDAERN"IHEE, EENLLIHEE, X
IESMEREFEIZR D E, EeUEIRENBIERE L HREN EOHE, “DHEBHNIKETIRE
FEAB .

« TEEMAT I0S B9 Secure Mail 7, REERIBRERIZHEER, WIEBINEFERERZX D
X NE
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Secure Mail

« 7E3&HF i0S BY Secure Mail A, BIEIRFIKEFRE R Secure Mail REBE/RRIRFIRBEER
ABIRE, BEAXEIRERS, HITEETABREN, RERERNEARITNHRBETR, 4
#N“Secure Mail REBE/R © Joe Jay’s B XIFMER, 1BEEIRSecure Mail REEE T,

T2 HBH 10.8.60
o ZEHBHZF Android P,
» Secure Mail I} 212 HKR =Bk,

« 7E&ERTF i0S #Y Secure Mail 1, EAJLAM i0S AHNCH N AR XX HHIINE B FEf . B X1F
MER, 1FEI i0S ek,

T2 M4 10.8.55

Secure Mail 10.8.55 IRAFREHINEE, BXEEENIEE, 52 EXMMEE & 198,

T2 M4 10.8.50

RA M, E5ERT i0S BY Secure Mail #, ERILUEE = &R B B EARMINRA. =
B R B R E M N R R F BRI Ao
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Attach multiple photos

more easily

Enter Secure Mail

Secure Mail JRRR. i&ATF iOS # Android B Secure Mail 7R REY R RFAE FRIEEBFHR4.
EEE X ENSINGEIEU R I BTSN,
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T2 M4 10.8.45

NXHEFS, EEAT i0S F Android B9 Secure Mail &, el s F% BERURIFFRE
Secure Mail &, “BI¥"ENAITF Secure Mail FIMI7ESEA, FlalepFE". “BEH . “BRR AT M
%, HESE RS EMRE, SERBNEohRIFIX4E (Flanars . “BiE". “BRRA") fFi#
1TE#H. LRESHEEERE RS EIREIL,

B Mikdo#, 75588 F Android BY Secure Mail BB, RE]LUOET S 5 E VB EE B B YAMT N
Fo. s B ErFEREN IR B FH R,
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Attach multiple photos

more easily

Enter Secure Mail

© 1997-2026 Citrix Systems, Inc. All rights reserved.

87



Secure Mail

TR 10.8.40

FIHERBERH. 1HEMT i0S B9 Secure Mail 1, EAEILUEZRARTHEL. 5AEREMEMT
7,

ZLHBH 10.8.35

iOS R Secure Mail BYARZAZ 10.8.36,

o BHIMNIED, 7E i0S hR Secure Mail 1, R RTINS WOER, FIa04E=" 4B F &
"o MATTRILAfERR (Ol & "F0 M BR" SR M M BR @ Al

@ SECURE MA }(
Harshith 7
asf

07/06/18, 12:30 PM

‘.‘%:ﬁ

Accept

Decline

« Android ik Secure Mail JR[E#Z$HI®RINBE, £ Android hik Secure Mail B, EAIUSHIEHE

ERNREFEH A X FF iR (FRHENBED, MRZRERHLTREARS, fikE LR

R[EEH S WGEENRN ET, HHR (R EH B S EHF4E R E,
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Reply all &
Reply €
x

S

+ 7F Android iR Secure Mail 1, &iNMFIREERERBFIEFR, LEKRE X2 IRIENB
FERREAETS, AILOBEE = A Tk — RIS ¢

=
° XE

- o
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Thes even is adpacent to anather event

Message view
! |

Manday, May 14, 2018
1230 PM — 2:30 PM
Timezone: (GMT+5:30) India Standard Time

Availability

Chalukya Room

T2 M4 10.8.25

iOS hR Secure Mail FLESZHF SIMIME JREFHE : 2EMINEEE T, ERERITUTIRE

o EFROREER1ERN SIMIME IERR. B XiFHAELR, 18R i0S REZER.
« 7 Citrix Endpoint Management F 0 LDAP B4 EFimEM. FRAUTER :

o §# . SEND_LDAP_ATTRIBUTES

o {E . userPrincipalName=${user.userprincipalname}, sAMAccountNAme=$

{user.samaccountname}, displayName=${user .displayName}, mail=${user.mail}

BXNARMELHEBENSE, XTF XenMobile Server, BERZFHENME, XF Endpoint
Management, 1ESH%EFinE %,

B XREREERREZRENNMEIMNESER, BERAERARERE IS,

1. &8 Endpoint Management #5871, F#ZEl Configure > Apps.
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Secure Mail

2. 3%&3% Secure Mail, AFETHRIE,

3. 7Fi0S E&BTF, WF SIMIME IFBE, EFREEE,

Push notifications region AMErcas - @
5/MIME certificate source Derived Credential - ®
Enable 5/MIME during first Secure Mail startup FF @
Calendar Web and Audio Options GoToMeeting and User Entered - ®
S/MIME public certificate source Exchange - ®
Ldap server address @
Ldap Base DN @

Secure Mail for i0S #l Android J&2A—#r : F(VERFRSMEGEERE. EaN. HNUSMIEZNHE

B T REMRFL .

TEERT i0S 1&& EHHFSM=.

Skip Skip

A better way to navigate Settings has a new home Select with tap & hold

between Mail, Calendar, Contacts & Attachments inside the slide out in Mail, Contacts & Attachments

TESESR7T Android i8& _EHEF SMZ,

Skip

Easy attachment access

from the tab bar

Attachments

Skip
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Skip Skip Skip
A better way to navigate Settings has a new home Easy attachment access
between Mail, Calendar, Contacts & Attachments inside the slide out from the tab bar
Mailbox Attachments

Enter Secure Mail

BHAR

o« MERZEEFREMPFR. Secure Mail TheE (BUan“EBH". “BFA". “BRRNF M) ME(EIIEE
ERERESRERF=F, TEERTIHER,
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P

Inbox I_] 9]

® Avery Taylor B:28 P
Why Las Vegas Hotel Rooms For You

® Jorge Hogan 3028 PM
Global Resorts Network Grn Putting Timeshar...

Elsie Mewton
Become & Travel Pro In One Easy Lesson

Las vegas nas mor

Steven Todd
Train Travel On Track For Safety

® Chris Herrera 3:28 P
Motorhome Or Trailer

# Birdie Walton 328 PM
Coventry City Guide Including Coventry Hotels

TEAndrOId iﬁ%t, ?TFEBTL'FIDTEE, ﬁﬂiﬂiﬁlﬁ“ﬂ‘é;ﬁiﬁﬁo WU&D: QD-FFEH_'\, ﬁﬂ%f@?
AT EAEY, DA RI=RFARR A,
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4 (=

Synergy 2018 Keynote — This Is How
the Future Works

www.citrix.com/SynergyTV

" Yes Mayhe X Mo

®

in Meeting Dial In Running Late
From: Communications at Citrix
Invitees: 1invitee

Fawklala aba s dadcamlls: laa Mlbale: Mo asa s i ssimbalslad
] 0 3
L =

< IRBRBEFMERETEAIAR, H06RE. B,
I, ARRtA TANKERE, W TET.

ERRAMMF. BRINGE, FREXEER
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Mailboxes Contacts Calendar Attachments
£ All Accounts & All Contacts Eg jamie.lee@eoprime.com EE jamie.lee@eoprime.com
£ Inbox E jamie.lee@eoprime.com v Exchange Account
O Unread =] Contacts + Personal Calendar
[ Flagged (77 Suggested Contacts @8 jamie.lee2@eoprime.com
PRV E jamie.lee@eoprime.com ' Exchange Account
D Drafts E} Contacts +/ Personal Calendar
E sentitems TJ Suggested Contacts
(23 Outbox Hide All Calendars

TEI Deleted Items
7 Archive
Eﬂ jamie.lee@eoprime.com
£ Inbox
O Unread

[ Flagged
e

- EREMRATERE, AERAE. BRRANMRGHIERER.

= Inbox @ Contacts @ = Files = @

® Avery Taylor 3:28 PM A Recent Offline

Why Las Vegas Hotel Rooms For You
Las Vegas has more than 100,000 hotel rooms Andy Liu

: . i 12/2117
to choose from. There is something for every Q4 product review.pdf

2017 Q4 product review

-

e Jorge Hogan 398 PM c 2 204 KB, Elsie Newton
Global Resorts Network Grn Putting Timeshar... . g
Las Vegas has more than 100,000 hotel rooms Chuan Lim E product images.jpeg 1212117
to choose from. There is something for every g a 2017 Q4 product review
H 204 KB, Elsie Newton
Elsie Newton 3:28 PM Citrix Car Wash (GNG) j
Become A Travel Pro In One Easy Lesson K Q4 product review custo...doc  12/21/17
Las Vegas has more thgn 100,009 hotel rooms G bl n 2017 Q4 product review
to choose from. There is something for every g 204 KB, Elsie Newton
Steven Todd 3:28 PM 2 . .
Train Travel On Track For Safety : B Q4 product reV|ew.z|p 1
Las Vegas has more than 100,000 hotel rooms H T 2017 Q4 prgduct review
to choose from. There is something for every u 204 KB, Elsie Newton
v
w
® Chris Herrera 3:28 PM Hannah Citrix. x Q4 product review.exe 122117
Motorhome Or Trailer ; n 2017 Q4 product review
Las Vegas has more than 100,000 hotel rooms J # 204 KB, Elsie Newton
to choose from. There is something for every
. ) product images.jpeg 1212117
® Birdie Walton e rm a 2017 Q4 product review
Coventry City Guide Including Coventry Hotels 204 KB, Elsie Newton

Las Vegas has more than 100,000 hote]
to choose from. There is something fo

i) Q B = fra] 2 E & £ 2 B

]

« FiOS igF L, ERIUEAFREHRAHE B LUERIZINE
o BAUREREF R HRHERETHBEFEG, N FERFRR.
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= Inbox 0 Q

& Avery Taylor 3:28 PM
Why Las Vegas Hotel Rooms For Yeu
2 Veoas has more than 1000 -

® Jorge Hogan 3:28 PM
Global Resorts Metwork Grn Putting Timeshar...
'eqas has maore than 100 00 1 | (Lnl

Elsie Newton
Become A Travel Pro In One Easy Lesson

LAS O4as Nas nan 1w

Steven Todd
Train Travel On Track For Safety
'eqas has more than 10000

® Chris Herrera 3:28 PM
Motorhome Or Trailar

® Birdie Walton 328 PM
Coventry City Guide Including Coventry Hotels

B & 2 B

« FRBETIAERNERSE LAER !

o EFEM ¢ TG LANEHEN, ARSMBIESEN > FFENUERENES Bk
o

IHIEI(E BT Android 18

o 1ERRENR | RELIERE I

« DENEER | REUEENIENDETE,
- MNCFEIR(FIRT @ EEEE TN, REF%A. 2MEEREE, WNTEFT.
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0 7 5% ShiR e 3% $H MY B (/en-us/mobile-productivity-apps/media/inbox-respond-fab-and-

actions.png)
- TEERFHHR, BEA LARMETREED :

o R8¢ REMARIC R FHR,

o FRIBAXRIE ¢ AEHELUFBFHMEFIREARIR,

o MHBR 1 SEIAMIBREE FHERM,

- BEEM . miRtEMMUEFHMTRIRE, FnBa.

HEEH
- EERF, EEAMUREEEFMRERANCIESS, WTEMT.

H 2 i e H B9 B 1R (/en-us/mobile-productivity-apps/media/calendar-fab.png)
- REALAIERMEITREIED

o X! REUBBRSKNEMH
o R | REMEREMN
o MRFZERNIR(ERE © EEFMN, fREER. £NOEHEE,

H 7 el 7325 101 B9 B 45 (/en-us/mobile-productivity-apps/media/calendar-response-options.png)
EEEME, EHMMRE (Flu2 . “FeeflE") REfNFTHERESHFAGERE T,
BRRAAER

o AR HRIERMBRR A FohIRIEIRH, M TEFT.

BIEFEXR A BSRRIE F (/fen-us/mobile-productivity-apps/media/contacts-fab.png)
s BRIEBRDNEMUTRELG LA, BAIUSREZETLUEREKR A
- BERRAN, BRALARMUTIEEDN

7 Android i&& L :

o 4i8 . REMUREERLR A
o BEARW | RERIBERUEEEMEIRENE, G MmBIERe . H=" M MER"

Android ;& EFRAYE{K (/en-us/mobile-productivity-apps/media/android-contacts-options.png)

FiOoSig& L :
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o YgiB I REMUREER A
o HE ! REHEEMNUEEAMAIBERGE, INHEZERRN T MIEERE",

< & 2

<> Add to VIPs

INTERNET

Woaork Email

FACETIME

FaceTime en R,

BT I0S ig& EMFREXRA, BEREKRAN, ~tdhiE, ARRTRSESBER, 0T
ElFr7To
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Cancel Save

ADDRESS

Add Address

COMPANY INFO

Add Company

PERSOMNAL
Add Personal
DATES
Add Date
NOTES
Add Note

Delete Contact

& 5 2 B

Bt EE ek
LUR SR EBETIE AT MR RA L AIREY

Bk | REFEFENRHIEEE S RThiEes LN I THE
o PR R mERMF

T2 M4 10.8.20

« BT i0S BY Secure Mail A FFERREZIBHITIMMF DRI B XRERENESE
B, BBRAERT i0S rIRERE.

+ AT i0S By Secure Mail XFFEHEXER . S @A HREME Secure Mail KEFEET, &

R FER B @A ISR E T REENSMNIIENETERIRNEMHEIERE. B
XFAER, BFEREHXEN.
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Secure Mail

T A EHEXBAITIEEMEHITRIZRGEN, R VIP BRH@EAB R A,

* EAT i0S By Secure Mail MAXZFEXNAE R, ERIUEEFHEERPEREGIHEE. B
XFAER, BEREXAES.

ZL2HBH 10.8.15

« SEATF i0S B9 Secure Mail MIEZHEXE L, EIUTEBFIRHES P EREIGRIEEE,
BEXFAGER, BEREXNAZE %

+ Secure Mail 23 Android Enterprise (LABI#59 Android for Work) . ERJLOEIETE
Secure Mail R Android Enterprise N2 REIEZREMMN TIEREEX . B X FHESR,
E& I Secure Mail 189 Android Enterprises

« Secure Mail ZEEBTFHHNEMHRARKR. NRFZREFETEHNAHWNEHR (Fla, &6
WNERFEEE S URL BUBRE) , Secure Mail RIEEDNEBMLZLFAENARHHITE W,

 Secure Mail ZTIHMWKBFHRIE, MR RIEEET OAuth SHEMNEHILIE, ERBF %M
2L, T RFEIERT Office 365 I, &M TAERFISNER Active Directory BX & B I0IEARSS
(AD FS) S &A1 2R (IdP).

o MMEEAERERIEREIRER, BRI LAEIRMR TN WS M e

T2 10.8.10
o SEPTHIERFHREMIEF. EAT i0S B Secure Mail Z3FFTENEE FHBLEFHTE,

- fi£A Microsoft Office 365 H{TIMAREAIWIE, EAT i0S BY Secure Mail ZIFMAF 750
if. MRBMKIEEET OAuth SN EMIE, FRBAF2MER, thZIFaIER Office
365 B92#%F, SEAFHERFIAER Active Directory B S B IRIEARSS (AD FS) 1 &R HIER
(IdP), B XIFMER, BEBIAER Microsoft Office 365 H{TI A IIIE,

R A R Z 5 Microsoft Intune/EMS A% Y Endpoint Management BYIRA B {330 3IE

tEhRA7E AD FS AJ MNAER ARV R A S WA R IIE.
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EXAMER S Nia)=E

Citrix® 3z #f WNB B E ™ 11 N AR FRISE I TR AEI T H Ko

FEHTF i0S 26.8.0 BY Secure Mail

BE 8 BYn
- L iPad b, BFHHAHMNERTRRARTRINER, MREIHEEMEREERIERRK,
« £ iPad £, NEBRBHMETABRTETRRETZEBARS,
« Secure Mail FJRERTEILTT i0S 27 Nig&E L ETRHER.

s SIEFRGHRZERS— TR ARFREREFR XA, RiaXHRr s ®ENERNFHHE
i,

BRI
AR E AR,

& AF Android 26.5.0 BY Secure Mail

B £ 1inE
« MEBIEARSS 3R LI ping RBH FHRBRASHK HTTP 503 128, WHESHARTFHA
RN,

« SEATF Android B9 Secure Mail F, X IIEBLEITAIBES LMK,

- HFRAMIE, Secure Mail FTRETLIETE AMAPI X T E M,

BRI
R A TR B AR,
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SEHF i0S 26.5.0 BY Secure Mail

B & Ba&
- £ iPad Lk, Secure Mail FETBERERD HIHHFIEIT,
7 iPad £, HTML BA#IFIEXFIBETTIATE Secure Mail FRE2,
* SN Secure Hub RIBFTREFHMILIE, Secure Mail BERJRERIANFo
- EEXEnhHAIE, Secure Mail FIRERETRHR, HERBEEHEMETREME.
- 7£ DEP i&& _ EHITR RIEFIEMREY, MDM BB X4 Al sE R4 BR,

BRI
HeRR A TR E AR

SEHF i0S 26.1.0 By Secure Mail

BE & Kin=
* Zi XenMobile FRFRLEX A £ FlIE, AP RIRE(ISAR] LUBT ERIF AT & HIFREIE AN,
o YIESHAFERITHAAR ETHT A, ATaEatIMEEXY, HAMRGLETH.
* 7£ iPhone _ERY Secure Mail R=EIXFTF/MIE (NF 1 MB) B, ZARFRIGETEITHEND,
HETRBIRER | TEITHM S,
- SAFIEHEEAN, AFPARRIKEIE S MIEBEITIRT.
- HEBHEAK PIN EiRXRHIRY, Secure Mail FIRETEME o
« 1E Secure Mail FRIEEXRARN, NAEFIERTNLN,
« {£F Secure Mail BY, NAEFERERERIEMERZERQRS,
- iPad Lt Secure Mail PR BB REMBEFIRETEEMEBES SRR,

BRI
AR AR E AR,
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& F Android BY Secure Mail 25.12.0

B & MiaE

o FEBEMA Android 1&& LfER Secure Mail B, FLEHAFBEAIEERBE] Active Directory
(AD) TP 81 %E [R)eo

o HAVEREFEN, BEEMB Android IZE R BESUEIE & BY Access Gateway (AG) E F i
IEH, MIMEM PKI RS 2R8I H,

« Secure Mail #:3X@BH AIBEARE BT Android 128

o 5E BT Android B9 Secure Mail PEEAR, ARoIEIREFICIER,

BRI
tEHR A EAIEE,

BT i0S BY Secure Mail 25.9.0

B£ & B9ia)

« 7 iPad ¥ Secure Mail B33 25.5.0 hkA&BY, ELEmEmsHIERA#, HEERAEART
X

« Secure Mail AJRETEARIN 0365 HRFFIKF o

« IEBEHE, IEBETHIEKAERKK.

o Mi&EHMIPR Secure Hub /&, RZFETEREIREISARI Ao

« Y AG RIETHARY, Secure Mail ATRETCIAIE E T1F.

« HIZERAESR ID SARE ID 812 ERY, Secure Mail FIRETERTHNE,

- IFIEIBAEHIES, Secure Mail AIRETTIEN N ARZFRAVIRAREH X E,
£ iPad EE#H TERAFHAT KBS, Secure Mail BIBETAIEME RSB UH-

BRI
tEHR A EAIEE,

& F Android BY Secure Mail 25.8.0

B1& & 8jn)@
* 7 Android €& 89 Secure Mail &8 5 BB FHBAFEEIERY, FEREOIRETT AT T 1%,
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* 7£ Android £BY Secure Mail FRIAFTAREMHE, MWARFAESENXH, FERUTHE
RHR REFERE

« Y Access Gateway IEHidHiET, Android Secure Mail RIRE TS 3R B F B4

BRI
R A EAIEE,

& F Android BY Secure Mail 25.6.0

B & A&
o FNKIREARENRIERS 14 BY, Secure Mail FTRER AR, HEIZIIRATRERT T H¥
- EERATIERIRMRIATHY Exchange RHEAR, FHELRE (TLS) EEAIBERKK.
« FHESIRBRRE=IERY, Secure Mail B 58 H IR ATRET AR 770

BRI
R A TR B AR,

SERATF i0S BV Secure Mail 25.5.0

B1& & inl
« 7E Secure Mail FZEIHFTFF M Skype K XHIKRIERBEFHMHEY, NERERARERZEIA X Ho
 Secure Mail TE54N T KB5014754 [ AR #4885 Al Re o3 RE =,

o NREEINHEERT Wi-Fi, HEIEBRLZETIEMATINE (STA) BIESH, NAERRIETER
Zo

o YIZM Secure Mail IFFSEAR, NAEFERIRET ELEITIEFR,

o HIEZHTE Secure Mail FEF GoToMeeting B, ZIIBAIRESEANHERUTHEIZER | ‘It
mRABER .

BRI
R A TR B AR,
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& F Android BY Secure Mail 25.3.0

BIE 8 a&
HERRA SRR T AR SRR E B 5

BRI
AR A TR B AR,

& B F Android BY Secure Mail 25.1.0

BEIE 8 &
AR BB T AR S B AR E R 5

BRI
AHRA R A,

5EATF i0S Y Secure Mail 25.1.0

B & R&
« YR Secure Mail RITHFAT 10 MB B9 TMEMEES, MHEATAET A T3

o YHAPTEE{TIOS 18 By iPhone £HY Secure Mail PEIE T S MEEMAE, NATEFERIEERZE
AKX Ao

BRI
ARA G B,

SERTF i0S BY Secure Mail 24.11.0

B1& & inl&
T WL E R, Secure Mail F57E7E iPhone 1 iPad & & _E[R4E BBF B4,

EE=

o YIRERFAHEINERE Wi-Fi B§, Secure Maill Fa5RSZBEY, EA—MT@EAZE, APAIY
BEHE 5N Secure Mailo
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« WNRFAFTE Secure Mail AT FWMKF, Secure Mail RIRERZEA X . ERN—MTEA
&, IBEEEER TER Secure Mail LUBES: It 8] &,

5&FAF Android BY Secure Mail 24.11.0

BEIE 8 &
AMRA PG BN E HFE.

BRI
ARARE B,

& F Android BY Secure Mail 24.9.1

BfE & MiaE

£71#7& Android F#13{ Android FHRE_E{EA Secure Mail B, SiXiRE B FHREE N B8]
BE BT X,

BRI
ARA G ERIEE,

& F Android BY Secure Mail 24.9.0

B1& & B9in)&A

£ MAM 1R THTFF Secure Mail BY, BIREEERUTEIZEE ©
“AZFHFEW SDK BIEF, ”

EHin)E

ARRAFRE B8],

© 1997-2026 Citrix Systems, Inc. All rights reserved. 106



Secure Mail

SERATF i0S Y Secure Mail 24.9.0

BE 8 B9ja)H
« BATF I0S B Secure Mail TR RRTFERIHLEN, HEFUTHZLES | "EHREE
8, BAITAREULA S, *

o HIRBFREERT i0S B9 Secure Mail EIWEIMIRBEM B BN AN IGEIETH .ics 4T,
ZN A RE R A IR A 2 T HEE IRV E,

o EFEEER TEREAT IOS B Secure Mail BY, HiRE{iE A BFHER, BFHEEXHA
STEARAI,

« HEHRBPMBMEYIREIBMER, &EBF i0S B Secure Mail &5a! X 7o

o TE3&EFTF i0S By Secure Mail f, HF#EIETTERIEIZFIREMAE Secure Mail B E I E
LRBESgXBETE T

BRI
AR AR E AR,

& B F Android BY Secure Mail 24.7.0

B £ B9in)
AR AR EAE £ HEE,

BRI
teRR AR B AR,

FEATF i0S By Secure Mail 24.3.0

B£ £ B9in)H

« RE Secure Mail ERThZEIM, ERAZRAFEERENARZFRATESEEINTHEIRER -

“EETARS BN, BELOHEER"

« F+4&3| Secure Mail for i0S 24.2.0 k&G, MBRZXAF BRETEIHIE) Secure Mail, FUEIL

THIRHER -
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“Secure Mail TEEERRIRS 2. BRAEFMAMRS M. WRMIAER|RE, BEARIER

ITEER"

o URZAFPEINTE iPad 18%& L3 TH Secure Mail N FTEFE, Secure Mail LM, LthiB)RA
BETFITIT iPad 17.3.1 REESRARIES,

B
AR A R B AR

SEHF i0S BY Secure Mail 24.2.0

B£ £ 1Rl

* 7E Secure Mail for iOS 1, EAIgELAEHATNE LEER HFINRE (+), XRMEIEESIEH
HBEEH,

o HFMLKEREZIR, Secure Mail FTo/ATE iPhone 1 iPad 1&& RS B FHEHF,
« HIRTE Secure Mail for i0S FEAREEINY, ERIBETTEIRIEE FHBE,

BRI
HERRA RIS E AR,

& A Android BY Secure Mail 24.1.0

B1& & inl&
o HIRZHITHKTF 10 MB BB FHBHMIEEY, &EFF Android BY Secure Mail SFEMMAZ,

o HIBEZEITH docx &0 B EEMHAF /T okE 5EERY B FHR A HMIEFAY, &R F Android BY
Secure Mail %N, ¥ Polaris SDK XE#HE, £HIMLtkE=,

B
tEHR A B AIEE,
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& F Android BY Secure Mail 23.10.0

B & ir&

o YITM Secure Mail FTFHERIMIERY, BIERRYIEE _ERZE Citrix Files NEEF, EHEIRE
SEESD (1) > THAAR M T E) Lf£3 Citrix Files £,

o HIEFNL Secure Mail FIREIRSBCRIBFAHIRY .ics X4, EAIRRRIERE ics XHMEHE
RIS B L RIGES BB —/\BY . IERIEUA EEE SR HX,

 ZIERF Secure Mail AR FIMA 23.8.2 HERAFRERINE, EEFNEBFERHMCHE ATER B!
A&, SERHEES (...) RHE, AT EERXRRYIR.

BRI
R A TR B AR,

5& FF Android BY Secure Mail 23.8.2

BE 8 B9ja)H
AR AR BAE 8 MR,

EHin)E

HIRFF Secure Mail F4kE] 23.8.2 IRAFHE B FEENES, 7ET0% B FRREMI A AT eE= @] 7]
B, BHEAERS (...) RHE, T EETHKEBEIR, FA—FERAZE, ErILLF Secure Mail
PIREXEE,

& FAF Android 1 i0S BY Secure Mail 23.7.0

B 8 KAl
HekRA TR B § BT,

BRI
R A TR B AR,
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& F Android BY Secure Mail 23.8.1

BE 8 B9ja)H
LR AR BAE & BRI,

BRI
AR A TR B AR,

& T i0S BY Secure Mail 23.9.0

BfE & MiaER

o YITEHEAT i0S B9 Secure Mail 23.2.0 kA5 HCL Domino 11 fRSS2RECSFE AR, RIBELE
KRR BMRENETFE TS, Secure Mail 2 REFHEEHKINAX, BWEAMNKKEE,

BRI
HEhR AR B AR,

& F Android BY Secure Mail 23.8.0

B 8 KialE
HeARA TR B § BT,

BRI
R A TR B AR,

& FF Android BY Secure Mail 23.7.0

B & B9in)
. EEIREEANE BB IREEN, 4 Secure Mail FRSFHIREIURRAGEE, & HIT

o

BRI
tERRAER3RE BRI,
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& F Android BY Secure Mail 23.6.0

B & MiaE

LISEFBHFHEMHER, ATREEERERFNEETE K, MNREFERIZ Secure Mail for
Android 23.3.5 S{ERRA, MSHILRE, BEEREKMNER TEEBFBEHE, BHEE)
Secure Mail for Android 23.6.0 S = AR Ao

BRI
tERR AR B AR,

SEHF i0S BY Secure Mail 23.5.0

B£ & B9ia)H

o HIRWBIHFE LB FEBHHIE Secure Mail FITHE(N 1Y, BFHMEMERTERRER.

BRI
R A TR B AR,

IBRRAFHEMFTEE & [

B X Secure Mail FERRAHPHEMIEME £ A, EEIRSecure Mail EXFEE & RIFHFIER

o
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Secure Mail EFMIEE & Rl FIER

ANFIHT Secure Mail ERIIZFFRAZBIRIEE E MENRH, B X &KX, 1H5EH Citrix

Secure Mailo

T MY 23.3.5

& T Android BY Secure Mail Y EH]|0]&A
o IERIRETENE HAEHAVIRERE . 2 Secure Mail YR IR EEAN PR MIREHAT, S HBINLL(a]

o

ER—MTESE, ¥%2 9B > NA > S%RMNANR > RHFAEE > Secure Mail, AFRE
LI E@EH

5&FAF Android BY Secure Mail FRIEE § [BIA

o FH4% 3| Android 13 &, Secure Mail 2T,

TEHBH 23.2.0

SEATF i0S M Android BY Secure Mail FEYS H{p) R
IR A< 7528 B X R,

& FF Android BY Secure Mail FRIEAE § ()70

* 7E Secure Mail FITHHI4ES, RAIESER— N RBKEHBE T XHEH—3B5, = polaris 1F
AIESEARY, &HIMItE,

HINE BRI DA TR, IR

o docx Xt

© .XISO

° .ppto
o txt 1§
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o HIZEEAEA Secure Mail PRV FTHAR...IEITF .docx. .pptx F .xIsx XY, ErTEE
AR AN BIER PIT XX 4, HIEFEA Android 13 BY, SHILILERIRL,

Secure Mail for i0S B & B0
o HIRZM Microsoft Teams T B HHF B FHBHFES, Secure Mail 2 FTMN,

o HIRZM Skype ¥ FRBER BB FHRAAS, Secure Mail RTEELMN, HE/F Exchange
HIHER TSI ERNHHHREE, SHIILE-,

HEHBF 22.11.0

Secure Mail for Android PR B K]0
IR A~ 7% 78 B AR,

Secure Mail for Android FBE/E & Hn)=A

« ZI&FE Secure Mail for Android FRFTHH BB FERAHE, BT EEINMEXHRBENESR
BE. BMERAMRGIRE, WalgehItba@,

o HIERRTFEMGBEFEGER, BFHESIRETRGETR. EEFHOEBFEHG (BIF
AR ARWBIRE) &, WIHFATEITHMMG. e EaRiEkE,

* M Secure Mail BF1AEEY, Webex SiNSEHETEEEN NN ARER PTH.

T2 22.9.0

iOS F1 Android kR Secure Mail Y B K03
IEhR AR ZE B a) @,

iOS F1 Android kX Secure Mail FHE{£ § BY|n)7A
IEhR AR E BE § AYia)E,

TEHBHF 22.6.2

iOS kR Secure Mail R BEH]|0]=A
IhRAREE BRI,
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iOS hR Secure Mail FE{E & BYin)A

o YIF{EFH Secure Web THXHHEIRXE Secure Mail JFE & XL AR, FEMEIEIRAR
SH,

T2 M4 22.6.0

iOS hR Secure Mail B H]0)=A
IEhR AR ZE B in),

iOS ki Secure Mail FE1& § 90/
e 7£ i0OS hk Secure Mail FIEE B FHEHRS, HESIHAMNKRAN, SHIMEIZNEBKRAFAE

=]

/CANO

o WIRYTFF N FBIEFEEY, i0S ki Secure Mail #1 Secure Web &M,

TEHhBHF 22.3.0

Secure Mail 22.3.0 P E H]in) @A

o HISREHBEEHEFIURENER, SWALERASKRIRE, NRENALIEESRT
HCL Domino 11 AR5388 (LABI#NA Lotus Notes) , NI&H IR,

- YIS EHERASHEHHZRREET— LA, FEXETASEN, NREHHAS
I[E7£351T HCL Domino 11 fRS328, M&HINLLE)RT,

o HIEENEE EFHNENLABESETER, ZENSWEFZHRIEN B, MNREFAER
IE7E5581T HCL Domino 11 fRS388, NI HIRLLR] L,

Secure Mail 22.3.0 FE{£ § B9|n)7A
IEhR AR E BE § AYia)E,

T2 22.2.0

Secure Mail 22.2.0 PR BEH]|n) A
IhR AR EE BRI,

Secure Mail 22.2.0 P BE{Z & Bia)&A

« 7 Samsung SM-A315 #1 SM-F926 i&#& Lk, Secure Mail TEIRETFEHHR
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TEHBHF 21.12.0
B g Win&A

o HIRITHMINNBY Microsoft Office X4BY, i&HF Android BY Secure Mail REf . HIZHIBES
WENTEHIER, SHEILR-,

« 1E Active Directory FEHGERTF Android B9 Secure Mail t(KFZR3E, BLESRZNBARE
o

T2 21.11.0

ek A RE BB EE & R,

B2 21.10.5
& F Android BY Secure Mail FE{& & B9in)&

LITEAAM Citrix Endpoint Management™ (CEM) B M4&35iR]i4 & I BEET, Web SSO #E A,
Microsoft Teams RiXEIEKMK, L)@ EHE T Citrix Gateway FR— B0 ESEHM, HAPNA
R R{I1EFI35 (ADC) IR B Z15E B ShERENIR K,

& F Android BY Secure Mail FEYE Hlin)&
bR A A& A B AR,

TP 21.10.0

& T Android BY Secure Mail FEYEH]|0]&A
tEhRA %A EHin &,

5&FF Android By Secure Mail FE24& & BYia]

« 1Ei&FTF Android B9 Secure Mail 1, LIE7E551T Android 12 Beta 4 B9i&%& LI TH R BT, PDF
XY, ZXHREE .

« 7E5&HTF Android B9 Secure Mail 1, FTHEEHRABGRNEFIREEN, SHEMZTEARE

o YIRMBREWETIRE Wi-Fi KZBUIREIEN, RASRTEERERT Android BY Secure
Hub, 1&fft PIN #1TEMIIEE, BFRXKMK, K Secure Mail I/~ EBIMK A B2 HAo

o BB FHMETEFARESER T Android RrZs 21.7.0 B9 Secure Mail BEERS
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T2 21.9.1

& T Android BY Secure Mail FYEH]|0]#A
« {£3517 Android 12 Beta 4 BYI&& LI THR AR PDF XY, XHREER,

 NRTFEEEXHFHBELRENES Web %25, NITE Secure Web AEERIANEESRVIBERT, ¥
BENSBNE 2N ARERE P .

S& T Android BY Secure Mail F 824 & By

o BITEEIEREXHEN TEMANIZE EEL) Secure Mail 21.8.0 kiR, WIREBVIFIREIZITHIE
5 Microsoft Intune/EMS £E{RY Citrix Endpoint Management, M< H IRt A,

o MNREMISEER T FEER, NEATF Android BY Secure Mail PGS E R FEE, HB
RAMEL A,

TEHBHF 21.9.0

tEhRAFZE B EE & BRI,

T2 21.8.5
EHin

« 7£i51T Android 12 Beta 4 91§ EITHIZE T, PDF X4, XESEER.

 NRTFEEEXHFHBELRENES Web %25, NITE Secure Web AEERIANEESEIIBERT, ¥
BaENSBNE 2N ARERE DT .

B£ & B9in)H
HekRA TR B § I,

T2 21.8.0

BRI
AR A R B AR
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BfE & MiaEd

o 1E5EATF Android B9 Secure Mail 1, = Zoom £ ESFTH Microsoft Teams N, HiE
Mg & _EFEBYEEET Microsoft Teams #1 Zoom BY, &It A) A,

o HIZEIEBEAEILA dd-mm-yyyy B Excel XHH1EEHBF Android B9 Secure Mail FFTHILEX
B, BEAESERI“mm-dd-yyyy’s

o YIRIEEAT Android BY Secure Mail F¥TH PDF X448, FHA=ERUHIGIE,

ZE2hBHF 21.7.0

BRI
HeRR A TR E AR

2{& & MinlE&
7EiERTF i0S Y Secure Mail 1, FFRFBESHNPABRRAATERAD,

TEHBF 21.6.0

tEhkAFZE B EE £ BYRH,

TEHBF 21.5.0

tEhkAFZE B EE £ BYRH,

T2 21.4.5

tEhkAFZE B EE & BYRH,

T2hBF 21.4.0

tEhkAFZE B EE £ BYRH,

T2l 21.3.5

ek A A B EE £ BYRH,
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ZLHBH 21.3.0

LtERR A &E B 28 & BYinlL,

ZELHE 21.2.0

[y

LI EEAERLOSE R HINE EERERE FHRER, HYVNESEET. MNREMISEIETH

= Android 11 7B Secure Mail BB N TEECEXHET, N&HI L E)R#,

B£ £ 1Rl
kR AR B € I,

ZE2mB¥ 21.15

& i0S By Secure Mail
IEhRARZE BT EE § AYjald,

T2 21.1.0

BRI
R A TR B AR,

B 8 KA
FEEMTF 0S #) Secure Mail &, REDBERESANRINERT AR, HNZEFH,

ZE2HBHF 20.12.0

& i0S By Secure Mail
Ihr A28 B 242 & BYa] L,

Z2HBH 20.11.0

ek AR B B EE & BiE)H,
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ZL2HpH 20.10.5

EHin
EEATF i0S B9 Secure Mail A1, EENIZIE R F M4 I (MBS 3E) 1EI0,

B £ 1inE
AR B EAE £ HFE,

T2 20.10.0

EHin)E
EEAT i0S B9 Secure Mail #, BE1IZIE PR F 34 I (HBEF ST 4 3E) 3£,

B 8 KAl
HekRA TR B § BT,

T2 20.9.5

& T Android BY Secure Mail
bR A% A B ANE E1E § BRI,

T2 20.9.0

BRI
FEEMF I0S #9 Secure Mail &, SBRIFE D" F S (HBHSCHR) I,

B & MiaE

TE5&FTF i0S BY Secure Mail A, HAFIFISEAMNENXE, SVGEIEFEREEARER (HBE
1Y) o

T HBHF 20.8.5

S&HF Android BY Secure Mail
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BRI
FERLEEST Android 11 #0188 £, BRANBBRIGHAIEREELRITH

B£ & B9in)H
HekRA TR B § I,

ZL2HpH 20.8.0

ek AR BB EE & BiEH,

Z2HhBHF 20.7.5

ek AR BB EE & BiEH,

Z2HhBF 20.7.0

ek AR BE B EE & BiEH,

T2 20.6.5

BRI
ARA G B,

B & WiaE

« FE5&RT i0S Y Secure Mail 1, BMfEFAEXINKENK, EHITEEHEFAEFURRTES
XA,

« TESERAT i0S B9 Secure Mail 1, HEER—HFEEZS MKFE, FTERBGER,

T HBHF 20.6.0

BRI
ARA G ERIEE,

BfE & MiaER

o 1£i517 i0S BT L, 182X IBM Traveler RS 25 EBIRLE HTTP #53k/5, Secure Mail R1F1E[E]
o
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« TE3&FTF i0S Y Secure Mail B, HEWRIBFEREE, TTEEE T BRITHBEFERE, &
SR EIR - ToEIRENEE FHRM4,

ZEHBH 20.5.0
SEHTF i0S B9 Secure Mail

EE =
KhRAFREEMIE,
B & Wi

o E551Ti0S 13.4 By iPad £, Secure Mail BT iEFITXAER,

o 1EERTF i0S WY Secure Mail 1, VoiceOver LHRETC IR E BB FHE 5,

Z2HhBF 20.4.5

BRI
AR AR E AR,

B1& & inl
o TEERTF i0S B Secure Mail 1, iPhone EHIBBHHIRE B O ETEIEBIThRE A/,
« 7E5EM T i0S B Secure Mail #, 7F iPad LfER =B EINET & RINMHE.

T HBF 20.4.0

BRI
tEhR A B AIEE,

BfE & iR

« TE5T17I0S WigE L, HEEEE R FERAITALNEM Secure Mail & BIREREY, HFATEER
BizE K.

o E5EMAT i0S B Secure Mail #, iT# %) Office 365 FERWEIZ N F R IWIEIRT.

o IE5EHTF i0S B Secure Mail 1, HIF4RIETE Outlook L RIEMBFREIER, TEEFHWE, W
RI-ESu8iE, i5BBRHMIRR.
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ZE2HBH 20.3.0

bk AR BB MIAHEEE & R,

ZEHBMF 20.2.0

ek A %A BRI E(E & B,

ZEHBF 20.1.5

BRI
tEhR A B AIEE,

B& & n&
o E3&FTF i0S By Secure Mail B, EEFHB4IEHITEIETT T-Mobile LTE MILZEYIZ & LK,

« TE5EAT i0S Y Secure Mail 1, HigENNRIEATIRBEREIREY, BFEGPFHERTIS
BRI,

T2 20.1.0
EHin)E

 TE3EFT Android B9 Secure Mail 1, ETTEMNBREHERE GTM,
« E3&FA T Android BY Secure Mail 1, HIE MBI EIRIHAN AR, TTiELEAR,
« TE351T Android 7 BIg& £, HIEMARA 19.12.7 FAEEIRRA 20.1.0 BF, Secure Mail Ria&kE
AR o
B{E & BYal=R
o HIEEERE LKIE Secure Mail Bltn, AIG7E iPad ERZBHE, WHEERET.
« E5&ERF Android BY Secure Mail &, & EFTFABFIRANEIR (DRM) M,

T2 19.12.5
EHin)a

1EiE1T I0S 13 Mig& £, YIFEEHRLE PDF XHBT, EBTF i0S B9 Secure Mail £H77%,
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BfE & MiaEd

o 1£3517 i0S 13 AYi&&E £, Secure Mail |z & BE7oi. BRI A £ETERFTHY Apple 1&& L, Fl40
iPhone XS. 11 Pro #1 11 Pro Max,

« TEETF i0S B Secure Mail 1, iPhone BIEEITE M Apple 5 8ERE T L HFINEETE i0S 13
EFREER.

ZE2hBH 19.11.5

ek AR BB EE & BiEH,

SEHF i0S BY Secure Mail 19.10.6

SEATF i0S BY Secure Mail FRYEH|n)A
IR A& E B el &,

SEATF i0S B Secure Mail FEE & BYia)
1E35EFTF i0S 9 Secure Mail 1, 3517 i0S 13 FNISE T RE B FHR4R <8 8UE R &,

ZLHBH 19.10.5

BRI
HeRR A R ERIAIR,
BEIE 8 &

1£i517 i0S 13 Y iPhone £, AP MR MDX AR FTHXEE, T/ETE Secure Mail H3TH
ZX o

T2 M4 19.10.0

ek AR BE B EE & BiEH,

T2 HBH 19.9.5

BRI
R A TR B AR,
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B1& & inl&
« 1E3&FF Android B Secure Mail B, &{TEFIEB B R ICUERNEE AR KB B FHR 4,

o 1EiEFTF i0S HY Secure Mail 1, HIFTE IBM Lotus Traveler L EFHTNECH P SLHIET, EBFHRME
XHRREE,

o TE5EATF Android B9 Secure Mail A1, &I EZEKER],

T2 19.9.0
EHin)E

i&1T Microsoft Intune/EMS BY i0S kR Secure Mail 7ERE i S HHE > § §I1R Word{EB MS
Word W FAFTFF MS Word A4 AR S

BEfE & ir&

« 7 Android Ak Secure Mail #7, LEMIFRE IRABEET, ©R7E Outlook 1 Secure Mail BB IR
B4 BRI AR IR

« 7£i0S kR Secure Mail 7, MNRELZZFHHEMENBRFELBFEBYE, BFEREFREATUIEH
%o

- HIK
i0S

ob HI]E

:mE

IRERER| Active Directory Federation Services (ADFS) #1 Outlook 365 BY, Secure Mail
Jeb
Vo

o 755517 Android B9Ig&F L, EFE% Secure Mail #{TEHIE, HIMUA TR | “BKi1ESHLK
BT EFIER iR, 7

T MY 19.8.5

Android iR Secure Mail PHIEH]|B]A
IEhRARZE B in),

Android iR Secure Mail FRIEE & (AR

« IREAREHREHITEENZD, WERASKEE4EHRENBNER, MNREQETIHE
HEiREE, FHENISENTFZZERNGAIREI, Secure Mail HABAISER,

* 7 Android ik Secure Mail 7, HELHIRERN, *¥EH—1 EO, EPESEA Secure Mail
5 = 75 N B SRR ERYIEIN,

« 7 Android Rk Secure Mail #, R RIRVFE LB FHBHEIEHER Jan 1, 1970,
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« TE3&FF Android Y Secure Mail H, EFLERS S 500 21 GBVELR AL,

T HBF 19.8.0

EAEE

SR B FE A ERAME ID BRAY, ERT i0S BY Secure Mail REFF. SHNAEFKRE
[FaiafThy, ShIMILtR.

B & R&
HARA TR EAE § BIFE,

T2 19.7.5

BRI
AR AR E AR

B1& & inl@
» TE3&FF Android Y Secure Mail B, ESUWEIE 1% B FHMEFRIZ N ER,
o 7E5EHTF i0S BY Secure Mail #, BFATERY, HFERUTHEIZ | TERS BB

T2 19.6.5

BRI
teRR AR B AR,

BfE & MiaEd

« 7E3&HF i0S BY Secure Mail /7, HIE[o]§ BFERHE, ZEHRPNERENELE, MARED
HR =&

s 55EBTF Android B9 Secure Mail , BEFHERNRKRIERZI,
o HIRBETIEREGREXBHEHNNE, AEAEXEHN, SBENLOEFAREFE,
o EEIENEHERBREMHERY, &ERTF Android BY Secure Mail =8]8 BE o
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T2 19.5.5
EHin

« E3&RF Android Y Secure Mail A7, HLKIFIRIEEIEEN Tunneled - Web SSO Y, & A
#17 HttpURLConnection,

« &R T i0S Y Secure Mail 11, HNVARFRERNSNEDTITH, BHMAETIAREER.

B£ & B9in)H

TE5& AT Android B9 Secure Mail 1, SIE&XBFHHE, WHEAZZRIREIZBFHF. LR
A47Ei51T Android 8 S E R ARYIZE Lo

T2 19.5.0

B

155517 i0S WigE L, WBaLUEERTERIFN Wi-Fi 4 MDX FEERHE XD Wi-Fi K2
B Wi-Fi IS, Ithir] @A REE R 7E MDX SRE&H %I BRI THHEAF i0S #Y Secure Mail #l
Secure Web,

B£ £ B9in)H

« TE3E T Android B9 Secure Mail H, 1EE 378 FHE(4FBY TT7E T BB T M- sk AL MG E ek A - 3k
WIRIEX"FER, BF, £ 8 BFHREET, BILOR B FRpAF b RENG S W A "5 403X 1
X FERH,

« 7E5&BF Android B9 Secure Mail F7, ;A Android Enterprise i &8t A REFK P ERBIRE

« & T Android B9 Secure Mail &, FHE/IXERERSTZE,

& F Android BY Secure Mail 19.4.6

5& A F Android BY Secure Mail FREHIFA 21E & (0] &A
Ihr AR 2B B 248 & 8,

ZEHBHF 19.4.5

BRI
tEhR A B AIEE,
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BfE & ir&

o 1EiEFTF i0S HY Secure Mail 1, HIFTE Outlook A EXEWIEKRFHTE Secure Mail PITEHT
YREERY, RINARTE Outlook HEH, WHEABARSKEIFEH. HIETE Secure Mail FRIERIN
IERFHTE Secure Mail BXTEH#HTTIRIER, M HILEA)RL,

« 7E5&EHTF i0S BY Secure Mail #, BAEFRREY, HERUTHEIR | TERTBRB.

o 1E5&HATF Android B9 Secure Mail 1, &{EH Outlook SIEEM—LESINBIEARA S RIRTEEH
Secure Mail BFBEH,

« 7E5&HTF Android B9 Secure Mail 1, FEISNRIERETR, HEXN WM EFRIEHE
o

TEHBHF 19.3.5

BRI
R A TR B AR,

Bf& & inlfH
o &R T i0S B Secure Web H, #RITETEX 28R ALMG Bitly URL.

« 7E5EHT i0S BY Secure Mail #, EWRINSHBEEHSERUTHEIRER | TEKREULHR
i&5¥TFF Secure Mail,

« 7E5EHTF i0S BY Secure Mail 7, HEFFTANBRERFHBEA PIN B, tHIISIMBEWEILTE
RHEE D RNEMERETRE,

- YIRBZEBHRRIEE, EBTF i0S B Secure Mail LiERD

TEHBH 19.3.0

B
tEHR A B AIEE,

BEIE 8 &
- 7EEATF I0S # Secure Mail 1, YBFRMAREESMSBIARBN, TRBBTFHENE
SRR H I FSBAIEIE © Secure Mail BEARIBF T AFRERULABLE

o TE5EMATF Android BY Secure Mail F, #&JF7EM mozaiekwonen.xm.cloud.com U Firebase
Cloud Messaging (FCM) &%,
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« 7E3& B F Android B89 Secure Mail 1, HZEFHBHEHET, ERAF 25 Outlook Office 365 [E]
o

« 7E3& BT Android 89 Secure Mail 1, HWEZEZEARBIHEENLZEZED, SSHH4RIEBEFRRME
REkix, BMEMLEEHZENE , XEBFHEFMREBELEFRT,

T HBHF 19.2.0
EHin)E

HIEPER T BRAEIRTHEAELIEBRSIN (OCSP) #1768, Secure Mail AgiETE i0S 12.1.1
RESRA _ E2KM,

B & ir&

o E5EMAT i0S BY Secure Mail B, #&TERS Secure Mail ERAFEEFHIN A § #IF Secure
Notes 10.8.6.6 o

« E£i&FTF Android B9 Secure Mail 1, IIR=21&F ELEATIUNXA, NMXANRE— 12T
2 MLk, HERBZEREN, FEPNRE—TRIEST MIERE, KEABESR,

« 7E5&RF Android B9 Secure Mail #7, LZWE B FHMHREER, BHRRET.

o HZET Intune Company Portal 5.0.4324.0 hixAY, 3&FTF Android B9 Secure Mail 1£/2 &hAY AR

=SS
/Ao

BT i0S BY Secure Mail 19.1.6

SEATF i0S BY Secure Mail FRSHFEE & (ol
IR ARZE BT EE & @,

Z2hBHF 19.1.5

BRI
AR AR E AR,

BEfE & iR

« EEAT i0S B9 Secure Mail F, FIKBINEHIMEESERUTHEIZER | TEIREULHRE
J5FTFF Secure Mail
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« 7E3&HF i0S BY Secure Mail #, HEFITHANBERHBEA PIN B, SME KR TEIRE
B NEMEARET A,

 TEHER Android BIEFH, UserAgent FIFBRIWZRMIMN, SEARKA/MENM. ITAR
SR, AETETEME,

T2 19.1.0

BRI
AR AR E AR

BIE & B9iR)

« I Secure Mail To;£1E#ES Exchange Server B, BEFHME@ENFEIELRERUTHES :
SENRIEEEHE, FNTTERBULHRY, EFTH Secure Mail UEITIEHNRIE,
i@ eEs, HEEEHA

“Secure Mail To:EEFERIFALMNFLE, BRRENEER, ”

o JWFi5iT 0365 HIFERVAF, EE MITEMMAIEE (FliNd. &B. "AIsesMrR) SSE Office
365 [Bfl, #AERUTHIRHES :
“IRSZESIEIC, EHWEEIR. ”

« 7E3&HF Android B89 Secure Mail 1, IIREFEHALTEEE, NTERMUHTEFRFIBWRE
ANERIXEBFHE,

« 7E3& BT Android B9 Secure Mail 1, FFToAEFEMZEH /R B FHPHEY 1T,

« E5&RT Android #Y Secure Mail #, IIRFBASFR €, WEREKK,

 E3&HAT Android B Secure Mail 1, MIREAT SFRMERARDEE, WA Secure Mail
BRRAAFSHIIENANEKRA. BFE, BIEFER (FIaNBcheiE. TIEBiE. REBIE.
TEEENREZE) FRREBIIFETR. fiMl, EENANBKRAR, FESBIREF
S tEAH. AREEESRLIRRE,

TP 18.12.0

B & MR

« &R T i0S B9 Secure Mail 1, HEWEIE XA (RTF) BYBRAHEY, FLESERIRIPQERHIHA]
AT S A A Io
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 TEEMAT I0S BY Secure Mail 1, HERAEHEXENH X FABITHAERHERY, BRHFREETS
[EERE o

« NREIFFRTTETEF RS MHIENSG], Secure Mail RiBIEREMTTIA B BHE BBFHE
fro MITFEIED Rk EBFHb

T hBHF 18.11.1
B1& £ pin&

« E£i&FTF Android B9 Secure Mail 1, %323 IBM Notes Traveler 9.0.1 SP 10 B, THHMiERIE
FHMF S RBIELHFET,

EHin
o 1EiEFTF Android B9 Secure Mail B, BB FHR{EPER ABIEISRF A W,
o EITASLPEEHAR URL (BIA0 file://C:...jpg. ) HYEBFHBMERT, sEFF Android B

Secure Mail £58%,

T2 18.10.5

BE 8 B9ja)H
+ LB I0S HIBRY MDX SBEES, ERIEHRIEHIKE T B
+ 7E iPhone XS £, MIfFFEETHRLH, #A FENEREART.

« LA PEYGETT Exchange ActiveSync 16 & B ahk ABIK P BEARINE, ZRINFARE
Exchange Server FRE#T, Flth, RINFETE Secure Mail 1 Outlook ZBIFE]*

T2 M 18.10.0

BfE & MiaEd

« 7E3& BT Android 89 Secure Mail 1, FIFFTAEETSM Exchange RS 28 U BIARSS 23 AU EX
1%,

o 1E£iEFTF Android B9 Secure Mail 1, A Webex 2B, PIN BBRMIINEHEAA S, FHAM
FrpiaA PIN 5,

o WNRKEBMNABR, MEZRIXFH Secure Mail B, &FAF Android B Secure Mail £58

=21
/Dlo
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* 1£ iPhone XS L, &MATF iOS #Y Secure Mail 1, MEFTTETEHTAE, FHFETHNEGRLTE

-
MIz7INo

T HBHF 18.9.0

B1& & ayjn)
« TRBTEILSMEESD NT LAN Manager (NTLM) S14583EE REEH B X,
o HIGHFMFEEIENA, Android P _EB Secure Mail E*¥ &ia1&UEELE T %,

« MNRKEEBEBMNABR, MESIXSH Secure Mail HAK, Secure Mail 2775,

TEHB 10.8.65
B & nd

o WEH FIPs BAFT i0S 11.3 i%% L3517 Secure Mail for iOS BY, FI4]. £ &IF1%ENE MDX 5
BRAECIER.

o EHZIGE EFA Secure Mail for i0S BY, $TREPAIUERET— TR NEFEBE, BMHiZH
PRER, NRFAFPAEXEHEEURIFER, NWa— EFRNEFHENATBEE T

TEHB 10.8.60
B1& & inl&

Secure Mail 10.8.25 F] 10.8.60 iR AN ZE[E &N,

7T IBM Lotus Domino AR5 28 L3iE1THY Secure Mail for i0OS #, & A ERWEFEPRIIERE
FRo

o YAFAEA Intune DEIMPEMSEIT Secure Mail for Android F9I& &S, Secure Mail {21ET
%,

o 7T FTU FRREF MRS 2RE K284 X4 AF, Secure Mail for iOS BR’i
« 7E Secure Mail for iOS #, PDF BY$TENFI L R/
* 7E Secure Mail for Android #1, [0]§ BB FHBHFEY, Z P EFHIYF ID REER,
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T2 10.8.55
B & nd

£ Secure Mail for iOS F, AR TEERN, BHEMEMETE iPad Pro £EERAIEH,

kA 10.8.55 f MDX 1 ¥ HBEE § [nlf
e 7£ Android £, HHEF M Secure Hub jE58EF, Secure Mail &8585,

o TTi0Si&&_E, Secure Web #1 Secure Mail 10.8.45 £ /=S ohETBR &,

T2 10.8.50
B1& £ pin)&

« J&EFAF i0S By Secure Mail ToEFASAX HF{R1FE] ShareFile,

o HIRTEEATF Android BY Secure Mail /S BAHEXBEIRY, BASWRIFTEBFHREFRVER, LA
A& £,

TEHB 10.8.45
B& & 1in&

Secure Mail 10.8.45 IRAR S ZERIEE & AYin),

T2 M 10.8.40

B £ Bin
FEERAF I0S B Secure Mail B, {ZUIKBIRYS £ A F BB R BRI IS 8584,

T2 10.8.35

B1& & iin)
« 1E3&FF Android B9 Secure Mail B, BaiES REEMEFELE. BRARFoIREY, FEE
Office 365 ARS5 28 BV RKLEFTHE 4 2/ RTE Secure Mail #,

« E£3&FF Android B9 Secure Mail 1, BIMEETE Secure Mail P2 BT B FHM4 A BHEHHIE
FHRMEERD, BHRDEER, HESABEZEM,
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« {FH&EATF Android B9 Secure Mail B2 XE4EY, Outlook B E B RAIEHRIIBHA,
« 7E5&RT Android B9 Secure Mail 1, Exchange N ABXRALERES BN BER.

- BZi& SSO f&, i&ATF Android BY Secure Mail SSO E) Exchange kM, RARIRTHFBAR
BFeEER.

TEHB 10.8.25
B{& 8 Win&A

« 1E3&FF Android B9 Secure Mail B, FBPHBG#IES Office 365 BBt HINEIR, LtinlER
ERRS FEF B RSB A%,

« 7E5&HTF Android B9 Secure Mail i, HEAPEWE ' FERIPBABRNTE, REER KX
BY : Secure Mail 2FFERH XL EBRAFIIKRFPNE—"TBF, Bk, MiZER—F8BHM, 15
Heix B T

* TE3B1T Android 7 BY Zebra T51 i&& L, AP /AR % Citrix Launcher N A2

3 NetScaler® Gateway Eoi& ¥ ZEFIEBHNFMHIIER | TE:EBF i0S B Secure Mail 1, &3
R KEIFHRERY, MeEREEFMETER. Bk, BRINYELZHFAES. FEFMIET

A
Do

ZEHB 10.8.20
B{& g Win&A

« f18 Intune NFMF N BREFZEE LN MAM R EMBY Android &% £, NI7E Endpoint
Management F, Secure Mail 2= EEME] Microsoft BRI, HERUTHIZER | “K
WEINBEFHNEAERE, BBRRENEERREENAER.

« 75&RF Android BY Secure Mail 7, SIRENAFR LB AIHHFRA (FlEl a. 6. G5
€) , NERRKM,

 TE Android &% £, EFEMAFERSHEBHIIELIAR Secure Mail,

« TE3&FTF Android BY Secure Mail A, HIETEABKEBR TH IR & BFHi4EY, BBFHEE
TR HFET. HENEEFTER T ERBERSEN, EILRH,

o E3&FTF i0S By Secure Mail B, 18R IRM HB&“ON” B BB FHB4 531K E /9 Protected”, NI
T T H B AT E M
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T2 10.8.10
B g Win&A

- FEHFEBSERT i0OS BY Secure Mail 10.7.25 f5, Message-ID #RkEBMES (< F1>) o

o EiEFTF i0S M9 Secure Mail 1, 3P M Outlook FRINBH&EERE, NAREFEIEERR R, W
RIENBHBBESERERTS, WSHILLLE-,

e 7Ti0S L, HRmEFHNAEREALET) 10.7.30 5, NREERIGEN 11 sXFEE, Secure
Mail 218, MNREHTHRESN SR

« TEEHT I0S B9 Secure Mail #1, SNREHBEREENREIZE MG, NaiEgvEH
ME £ 8.

« 7E5&ERT Android B9 Secure Mail #7, LB EWHAN"FEEH E I H LY E 2 B FHR4
HHERY, NATERSERR.
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Secure Mail 3&FF Android 1 iOS - Fii'%a

OB R BN & IR AR BIFT T RERN] B ARV R,

B X HAhRANESESR, SR Secure Mail FREVFTIBINAE,
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DheEfn S S

EBERTUBEINEENS, LU INeEH oSG E IR ERINEE. ABRINEENR S FHITH
[EEin!T, EEEFEAIER URL features.netscalergateway.net HE. BXEZELR,
%Eljjﬁ 7|:/\/|_.\ E}EO
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nkk

2 Secure Mail

ZEfEF Citrix Endpoint Management™ (AFIF5/9 XenMobile) #BZE Secure Mail, JFIRERIUAT—HE
SIRIRIE

. I&A LUK Secure Mail 5 Exchange Server 3% IBM Notes Traveler Server 5%, LUf# Secure
Mail 5 Microsoft Exchange 3% IBM Notes R#FE4%, WRE(EA IBM Notes, IFECE IBM
Notes Traveler fR5325. UIHEZEfEF Active Directory &A@ Exchange Y IBM Notes Traveler
RSEB[/HAITEMRIE. X IFMELR, BEBIREM Exchange Server 3¢ IBM Notes Traveler

Server,

18 TES Secure Mail FRBYER{4S IBM Notes Traveler (IX#EI#579 IBM Lotus Notes
Traveler) F%., BEifRZ#HFL Lotus Notes =708, HLt, ZHEM Secure Mail Hffl
FRER § WSIXHRERT, ZEFEARSTE IBM Notes Traveler fRS585 EMIfR, MIRAFIES
BAEEG, AEMITESITFICESZEHFIIITICRITH, WTEREK,.

. J

2. IEEILLREEM Secure Hub EA SSO. Ak, EFEETE Endpoint Management #EH| &AL E
Citrix Files tkP1§2, LU Endpoint Management B A Citrix Files B SAML S0 112 =,
IttE2 B Active Directory E#E[A Citrix Files #{TE 5301,

7 Endpoint Management $#4I& HECE Citrix Files (kPSR 2 — XIS E, EMBTFFIAE Citrix
Z %, Citrix Files 2 iF13E MDX Citrix Files B, & Xi¥4E 8, 152H7E Endpoint
Management % & FECE Citrix Files 115 BASEH SSO,

3. M Citrix Tt T2 Secure Mail .mdx X4,

4. ¥ Secure Mail ZI0E) Endpoint Management HEZE MDX KB&, B XiFMELR, BRI
R 2R
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AR

M Secure Mail 10.6.5 hrFFaR, ERIIUAERTF i0OS # Android BY Secure Mail EEE#HHY MDX
SIHERES, Citrix WESHBIELIRE = MERE. Google Analytics I#4RF2E RER DIFIRIEEL
EESENAREXRKERERWE, HEERNERFEERNLAEIEN S S EFBRERNEIE
. HEFSRBRENA T 2 EARY Google Analytics 2R,

LRGBEBANEREN, HISWEATRENHIE BENTEAFXERIESEERE N EREA
g, AABIFEKRBFEHRAER. F2M Google ZZXERMNAZMBER,
o WEFIHER, FIHRERFRA. NARFRATIREES
EEER, B0 ActiveSync HrAF1 Secure Mail AR S5 2shiRA
« FRAEMNKES, FE0 APN SEM. EMERSAILE. METHEMBHES,

BT RBEEZN, HRERIZEN BB i, FRBREEMAIRFIER. RINREN &,
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AdiE Secure Mail

B]LATE Secure Mail FECEFERM A TINEE -
« {EF3 Office 365 FH1TH IV & 12 343E (/zh-cn/citrix-secure-mail/modern-authentication-
office-365.html)

o {ERAM Exchange #H1TEE#H B B IRIE(/zh-cn/citrix-secure-mail/hybrid-modern-

authentication-on-premises-exchange.html)

« Secure Mail BY/5 5 BRZ5 (/zh-cn/citrix-secure-mail/configuring-background-services-secure-

mail.html)
« £ Exchange AR53855% IBM Notes Traveler fR55 25
- L2 SIMIME
« ZEMHFHNRERER

5 Microsoft Office 365 NI F {338 11E

Secure Mail 2@ Microsoft Office 365 TR EAILIE, &R T Active Directory BX & B 1158
IEARSS (AD FS) Sk &1 H2RF (IDP). MAFMIIERET OAuth TS MIIE, ERAF%
MEDD, £ i0S 1&%&H#Y Secure Mail B 7EiE#E] Office 365 B A] UF AETIEBRI S IRIE.
SH1ER Secure Mail BY, AP BEFERARFmIEBHITEMNIIRIE, MAZRRMARZE,

ML BT, BRITIATRIE

1. 3 Microsoft Office 365 BRI HFAILIE (OAuth).

2. 7ERAAIERS A Office 365 e, URL #1 IP #hSEE, MUMRSRENSKREE, B X iFHAER,
iE£1% Microsoft SXH4HHY Office 365 URL # IP #tiiSEE,

_-=x .

AR

o BRI RIEES Exchange BRFEfRARAER, 1BEI1H Microsoft XAHAY Exchange
ActiveSync I8 1§ E S Exchange JEEEE,
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Secure Mail

Citrix Endpoint Management™ SRB& 5o RE& (4
7£ Citrix Endpoint Management 25| &2 AU TR :

HF5E1T i0S BigHE .

- Office 365 FAWIEHE] : (EFALLHRIRIERTE Office 365 LERENKF BT FH 5 IZIERY OAuth
Ml tHREEFUTHAEENE !
o FEM OAuth : 7EtKFECEHAIE, EALLREFEITEARZHIIE,

- ¥¥ OAuth EHEFPANBRESEER | EHMWIEHAIE, ERALERERHTT OAuth thille BF
VIR ER P A%, FEALEFRMS ESHIIEAELIHTT OAuth iz,

o ¥ OAuth 5ZFIFIEPESMER : MR Office 365 ELBNHITETIE PN B HIIE, i&fE
FLEEREE, BRIAECE N “ARMEER OAuth’,

F551T Android 9IS :

« FBF 0365 WA BFRIIE : 7EE/RIIERRE], FILEREREF OAuth 1%
o FIFBEER Web SSO B © FERLLERIRETZE — Web SSO BB E i OAuth RE. MLt :

o SFAFBEEM Web SSO FrRIGE T
o TEMLRIH IR R HIEIRBEE - Web SSO 1EIN,

BEXEH STANER, BEHET STA EEF AR5 28,

o NEBIRSHKEETHEIREMS OAuth 48X BIEN %o
iOS # Android i & B :

- BTOASHEIENEEXARAE | EALREERINASHIRIENEFIARFPREBEFT S,

« Z{EEH Exchange Online E#1% | FALLEERTE X ZE1EH Exchange Online FH14%15R,
XEFHRERBEWF R OAuth MFIHITEMIIE, XE—MESHRIER, Fla
server.company.com, server.company.co.uk. IttFFRAIUBZEIAETER URL, BFREEXR
7=, ZRIAEN outlook.office365.com,

- Z{EERY AD FS W% © EALLEIRE XREERN AD FS EHEFIKR, FBF7E Office 365
OAuth &7 3 IEERE| B iEFRZBNMTI. XB—HE5 7 MRAIEI, Flil
sts.companyname.com, sts.company.co.uk . #1SR%FIFRAZE, Secure Mail F=BNERE
19, Secure Mail 23F5IHEIEN 5 Office 365 B A KIEHAELBEIAIM T VB IHFITICE, H
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MEZNEEEAER HTTPS hiXe #If0, % sts.company.com =FIFIHEHNENREERFSM
F] https://sts.company.com BY, WIRIIETEZEIEFE, Secure Mail RIEFEFNE, ik

f8X login.microsoftonline.com o

- Office 365 Exchange Server : f£AILHEIRE X =_E Office 365 MiFENEN %, FHBEED
&, B0 outlook.office365.com o FAIAEN outlook.office365.com o

« Secure Mail Exchange Server : {ER LR E M EZHY Exchange Server #ilit, ERILARIESS
E{F I RIRE AR SS 85t 3 = AR 55 85 3tk
- BBE HTTP451 EE A . BXNARBEEANEZELR, BESRFIRFOXE Secure Mail

ActiveSync redirect 451,

FigE LRIEFERE, SEHBTF i0S B Secure Mail MEE AR Z AL,

Exchange Server fig &0

Bl LIfEA outlook.office365.com BY Microsoft %i—1% outlook.cloud.microsoft AZi&

Secure Mailo

/A outlook.office365.com H{THIE

EI¢ outlook.office365.com ECi&E/ Secure Mail Exchange Server, iBHITLLTFIRIE ©

« ¥ 22 M4 Exchange fRS58% IRE/ outlook.office365.com o
« ¥ outlook.office365.com:443 HRNNE] FEMKZIRS.
* f¥ Trusted Exchange Online Hostnames {R& 7#AIA{E outlook.office365.com o

« f¢ Office 365 Exchange Server {fREAPIAE outlook.office365.com o

{6 Microsoft Z&i—31& outlook.cloud.microsoft H{TECE

EJ¥ outlook.cloud.microsoft AZiE/Y Secure Mail Exchange Server, IEHITLATIRE :

« ¥ Secure Mail Exchange fR5588 129 outlook.cloud.microsoft o
« ¥ outlook.cloud.microsoft:443 ZINEl EEB MRS
« }¥ outlook.cloud.microsoft #NE] Z{FHEHY Exchange Online E#414.

- ¥ Office 365 Exchange Server (R FIAE outlook.office365.com . BE/FHEHERN
g,
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BRI

o NREAIFERERIMARIMIEIE, N i0S WEHXBENINEERAT A, B X BHXEMAYIEH
8, 1EE% Secure Mail BIHEXEE,

o SITETIERNEMIIERISERZIHFZ TIK

Secure Mail EB&

UTFENRIE T HEIEEH Exchange ERELEHIFTER Secure Mail SEBK :

EXCHANGE EifiZkiy

Exchange 7££%

EXCHANGE &Rz

RHERE

BIETEL

OFFICE 365 B{3503E
FEIIX 0365 EHEM
KREPIIE

X i)

i

Z2M EXCHANGE
RS33%

Exchange AM1ERE
FH%

AHEBZE. Exchange
Online £#1%

Outlook.office36

5.com

ZEEM AD FS
ONLINE F#1%

ER

AD FS/IDP

AD FS/IDP

50 M4EARSS (10S)

RHIERE

AHIERE. A
Exchange £#%&

Exchange Online F
M4

Z{SEM EXCHANGE
ONLINE F#1%

ER

Outlook.office36
5.com FEENX
URL

Outlook.office36
5.com SKETENX
URL

EEMEIRS
(ANDROID)

RHIERE

AHIERE . ZAh
Exchange £H1%.
AD FS/IDP ({XFE
8)

A Exchange 4
2. ADFS. IDP

*Secure Mail ZFFEB BT RHFFEIVES Exchange EitiZEH,

INR A F AYHRFEIER B Exchange Online, Secure Mail & Bapie Nt BFH AR #1TIA
BHRWIE, MEFEFREEK,,
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F#F OAuth By Secure Mail EAMRIR
TFRSHE T i0S # Android &% L Secure Mail BJ OAuth Z1F%E[% :

BAIIEER IDPISVEE AD FS IDP/AER AD FS EERBE S BE
B R &MEL = = = =
PRI = {YBE Android &= S

& FAF i0S 1 Android B9Z3t Exchange ;E S I F A 18IESZ
5

ESIKEMEIE (HVA) B—MBFREMEERRRASR, EXAERENAR BMIIENRENT
E. EIMIEAIAT Exchange Server KRS ERE,

HMA 2—MET OAuth SIS PIIE, ERBFZMNER. ERTAMBBEAFER OAuth &
7R A Exchange, OAuth RN IR, EANKSMNIIIEERFSMNAEERRHETIF
ZARMITERFIFAIR, FAARM Exchange iRIE T ELZEMNEMNEES E.

BEXx HVAREZER, EEH ERHELEHTAM Exchange BSEEIMA S 12 IIIE,

MDX SRE&HATRRIER

Z{F HMA 7£ Secure Mail iOS #1 Android £3Z51T, 3ETE MDX ZRE&HY“OAuth Support for Office
365"E89 THAITIUA T8 :

« XF Android, /ERfEMA 0365 ASHMBIILER, 1T i0S, Ffoffice 365 HFWIENHIiZE
79158 OAuth MR &EE,

+ 7E“Trusted Exchange Online Hostnames "X A&AF E;H4a A & F B4 Exchange URL,

« 7£“Office 365 Exchange Server' X A&AFE&H 45 A & F B4 Exchange URL,

. B FH“Next’,

AR L EX MDX RES#HIT LR E N FI, B8R Exchange £ HMAIKBEEEB. &N, B
F“Use Modern authentication for 0365”31,

Android FpYOffice 365 BY OAuth X} 5 -
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OAuth Support for Office 365

I Use Modern authentication for 0365 @) ® I

outlook office365.com

Trusted AD Fs Hostnames | login.microsoftonline cor

outlook office365.com

Custom user agent for modern authentication
‘Custom Client Id for OAuth Authentication

use web 550 or tmeting. QD) @

Slack Integration

Enable Slack o ®
Slack workspace name

Widgets
Alow Calendar Agenda widget @) ®

» Deployment Rules
» Store Configuration

iOS H#Y“OAuth Support for Office 365" 5% :

OAuth Support for Office 365

d Password

Trusted Hostnames » m

Trusted AD Fs Hostnames | login microsoftonline com

outoakaifieatacom

Custom user agent for modern authentication

Mail Redirection

Mail Redirection | Secure Mail

Slack Integration

enablesiack @D @

Slack workspace name

Default slack App | Slack

» Deployment Rules
» Store Configuration
» Volume purchase

BXAFPRNERE, RETUATRER@,. PEER,

®

-

Back

Next>
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Sign In

BT Microsoft
azl{@smblr.com

Permissions requested
Secure Mail
Wpp infd
This application is not published by Microsoft or your

organization.

This app would like to:

~ Read and create your online meetings
ws  Access your mailboxes

Read and write to your mall

Send mail as you

Read and write to your calendars

Read and write to your contacts

C <KL

Sign you in and read your profile

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms for
you to review. You can change these permissions at
https:fmyapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Terms of use  Privacy & cookies

A BELEERERENE, BHRITUTIER !

« ¥TFF Microsoft Azure M,
o MINERIRSMEIN M > HMA-Appo
- TEERENNPRED T, ERHEF CRMC30nline WERE R RREIEIN,
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@ I B Search rescurces, services, and docs (G+/) N f 7 & Imhoiz@CRMGIOnme.. i)
CRMICIONLINE

Dashbeard > App registrations > HWMA-App

5 HMA-App | APl permissions  # - b
B Search [Cirl+) @ ) Refrech | ©7 Got feedback?

B overview

b You see editing permissianis) to yowr spplication, users will hawe ta consent even if they've siready done 5o prévously.
& Quickstart
Fid ntegration assistant Configured permissions

Applications are suthorized to call APIs when thay are granted permissions by users/zdmins a5 part of the consent process. The list of corfigured permissions should

Manage include all the permissions the application needs, Learn more about permissions and consent

B #randing

- Add a permission I\/ Grant admin consent for CRMESGnline

D authentication

AP/ Permissions name Type Dreseription Admin consent req...  Status
Certificates B seorats.
o i “ Micrasaft Graph (1)
Il Token configuration
_ User.Read Delegated  Sign in and read user profile Mo @ Granted for CRMCI0nl_ e

<+ AP| permissions
“Office 365 Exchange Online (1]

G Eipose an A

full_aceess_as_app agplication  Use Exchange Web Sarvices with full access to all ma..  Yes di Mot granted for CRMCS | =er

L Approles

d Cwners

FE
o BN HMA tIHRBIE AT, EATMERIIE K H1E Secure Mail EEFRIEEFHMK,
« IR MDX FEB&F Exchange SRESARITHS, AP FTEER Secure Mailo

Secure Mail NG & IR

@1 Citrix Gateway 15 R ZREB RS 25, EFEEN Secure Mail EEEG SRS . HERF Secure
Mail 7 0E] Citrix Endpoint Management™ (JABIFR/9 XenMobile) BY, E7E MDX [ FTER K& 1%
BEFfitEEaRS.

EZi& Secure Mail NG &R
1. FHEEREEESRE Endpoint Management &5,

2. fEEEFIAT, SHEEWHE, S5 WARE, i Secure Mal BRF, AESEE
.
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Device Policies Media Actions shareFile Enrollment Profiles Delivery Groups

Apps show filter

& & o
Add Category Expaort
Ilcon App Name Type Category Cr}
E? QE_Android MDx Default 8/
QE_i0s MO Default 8/
SF_i0s MDX Default a/
& ‘Web Link Default a9/
E SecureWeb MO Default 10
@ Citrix Flle Android MDX Default 1
Securehail, MDX, Default il
SecuraMail, MDX Drefault 10
E SecureWeb MDX Default 10

3. 7E“MDX [RGB TIE L, T F&E9DH, RIBEFEEEEF IOS 3¢ Android F5,
4. E'NRAERFISE S, BREERE.

Analyze Manage Configure
Deice Policies Apps hbedia Actiang ShareFile Enrollment Prafiles Delivery Groups
MDX App Settings
) Secure Mall Exchange Server T

1 App Information

Secure Mail user domain

2 Platform
05
Backgraund network services
Android
Windows Phone Backgrownd services ticket expiration 168 u
Windows Desktop/Tablet
Background network service gateway 0

i Approvals (optional)

RAFESRSEER MDX N AERF RS

LUF MDX N FBIEF KRB Secure Mail 5 Citrix Gateway. Citrix Endpoint Management AR5
5. TEZIEMANM (STA) BRSBEFURB4ARSS 28 2 BIRVIE(E
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WL&HIR] @ L&A R RBRIEE Secure Mail @G RILUER VPN HRIEENEIRS, BB RER
@ Internet AR EIH{E N,

o WNRMLEIHIREEIEE N BREEEIINEME, WREEEMERSHFILHA URL Fhedd
Citrix Gateway, HRREET Internet A ZRHIMF, EIABER T, Secure Mail i5RIIEE
N BEEER ML,

o WNRMLKIHRREIZENTRE", NFAAEIJRE Secure Mail BUREERET Internet A2 FRH!h
%, VPN FETFHREERS

AL PRici A At l F it Prof elrerry I

ﬁppl

mlock app logs
MDX

Blasck print )
1 App information ek printing ﬂ )

|
# Plartorm Enabie ShareFile ﬂ
App Netwark Altes

B Androic

Metwork acoess Tunrseliad 1s the lernal neteork -

Secure Mail Exchange Server : ¥ Secure Mail Exchange Server SRB&I&E NHMHIRSZ 23307 E
FREE% (FQDN)o

SEMERS | EEMEIRSHRIZIEE D@ Citrix Gateway I RIFIER RS 285K, HENA
Mim OS5 RESHRE. BIREZERERISHNERZER, X THfERSENE, 24F -
hostnameFQDN : portnumber o f5/40 : mailil.example.com:443,mail2.example.com:443

(@S EREZER) o

SEMEREMX | EEMZIRSM X HRKRIETE Secure Mail AT IEZZIBR4ARSS 2809 Citrix
Gateway, XJ7F Citrix Gateway 3k, ®3#E : citrixgatewayFQDN : portnumber o /40 :

gateway3.example.com: 443 ,

EERSEILIM | LEKIEEEEMERSZEIMNERH. & Secure Mail @i Citrix Gateway
EEDMRAARSZ 256T, Citrix Endpoint Management ik —NFFEEE RSRHR 4IRS B S

. IIERE Secure Mail BTLUER L S ERVIFEATE], MRBREATEIRE, NLEHEHISHE
HITRMIIENEZED MR HARS 8. HEHEREIRIEAR, AR MNEMERUEMTBE. LDHHE
BIERINE S 168 /NBY (7 K) o

B xEaiksSH MDX N BREFRBIVIFAER, BEH -

« 3&HAF Android BY Secure Mail N BRI E RIE
o EFTF iOS B9 Secure Mail N BIEFIGE F&
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TEERTBERUARXEREEERUE.

Background
network service

Citrix Gateway

gateway

Background

network services

Mail Server

Background
| services ticket
expiration

XenMobile Server or
Endpoint Management

TEERT Secure Mail ZEZZ|ERAARSZARMVEEL, SKEFEETH T8 XREBIRE,

BRI MR AR S5 28

Secure Mail direct
[to mail server

Mail Server

EREET A AR5 2R 0V REK

« Mginin) @ TR

SNRMLZH R AZIRE], NI TRIEAER !

- FEMBRS: TER
- EalRSEILIE: FER
- FEMBRSMX: FEA
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B STA E#EBHB ARS8

Secure Mail using - o
STA to access mail
Se Wer " Citrix Gateway

| Mall Sarver

XenMobile Sarver or
Endpoint Managemant

T STA EERER BB AR 55 28 HY SR BK:

o M£&iA18]: Tunneled - Web SSO

o FEMLZARSS: mail.example.com:443, maill.examplel.com:443,

outlook.office365.com:443 or vanity URL:443
- EERZFILIEA: 168

o EEMEIRSMX: gateway3.example.com:443

Citrix ZiX{& 9 Secure Mail EF STA E#E, EA STA EELZFKNERIEER,

BX STAWNEZER, BEBFIL Citrix IRFOXE,

£EAl Exchange fR5528 ¥ IBM Notes Traveler fR5338
71 Secure Mail 5IZBYER4ARSS B RIF[ES, 151 Secure Mail S FREBMLE L Citrix

Gateway JSEHRY Exchange Server 3§ IBM Notes Traveler Server &,
« EJ9 Secure Mail EcEFEARSS, 1EEH © Secure Mail FIEEARS.

« E 5 Secure Mail BZi& IBM Notes Traveler fR5328, 15E0# . /3 Secure Mail ECiE IBM Notes
Traveler fR53 25,
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B TEST Secure Mail FAYHEES IBM Notes Traveler (LLETFF9 IBM Lotus Notes Traveler)
[, BRIAZHEIL Lotus Notes 5=75Th8E, HIt, Fla0, HIEM Secure Mail FFRS
BR{EET, ZHBETRSTE IBM Notes Traveler IRSZ25 Bk,

\

Secure Notes #1 Secure Tasks tBA[#1T[ES, {Bi5EE, Secure Notes #1 Secure Tasks BEF
December 31, 2018 AE|EdpAHAZLIE (EOL) KRS, BXIFMER, BEREOL MEFHAMNMNBIE
Fo

« EESPERT I0S B9 Secure Notes, EFEE Exchange Server £o
o B[RS ERATF Android B9 Secure Notes #1 Secure Tasks, &{#EAERTF Android BY Secure
Mail 1o

I# Secure Mail. Secure Notes #1 Secure Tasks 7 NZE] Citrix Endpoint Management (LAFIF5A
XenMobile) BY, iBZBEEARSEER MDX K FATERFHEEE FFTRECE MDX 3B,

&FTF Android 1 iOS BY Secure Mail 32359 Notes Traveler Server {5 ETERKE, i :

https://mail.example.com/traveler/Microsoft-Server-ActiveSync o

TEBEFEEN Traveler Server A ML #FLNECE Domino Directorys

NEZ2LHB{4EIE IBM Notes Traveler Server

7 IBM Notes 5, HMIEZPE Secure Mail Z HIEZE IBM Notes Traveler RS 38. AT HETR
IHECBERESREER UM RFEEK,

SNRIEH Notes Traveler fR55851EA SSL 3.0, 3EE= SSL 3.0 @A—/\%mﬁéﬁlﬂhﬁbuﬁﬁ
Fe#RR (POODLE) ERIRHR, XE2—MAEARL, SfMMERER SSL 3.0 EEEIARSS
BN FAERF. MR POODLE WE5| ARYRIE, Secure Mail BRIAZAA SSL 3.0 i, #ﬁﬁa
TLS 1.0 E#EF|ARSS 25, IJH:, Secure Mail TEEER|ER SSL 3.0 BY Notes Traveler fRSS
25, BXEBWNMMBRAE, 1B (/Izh-cn/citrix-secure-mail/exchange-ibm.html#configuring-
ssItIs—securlty—IeveI)EF'E’\J“EEE SSL/TLS Z2&A)" 87

. J

7E IBM Notes B, RATITERE Secure Mail Z Fifiti& IBM Notes Traveler JREZ 28,
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TERIERT ~HEFZEF IBM Notes Traveler fg552540 IBM Domino HBFAIRSS 2RIMLENMIIE,

External Hetwork DMZ

RFER
ERMEMIRSBER

« IBM Domino HB4AR%%28 9.0.1
« IBM &% HFhisEh 9.0.1

BAIEIEY
« Domino #UERE
* Lotus Notes ST IETHY

- BELBEREMIIENY

IR ER

« Exchange : BRIA SSL w49 443,

« IBM Notes: %[ 443 #F SSL., EMIAERT, O 80 Z#FIE SSL,

KenMobile server

i
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BoE SSL/TLS 22451

Citrix ¥t Secure Mail #{T 7&K, R POODLE K#5 | AMRRE, tHanhEE PR,
Ith, ENSEREHY Notes Traveler Server {8 SSL 3.0 KEAERE, BN RAEZTE IBM Notes
Traveler Server 9.0 F{#/ TLS 1.2,

IBM X% T —14%MNT, LUBSLETE Notes Traveler Z2BRSZ 23 2RSS @S P fER SSL 3.0 Z4NT
F 2014 £ 11 B&%, EALLTF Notes Traveler BRSS288hRAMIIEEHE § 857 © 9.0.1 IF7. 9.0.0.1
IF8 #1 8.5.3 Upgrade Pack 2 IF8 (¥ @ S1EFRBERERRRAT)

ERBRBIRAE, HIERF Secure Mail FINE] Endpoint Management BY, & EZEZ 2R 5K
B8 S 29 SSLv3 # TLS,

TRI/EERZ 2R RIBE, RIRIERSHIET Secure Mail SZFHHIMIN. IERIEBHFARSS 25 BAAIT
A AUNEREAINES

TRERT YEELLLERN SSLv3 1 TLS BY Secure Mail 23891

RIERGRE REEEFERA3 TLS
i0S 9 REFhRA £ =
27F Android M = yicd
ZEMMEZEN = =
ZE O £ =

TRETRT HEELTLLEFA TLS B Secure Mail Z3FA91Y

BRIERG2AE ZEEETRV3 TLS
i0S 9 REFhkA &) =
BF Android M BYkRRA £ =
Android M hiz<#1 Android N & =
hR A
Android O R £ =
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Bdi& Notes Traveler fR55 35

LUFEE R F 1IBM Domino Administrator & F it AV AR & TTUE,

« T2 . Internet BMBWIEIRENBEVHETE, EGNTEM, ZERTE LDAP 514
IOUFMN FF UID BRE4E] AD FBF 1D,

« NOTES.INI &8 : 71 NTS_AS_ENFORCE_POLICY=false, X7 tif Endpoint Management
M3E Traveler EIE Secure Mail K&, IIZERIEES HaiR P EREHZE, E2E{t Endpoint
Management #FE FigEFHEIE,

« EHMY : Secure Mail BHIARSZ#F IBM Notes _E#Y SyncML F#E5hi&&EH . Secure Mail 3&
TR ETF Traveler lRSZ 28 HI Microsoft ActiveSync thiX[EIS k4. BHEMBERAIB, 1R
SyncML #58FITE R EE MY, Secure Mail FFTEEIT Traveler EREZEHERS

« Domino ERECE - Web Internet I : BE /traveler WEIEEMRIIUZABRETRENEH
i,

T2 Ry S'MIME

Secure Mail X1FZ2/Z A% Internet B4 & (SIMIME), 1B P REBITHRE#HITE2MMER, XU
e e, THUTEBRHEAREBGEZHBIRFINAHALZDN, MARERINEE. MERIR
FRE R BHIUE A ST FFEB 4,

B X SIMIME FUIF4E R, 1525 Microsoft TechNet,

ETF&ERH, X 3R Secure Mail TEIRFIRIERA L4 F SIMIME IhEE,

SIMIME ThgE 10S 7eE

BFSHRREREFEN | & X
BILUEF Secure Mail 5215
NE=FHFEMNRUERFE
o EHBMHIRERZERENME
RRigE ENSHREEZREN
RREFRMIER. ZNARER
FHIEH %X F] Endpoint
Management EZREE, X
B TR TBURN BRZFHIE
& EFHEXIH, Secure
Mail NHEZREERBUES,
BEXIFAER, 155
(#integrating-with-a-digital-
identity-provider)&k 43
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SIMIME ThRE 10S gl

RERES R Secure Mail Z#FERRES
BEAIERR. BXREZERE
HFHER, BB Citrix
Endpoint Management 44
Y (/zh-en/citrix-endpoint-
management/authentication/
derived-credentials.html) X

=z
o

BEEFEHESKIES : & X X
S EBFHMER RIEBHEEEE
BIEPIRR, ARERAXER
WRIEKRAPIES, R&EFINIE
IEBE, TRSHARIES,
ARG BB FHR I Lk ix4A
FF. $AfG, BFE Secure
Mail F¥TFEBF B4 H T AIE
B, BXIFMER, ESHA
(#distributing-certificates-by-
email)ZB53o

HEISALEBRIES : X
Secure Mail 2 MIEHREX
BFEREZRME, AEE
SAEBHBNAR. WRIE
PHRFRHEN, RARRER
BRSAE,

S8 SPRAERFRK

TEERRTIEBNEFEGRHEEZERENE] Secure Mail BIEER. HIET Secure Mail 5Z LIS
=HBFEMRHEFEREN, MaXEXMIBT.

HF B MIREIERFIEFE] Secure Mail BYES TR E](/en-us/mobile-productivity-apps/media/xmob-

securemail-smime-cert-flow.png)

MDX HEREER— I REMNFHEXIY, BTFEFHEBERNBRERHIE, FINE$H. REH Endpoint
Management 2 BN BIEFFEHREZREE,
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FoRFM

Secure Mail 2155 Entrust IdentityGuard £}

ECESRK
1. EEEMREREFNAREFHFERMEAR

« BXZ Entrust MUREREEH R .ipa X4,
« {65/ MDX Toolkit £ 2R

N RITIF N FIEFEBELA B 1T Endpoint Management 382 MBE 1iZ N BIEF A8
P, BN BREFERME—RNAERF ID. AN BFZFH Secure Mail 5 FBERIRYFRAD
A& 4o

« YN FFERFAI0E] Endpoint Management H¥E % %53 Endpoint Management [ 127
[Eo

o SHBAPMIIAIIM Secure Hub ZE B MR EIEFNEER. RIERERMHE X TREE
ETBIES,

BIRIEET—HEE Secure Mail BY SIMIME FBRHIAT,, Secure Mail AJRESIR AP &
ZEJFPEIE Secure Mail IEEFE A SIMIME, XA NI ERNSBAIF1E i0S kit Secure Mail
+EA SIMIME,

2. YITF Secure Mail 7INE) Endpoint Management B, S %ECELU TR ¢
« ¥ SIMIME IEHRERBRIRE N HERERE, ILIRERT Secure Mail FEREBFEMNIREEE
EEEEZREEPIER,

« BT Secure Mail BXEsHERiEIE B SIMIME, 1EBCE“TE Secure Mail B RIEEhERIEIE A S/
MIME SR, LLERERMBTE Y HEZREEPETIERE Secure Mail @ EERA SIMIME, 1R
REARIEF, Secure Mail I RAFRSAMES. MIRAKEAILLERE, AP AIUTE Secure
Mail IR EFE A SIMIME, BRIAER T, Secure Mail A2 SIMIME, XEKE HF XIUE
id Secure Mail IR EE A S/MIME,

ERIRERTE
EEIMAHEAIRERR, MRRSHTSHREEER,

¥ Secure Mail ZXINE] Endpoint Management BY, 5% S/IMIME IEHRRESEE BN IREKRE. X%
TREEIBIFMER, ESR EHT i0S BIREER,
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i TR R IE

ERTEIE B FEERRS S RIS, MARSBTENREBERREDRESE, LATRE
ABREBHIN TS B,

1. (SRR REEIE Microsoft IEBARSHY Web ST, HIIE IS PHSHINERE.

2. QIRAFERMMELFEHEMIEBER, EAXEREREFIES,

3. REFWIEES, RESHAFIEBHBTRTHGEXARA,

4. FAP7E Secure Mail HITHEFHEHFAIER, Hitt, XEIFPRGEATF Secure Mail, &A1)
RS HIIE I0S B9 SIMIME BR&E X4+,

TR
AT RHHFRET U TAA

« XenMobile® Server 10 X ESARA
« Z7FFHY Citrix Gateway hixds, IAHIFF/I NetScaler® Gateway

« EATF i0S BY Secure Mail (R{EhkZ 10.8.10) ; i&FF Android &R Secure Mail (R1EAR
7 10.8.10)

« Microsoft Windows Server 2008 R2 Z{E&hk4, EHMH Microsoft Certificate Services 75 X1R3iE
FMENK (CA)

* #§%R% Exchange :

> Exchange Server 2016 £F1E# 4
> Exchange Server 2013 £Ff18E#7 15

o Exchange Server 2010 SP3 BE#L& 16
7ZBCiE S/IMIME 2R, BT FRRE Y !
o @I Fh 5 EGED Endpoint Management FREY RIS &SRB AR IE B P ENE B R (G2 5h
®E. BAXFMAER, BFRHERSERE,

o MNRIETEEERTILEIRSSFIEPRIFIFE) Exchange Server B ActiveSync &g, BHITIUATIE
€ | ERohiRE L REFBERIEPMAENER,

AHEIETARSS B A Web FEff}
1. BEEEIR, RESERSREER.

2. £“Active Directory JEPIRS T, RERTELZEIEBMENH Web JEM ",
3. MIRFE, ERDMABIRS ULEIEBMANA Web S,
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4.

5.

GERIEBMENA Web 3 EH, ARRTT—F
RETAE, ~ilXAHSER.

IDHIF 11S PR B ISIEIRE

o WERATIERBPIEPER Web sEMIES (FI80, https://ad.domain.com/certsrv/ ) fEF

9.

10.

HTTPS BRESIES (FAERAL) HITRI.

BB HTTPS 418 Web JEMIE S,

RIEBTR, ARERRSHREER.

£Web [RSZ3E (1S), EHRABRS, LIIRTCLRERFIRIEBMET S MIQUE IS &P ik
BT BRI, MNRARE, BREXEHERS.

®IEETER, AE%FInternet Information Services (IIS) B8,

. 7ENS BEESEOMNAMBERT, FEFSITHAT Web EMEY IS SLAIRYARS 35

RERRRIE,
IfsfRActive Directory P IRIEBEAIEIEEEA.

. EAEMERS, SFihES > Microsoft Internet Information Services BIZRIAILE > 487E,

MR HTTPS PEAREFEE, BRIM—T
R EAME E DT,
miESSLiIgE, RERTESEFRIES.

SR PR

AT EENMEBEFHE, Citrix BIETE Microsoft Active Directory IEHBIRSS ERIEIEH, MNRIE
FRE—MEPRTXHMENHFEMNEIES, NItk E ELIEPRHARITFELL

LUF372 8 HEBMA NN (CA) RSS2 ERVIEHIRR

« {XPR Exchange &% (BT%E4)

 Exchange AR (BFmM&)

=

w

&

T EBMAAN A EEETT,

BFF CA, AR¥EIEBERIR

AREE, AREHER

. #BERNIR Exchange E%"15Mk, ARBT RN, ARREHE HHRE"
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—_— =

T Exrharge Enralient Agent (OFfine request)
chamge Signatugs s

‘Windows 2000
2000

Windows 200
Windows 2000

[ Certificate Templates (ad.training.h [ Template Display Name =~ | Minimum Supported CAs | Version |~
] Adrninistrator Windows 2000 4.1
E Butherticated Sescion Windows 2000 31
3 Bask £F5 Windows 2000 3.1
E C& Exchange ‘Windows Server 2003 Ent... 1060
3 CEP Encryption Windows 2000 4.1
J cCods Signing Windows 2000 31
H Computer Windows 2000 5.1
3 Cross Certification Authariby Windows Server 2003 Enk... 105.0
3 Directary Email Replication windows Server 2003 Ert... 115.0
3 Domain Coritrolier windaws 2000 4.1
E Doman Controller Authentication Windows Server 2003 Ent...  110.0
3 EFS Recovery Agent Windows 2000 6.1
E Enraliment Agent ‘Wfinciows 2000 4.1
T Ereoliment Agent (Computer) Wiindows 2000 EN

4.1

6.1

| Exchange Usar 7.1
3 Psec A Tacks » | windows 2000 8.1
# Psec (Cffline reg Windows 2000 7.1
) kerberos Authent | ¥ Toperties Windows Server 2003 Ent... 1100
= Key Recovery A% Help windows Server 2003 Ent... 1050
3 5C5P Response Sigring ‘Windows Server 2008 Enk... 101.0
1 RAS and 1AS Server ‘Windows Server 2003 Ent... 1010
H oot Certification futhority ‘Wfindiows 2000 5.1
F Router (Offine request) Windows 2000 4.1

5. DEEER.

6. 1EF“7E Active Directory R RFEIER" § iEAE,

IR IERIEFFE Active Directory RRTEIER" £ 1EE, B MAFhARGEFIES
(BFELMME) . tiTTLL&E S Outlook BREE P > EEPRD > BFHEHELREM >
K13 GAL (£FHALF)R) KT 1R 1E.
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¥M Exchange Signature Propetties

Superzeded Templates I Estenzions I SecLty I Server
Gieneral | Request Handling I Subject Mame I |zzuance Requirements

Template display name;

|><I'v1 Exchange Signature

Mirimurn Supported Cés Windows Server 2003 Enterprize

Template narme:

|: ME schangesignature

Walidity periad: Rerewal periad:

[ Tfsens =] [ 6fneeks =]

¥ Publish certificate in Active Directany

[~ Do rot sutomatically resnmoll if & duplicate certificate exists in Active
Directary

m For automatic renewal of smart card certificates, use the existing key
if & miew key cannaot be created

] | Caricel I Amply | Help

7. BEERRERT+, ARKEN TSR

- & %
- R/EHEKN D 2048
- AEFSHIARIEE . BiEF
- TREMAFSARNTEREAEEIE . 2ikH
1& KR A B LI B (/en-us/mobile-productivity-apps/media/smime-5.png)
8. BEHREAN+, HEERAFET, BMREEANETSHREITINAF" (SEAMENER
£4) . 5, FEHEREESIFREIENAF R T, REFEM S FESEP R,
R 2 EINF E1%(/en-us/mobile-productivity-apps/media/smime-6.png)
9. WFAABHMEMEMILE, HREMINLE.

10. EEPERF, EF“Exchange AP, AEEEFTE 45 9

IE PR XHEHEE 5 (/en-us/mobile-productivity-apps/media/smime-7.png)
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3 FHEY Exchange FBF1EYR, BEASRBERERERINLE,
11. BHEIERAEED £, ARIKEUTESH :

B& . m#E

« R/NETAKR/N T 2048

- RITFFHIAEIEE © BEF

- EMER, TRAFRASZE: B

%M Exchange User Properties ﬂ E

 Superseded Templates | Ewtensions | Secuity |  Server
General  Aeguest Handling | SprctNunel lzzuance Requitemerts

Pupose: hd

T Delete revoked or expired certifcates [do not archive]
W Include symmetric algorithms allowed by the subject
[ Auchive subject's encrupbion private key

Finirrirm key size: |2C|4Et vI

[+ Allows private key to be exported

Do the folovana when the subject iz enlled and when the prvate key
azsociated with this cedtificate is used:
+ Eroll subject without requiring any user input
™ Prompt the uzer dusing ensoliment
Prompt the uzer duing enroliment and require user input when the

private key is used
T o choose which cryptographic service providers
(CSPs) shoudd be used, click C5Ps. C5Ps... |

ok | Cancel | o | Hep |
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%M Exchange User Properties HE3

' General | RequestHanding | SubjectMame | lssusnce Requiements |
Supeizeded Templates | Estensions Secuiily ] Server

GiaLp of LUSEl naimes:

Luthenticated LUsers
AdminiElator@inainivg. lab)

2, Dl::urrlam Adming [T RAININGAD oman Admins)
‘!1__, Enterprize Admine [TRAININGME nterprize Admins]

|

nm“| R

Permizsions for Authenticated Ulsers Ao Dery
Full Contral O O
Read —i O
White O O
Ernroll —p = O
Latosniol O O

For zpecial pemissions or advanced setiings. chok Advanced |
Advanced,

»
ok |[ Cancel | o ] e |

12. SIBXAEMERG, BSUMEAXAMERER. LEHE, AREEHEMAIEBERR.

| Pending Requests

| Failed Requests E Comain Controller Authentication

- M [Manage E EFS Recovery Agent

LI

Certificate Terplate to Issue

Wiew b 2] Web Server
Cormpuker
Refresh User
Sopettc et Subordinate Certification Authority
Help Adrninistrator

BEXRAPIESH
2R “userl" S E) Web SEMTIE ; HI%0, https://ad.domain.com/certsrv/ o IEidFE

BERKENETLZEEFIENFRAIESR  — 1 BTE4, 35— ETNE, EUNEMEEE
13 Secure Mail £/ S/IMIME HIigiFH A & § RS TR,

1Bid Microsoft IEHBARSS LAY Web 7FAfikss (40, https://ad.domain.com/certsrv/ ) #H1T
FohEM, UERBTELMMENAFIER. 3—MAEE B AR NERILLIIsER B R 4A
A& BohEM.
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1. 7£ETF Windows i+ EAH L, $TFF Internet Explorer 742 E] Web 3EAR ik s WA IE K& #9 B P IE
H

BSUMERIERREAR B RLOFKIEF,.

I"TN; 1&

2 x|

Connecting to ad, training. lab,
Liser name: [€ vainingluser =
Password: |ln-uun|

[~ Remember my password

K Cancel

2. BRE, BHIERIES.

Microsaft Actie Deectory Cerificate Senices — training-A0-CA

Welcome

Use this Web site to request a cedificate for your Web browser, e-mail client, or ather program. By
using a certificate, you can venfy your identity to people you communicate with over the Web, sign and

encrypt messages, and, depending upon the type of cerificate you request, perform other securnty
tasks.

You can also use this Web site to download a cestificate authority (CA) certificate, cerificate chain, or
certificate revocation kst (CRL), or to view the states of a pending request.

For more information about Active Directory Cerificate Senices, see Active Directory Cedificate
Senices [ bt

Select a task: - —
I

Wiew the status of a pending cerificate request
Downipad a CA cenificate, cerificate chain, or CRL

3. BEBRLKIEBHIBER,
4. R elEHAEILL CA RBIZIEKR".

5. £BATEHNAFIER, wEMENAEREIIHRAZNEAIRE, RAETEIEREN =18,
FEIRPKCS107,

BEREER,
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SRIEPIEKIENAE R (/en-us/mobile-productivity-apps/media/smime-17.png)

R RRIIER

WIBERERERNEE,

R ERIHHEIARIE 5 (/en-us/mobile-productivity-apps/media/smime-19.png)
EEHERERE, ERTEATMEEFHE. TR—HAFBERE Web IMERERT, %
B E DU HEELUERITIER.

R TMERFER, RERALESE 5 PRANERRBFIRE,

FBEHHETRYER (/en-us/mobile-productivity-apps/media/smime-21.png)

10. IBRIEERINTEIER, AREEHRNERE, AB—MMERRER—FAFIER, RFETE
HEIETE, FAUser2"E£m—3IEH,
S ERAR—E & T Windows Bt EM A User2"iE 3R E ZXHEH,
I RHBHIES

1. IAHRIEBEERRETHAFEEXHF, 152 Active Directory AP FIITEN > EF >

RRINEE

SR INREEINAY E 5 (/en-us/mobile-productivity-apps/media/smime-22.png)

RIBPEY (KFIFH Userl) , ARBELHERABRNIERER £, BEMMEBHIR. E&
AU MEBREEERERE,

B A& i B9IEF1EI £ I E R (/en-us/mobile-productivity-apps/media/smime-23.png)
ERR T B NE B FaEpEaIES,

BB F 0% BB F BB 4 BY3IE B E R (/en-us/mobile-productivity-apps/media/smime-24.png)
IEERT ATFEEBFHMHRIIESR,

BT & E B FHRHAYIE B E K (/en-us/mobile-productivity-apps/media/smime-25.png)

HRER ERIMEIEBDEL AR, ErILiEActive Directory AR FIHEYN > AFEMYTE
IEER.

FAF B4 1% (/en-us/mobile-productivity-apps/media/smime-49.png)
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Secure Mail W TEA R E@E LDAP T ZE userCertificate BP XN RE M. Fal U TBY4ES
HBEIATF BIFEUE, MNRBEFERAZTHEERERNEFINZEIES, Secure Mail FFFEM
2 (TeRE) B,

B 14 4R 552311 £ BY E 15 (/en-us/mobile-productivity-apps/media/smime-50.png)

SHARIES

3 2 User1 " “User2"3IEBLL .PFX (PKCS#12) IR 5 M A—ESH. SHE, IEHR&ET
Outlook Web Access (OWA) LU BB FEBHRZ TN XL A F o

1. 77 MMC #Z#la, ARREHES - HalAP EE ST, BRFF"Userl M User2 3 IEH.

L4 51 F P B 9 & Jen-us/mobile-productivity-apps/media/smime-26.png)
2. ARBHIEH, ARRLFREMES > |H
3. BUERRE, SHAHERSLAHA.
4. ERINRATEE, SBTEHEREFNABIER N SHAET BEIE 5 1%E1E.
NAE BIIRIEHIE 5 (/en-us/mobile-productivity-apps/media/smime-29.png)
5. FHE—MNEBRRE, ¥BAFHERERE & BRNEE,

BREMARRAM MEBEERIES, WMMIEBEMEILER. FLREIF, IEBIRIEH userx-

sign.pfx # userX-enc.pfxo

UEBHRE BB (/en-us/mobile-productivity-apps/media/smime-30.png)

W B F R REIE

FFRBIERSHE RN PEX BRE, TLUER Outlook Web Access (OWA) @i BB FEBE A XTTo Itk
TR E RSN Userl, KEHBFIMEFE R IES.

BT RXIEBH OWA BB (/en-us/mobile-productivity-apps/media/smime-31.png)
Xf User2 g EMtAF E & MRS,

1EERAF i0S 1 Android BY Secure Mail _LEH S MIME

BFHHXAE, T—F=2EM Secure Mail FTHERH, FHEMSHMNELMMEBIEREA S/
MIME,
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ERARMINELMMNBIEREA SIMIME

1.

2.

3.

T7F Secure Mail, SMEITEEF SIMIME IEFHIE FHR{F,
BHEERIEPUTHMS A

BWAMRS 32T HELIEBR D EATAANE,

FLEAFRD LI AY B8R (/en-us/mobile-productivity-apps/media/smime-34.png)
ERIERES A

=i IHAES

S AZ IR AYE R (/en-us/mobile-productivity-apps/media/smime-32.png)
HE, EAIUEME] IRE > 1 SIMIME, RAERT SIMIME M3THERIES.
SIMIME & B S AGEBE R (/en-us/mobile-productivity-apps/media/smime-33.png)
T ¥R REEYP, BIIRESATERNERIESR,

TP HIARIEIR (/en-us/mobile-productivity-apps/media/smime-37.png)
REIBFIMYE, AEREMBIERBUATHNS A

S AN BIETAIER (/en-us/mobile-productivity-apps/media/smime-38.png)
A MRS 88 F HINEIE Y 72 Bota T SRRV ZE D,

FIB IR B (/en-us/mobile-productivity-apps/media/smime-39.png)
BRERES A

=i FTFINE
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Secure Mail

Certificate Imported

Secure Mail has identified this as an
encryption certificate.

Turn on Encryption

Close

10. HF, Bl ST IGE > 1 SIMIME, SRS S35 SIMIME LUE B BIANE.
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¢ S/MIME

S/MIME
Signing

Encrypt by Default

On

On

11. £ & BREYH, RIEREESAEBRNINEIES.

{ S/MIME Encryption

Encrypt by default

v userl-enc.pfx

© 1997-2026 Citrix Systems, Inc. All rights reserved.

168



Secure Mail

R

a. RBFEHFER SIMIME #1TFE4, 2EKHe, FEKHEARER SIMIME, T
RSB, tE1T 2 Active Sync BIRRH, BEIEW SIMIME B4, 157
Secure Mail IR EHFTH S/MIME,

b. RRININE EBA] LR R AR B IR B FEHFARNS B, SRILIIEELTH K
&, NEEENEYBFERFATMERTS. MRIINELT XK, WEEERN
BB FERHF AT RNERTS, BB AT B EfRF seE.
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Secure Mail

Cancel Testing smime Send
To: User1 | & +
Cc/Bcc:

Subject: Testing smime ©)

Writing a draft as normal message(without
encryption).

gwe rr ty ui op

ERBENELMMNEBEBEA SIMIME
1. ¥TFF Secure Mail, SMEIEZE SIMIME IEFHHIE FHBH,
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User1

lo: User1 v

User1(test1) s/mime certificate
for both signing and encryption
in a single file

July 17,2018 05:24 PM

N User1-Sign-Enc.pfx

s/mime certificate for both signing and
encryption in a single file

2. =i SIMIME iEBUTEHNE Ao
3. WAMRSBFHIE B D EAFIBRIER,
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Certificate Password

Enter certificate password

Cancel

4. NHEBBBEFERF, REENETIASAZRIEBHMEILES, [REIFEBUAERILES
BUIFAE R,
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Import certificate for Signing

Import certificate for Encryption
Open certificate

Cancel

ERIEBES A

BRI LOUBE SMEIRE > SIMIMEREERE S ABIES,
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1£ i0S 1 Android i SMIME
SR E— B S S, W A BN E] IR B S R BB R

TEER T U AR EZER R A
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< O i T

%) This message is encrypted

Userl.
To: User1

Testing smime
17 July 2018 at 3:00 PM

Testing smime for signing and encryption

] = 7 S

000

Details

TEERT EELREEEBIIIERSG,
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Secure Mail

<
User1

1 Save to Contacts

SIGNING

The sender has a trusted certificate
View Certificate

INTERNET

Work Email
test1@workxen.net

ALIAS

Alias
test1

FACETIME

FaceTime

=] & 7

398

[

\8

B

Secure Mail =7E Active Directory IR RKHEF AN R ENEFIEH. IRBFREEEERLEME
FIANRGE AN EMZ G, WZMBERRURNERR LR, EEARER, BMERE—TKREA

RBEENER, ZBHEEILERMEBER N AXLFE BRI A.
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Cancel lestingnonsmimeuser  gang
Not Encrypted

To: User2 (& &) |

Cc/Bcc:

Subject: Testing non smime user ©)

Hi

gwerr t vy ui op
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Secure Mail

BREHIERR
EfERH SIMIME NHIEH, 1EEE SIMIME AHEIEHIR. LDAP ARs3esitiit. LDAP EZA DN f1E
%3517 LDAP &,

BT NRREFREEZH, BHRITUTEE.

« W1 LDAP [REFBRELED, HAKRREBEE A LDAP fR%E25. Alk, 1B Secure Mail BI[H
KIRIRADE N REEEDINIMLE, H79 Citrix ADC ALiE#fF45 DNS,

* 903 LDAP BRS2MUTRERMLE L, IRHITIATRIE :

o XFi0S, FHRRIEKREERFEMERS M X RIK, NRERE T ZRE, AP HIEKE
SR IIER T
o X¥F Android, EHRIEEFEMLEIRS M X REERIZIZRPIARINT LDAP fRS338 URL,

Secure Mail HEE S &R

IRATLARF Endpoint Management B2& A7ER F /A Secure Hub BYBahiEM Secure Mail. AP TC
TWMABZEERRITELZ S EENREM Secure Mailo, XFFEFEEFHRAEIEEM Secure Hub BY
BF, ke ERERBAIN. MIRAXERBILI, WA T EMAZESALLINEE :

« Endpoint Management Byt 2= M Secure Hub f£5§iE] Secure Mailo

« APTEEA Secure Hub B¥%iA Endpoint Management ik,

B Secure Mail R B &R
1. 7£ Endpoint Management Z P in/EM4HR, T RE TIE L, HITUTRE !
a. LA TEIRE N true :
* ENABLE_PASSCODE_AUTH

» ENABLE_PASSWORD_CACHING

« ENABLE_CREDENTIAL_STORE
b. ANLLACE

« BR&¥F . SEND_LDAP_ATTRIBUTES

« {H : userPrincipalName=${user.userprincipalname},sAMAccountNAme=$

{user.samaccountname}, displayName= ${ user.displayName} ,mail= ${ user.mail}

2. FRETIE L, FItEERNNIZIRSREME -
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Secure Mail

MAM_MACRO_SUPPORT i&i& A true

3. BEELLTF Secure Mail B4 :

o R BMRIIENH]" % E /I User email address,
o RS MHIIEEIE1%EN userPrincipalName,
4. AR/ Exchange Server BifSEd EE T B FHBHMIBEoh A TIIRS . WIFEXZH, BHREHN

Microsoft Exchange BIE5, ANXRIZZEZZEH DNS LFREX SRV i8R KECE Bah &2 AR

5o

EZE Secure Mail N FBTZFERER

I Secure Mail K2 2F L1538 Endpoint Management, &S 1EHRRZAR Secure Mail N ABIEFE
KBRS .mdx X1, AFE, BEELLT Secure Mail ARZFIRE :

1. EYVIREHIIENIS]F, B User email address,

2. 7f Initial authentication credentials #, F userPrincipalName 5 sAMAccountName,
IERNERBURT$ 3 AP Exchange BRM4ARSS 2RECE MY S0 30IE SRS,

3. J¥ Secure Mail Exchange Server #1 Secure Mail AP i3FEREZE,

4. RIEFERE Secure Mail I BIZFBEMEREE, HFITHENRFASD .

BE B=hTECThEEAYIRBINE Secure Mail SSO FIF {436

MR E U T ARE M

1. M Apple RZFBEIE (i0S) B¢ Google Play &/ (Android) Z22% Secure Hubo

2. ¥TFF Secure Hub Fisi A BBFHE 43R Z RS LM Endpoint Managements

3. M Apple N FBJE (I0S) 3 Google Play FJE (Android) % Secure Mail,

4. ¥TFF Secure Mail F=E HE. LS BRI Secure Hub B Secure Mail, $TF/E, Secure

Mail =Bt &,

5 AR RFEEUEER B Exchange Server @ MNIERECERN B A IARSZ HIRENAY, DNS SRV i2R
EIHF] A M Secure Hub FREXAYFE P B FRIB {4 ik,

WREERENAAEFMAES, FIaNEFHifFiit, userPrincipalName/sAMAccountName 1%
13, #HM Secure Hub FREL,

EoBMFfE, FF BTG H@d Secure Mail > i858 > kP Z&FIFAER,
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B EEHEER

g0R SSO EcEHIEMIAE, ERAIUSHIUA TR,

1. 1R XenMobile Server hixA&7 10.5 T E Sk A

2. MR Endpoint Management EECENER B 4IRS, HFERFEIMEEENERBFERF
ik,

3. HA{R Exchange Server BB BohA M. AR SRV iIEREIHRE] ActiveSync Bl E P imEY
FRHAMR 4 AR S5 AR 1F 4H1E Bo

4. SNRULTHEEHINRIE, BUREUTERHERR Citrix &AL !

« & Endpoint Management 27 H &
- WEREHERFIN Secure Mail iZ#THE,

« NEEBARIARSH Exchange Server BIE R C:\inetpub\logs\LogFiles\W3SVC1 Rk
IS HE. B X Microsoft Bl A IMRZHEZIFMER, 155 Exchange Server FEIB L]
EIARS -
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Secure Mail

RZEIEFM

ANITIE Secure Mail WZ £ FEFTUNAIUE AUBHRSZELZ £ IEFEIRE.

% 15 Microsoft IRM ] AIP BB FHEF R FRIP

iEATF Android 1 i0S B Secure Mail 2355 Microsoft £ B REIE (IRM) 1 Azure 15 BR3P
(AIP) R A Z=IRIFHIEBE, kX5 Citrix Endpoint Management EERERY IRM SRERHILI R,

LEINRESCIFER IRM BV ERABRNABRIP. ZIBEENIFR ik E AP eIZMERZINRR
PHRR. RIAMBERT, IRMZFLTFTXEARS. ZER IRM XH, B ERNREERIKEN
FE.

£ Secure Mail HEAREERNREE

1. ERF Endpoint Management, SE'E0E >"NEEF", AEBREIHHRM,
2. EARMEBERFRER, £EHMDX

3. T MAERER EEY, MANARERIFHAER, AFRE T

4. RIEESERERS, EEH EF mdx X,

5. T NAERISE TERERNEEE,

Allow offline documents

Information Rights Management

AR

79 i0S #1 Android EREBNREIE,
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ISR AN R R B BB T BB 14 By
LRSS B RIPABIEREE, IR BIIUTRE :

< B
@1 This mail is restricted. Details
irm2
To: Test1, irm1 & 1 More e

Protected email, but
unprotected document

2 January 2019 at 1:54 PM

n unprotected doc.docx 61 KB

Test_lable_no_Reply
Content.

Document_Footer_test
—

B = B S [

ETERAPENRENFAGR, BRERAER.
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Secure Mail

Restrictions Done

Donot reply, Label to test copy,
paste etc..

OWNER
irm2@smblr.com
CONTENT EXPIRATION

No expiration
RESTRICTIONS

* Reply

“ Reply All
Forward
Edit Content

Modify Recipients

REZANRRIF R EBFBp i
FIFIREBEEEY, ATLUSEIRIRE (LS A B TR R

ERENBFERHFiREFRE :

1. &F Secure Mail F 2 HIREEF.
2. TRERED, =B FHMYPESHIER.
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Cancel New Message

To:
Cc/Bcec:
Subject: B8O
|
B &
I Hi Hey

3. ZRFIEBXHRET, RuENATHEFAFEFRERS, AR<dRE.,
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Secure Mail

4 Restriction Profiles
Do Not Forward ®
Encrypt 0,

Confidential \ All Emplo... ()
Highly Confidential \ All... ()

Test_Donot_CopyPaste (1)

Test_DoNotFdd 0]
Test_DonotPrint 0]
Test_Sublabel3_view_re... (1)
Test_Viewer ®
Test_Viewer - Test_SubL... (D

N ABRREEREERFERT A,
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Cancel New Message
To:

Cc/Bec:

Subject: 3 0

@ Do Mot Forward

&

3]

REAATREE K™ HETH IRM RE& HAE) Secure Mail BB FP AJgE=Z @I E Secure
Mail. BRIERFEFEHTERET IRM KB,

R%E Endpoint Management Bl LUGIE ELEK &, BIFZRUTMERUIESZEM !

- BEREHNBRENT 21EE.

« {£F3 Endpoint Management ThaEEX H 5 AR AL B 1% 5.

- NIEMAPRMEE X ERMER IRM IhEE (21F Secure Mail) IS,
- MEHME=HF L2 LUREIILER T,

BBFERFRE DI

iEAT i0S # Android B Secure Mail T3FEEFHBE D SEARIE, FEHFEEBIERXBFHERIETE
L2 (SEC) MERERHIFRIE (DLM), SEC fRic 2IE“ZRIP". “V&EF“ME"s DLM I8
B, SERENDN IBEBEFPERY, Secure Mail B A LUEIR— MRIC RIS R B FHRHR 2

JCN

A, WL FERFIR.
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Secure Mail FHYZE £ 53 FE 55 (/en-us/mobile-productivity-apps/media/worx-mail-security-class-

selectionl.png)

Secure Mail FHYZR 243 2£5115% (/en-us/mobile-productivity-apps/media/worx-mail-security-class-

selection2.png)

W NRIATE B FHRE EAPEF 7 HEiRic. FU :
o & AKX
o & AK
o & AKX

BB FHRHARK S S 1ER Internet JHEARKY B EAIRIE, EURGIPLMEAEXAETR !
HER: Fri, 01 May 2015 12:34:50 +530

F MK

ok IS

X-fL5c4k: IE® X-Protective-Marking: VER-2012.3, NS=gov.au,SEC = PROTECTED, DLM =

Sensitive, ORIGIN=operations@example.com
AN . operations@example.com
WA : HRA <mylist@example.com>

MIME RRA © 1.0 NESZEE | multipart/
alternative;boundary="_com.example.email 6428E5E4-9DB3-4133-9F48-155913E39A980"

Secure Mail (X BRI, ZNBREFARIEX LRSI TR

LA E S A FE D EMICHEFHER, SEC 1 DLM EERIANRIE B FHREFRIZ. B
A LUAEARRFRIC. Secure Mail RIGUES R IR B FHBHFE X UL SEF X,

EA LGB LT MDX ERBSECE BB F BB 50 ZE4T1C,

o BBFHRHF2E | BNRIZERFF, Secure Mail 23F SEC #l DLM BIEBFHRF 2 HEARIZ. 72 FEARIE
£ BB F ARk P B /R 9 “X-Protective-Marking™{B, 1ESECEE X BYE FHBH 7 25088, ZAIA
EVSE

o B TR KR IEE | EERT A D EAEE B FHBEAR R PR R D K& ZEiE, B,
tpfaZEia] gov.au EIR A B R A“NS=gov.au”’s BRINEAZE,
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Secure Mail

o *EF R SARA | S EPT R 9 AR ETE B F IR AR SL AR D SR A, B30, AR
A&“2012.3"EIRRAR B RAVER=2012.3", ZRIABEFZE,

o RINBFHBHFE - IBEMERAPFKEEIRIS, Secure Mail F357 BT B FHBHFEIRIPERIC,
MBS NTE B FHB 3 FEARIC " RBERIFIR P, FRIAEFIUNOFFICIAL,

o B FHRHFDIEIRIC | HEE AP ERANDEIND. MRFIFKRAZE, Secure Mail FREER
FHENRIEHIR. IFEHREESED S RRIVEN . SXETEZTE Secure Mail R REIFIRMEL
R HINNEl Secure Mail FREBF B4 AR LIRS E. BI20, 7EARIC
JF“UNOFFICIAL,SEC=UNOFFICIAL;"#, F|REH“UNOFFICIAL", tRiZ{E
79“SEC=UNOFFICIAL",

FINERE I LUEX B ZEMr1EFFR, Secure Mail 3247 LA TFHRIC

« UNOFFICIAL,SEC=UNOFFICIAL

« UNCLASSIFIED,SEC=UNCLASSIFIED

« {(HEHEH, DLM=For-Official-Use-Only

o B DLM=8U%

o BURRIETER DLM=BUR AR

o BURDA DLM=BRE A

« PROTECTED,SEC=PROTECTED

o ZIRIP+HEUR, SEC= R

o ZFRIPHPURIER SEC=2RIP DLM=BK L E
o ZFRIPHBUR DA, SEC=21RIP DLM=BZ: A
o ZFRIPHBUR ISR, SEC=RIP DLM=BKX A4 Z
« CONFIDENTIAL,SEC=CONFIDENTIAL

o HEE+EUK, SEC=H12,DLM=8U%

o MB+BUKER, SEC=H1Z DLM=8K: ;&2

o NB+HBUEN A, SEC=#12 DLM=B: A

o W+ RYZ, SEC=HZ DLM=R 142

« SECRET,SEC=SECRET

o BER+HBUK, SEC=425 DLM=8X

o WEB+HRR LR SEC=ME DLM= R L7

o WB+HEUR: DA, SEC=RE DLM=B A

o WE+BUR N, SEC=HME DLM=81: N
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Secure Mail

« TOP-SECRET,SEC=TOP-SECRET
o BER+HUK, SEC=427 DLM=8

o IR+ EURRER SEC=4%R DLM=HUK A2
o BB A SEC=4% DLM=8UZ: A

o BBV AR SEC=4% DLM=8Z: NI

i0S #UR R

A B EAFITESE (ASD) BIERIFERE W AT LUER Secure Mail 1 Secure Web BY“ B
i0S HIEFRIF KL, RIANBRT, XLEHRERLTFXHARE.

2 Secure Web HY“ B i0S #IRFRIPIEE N A BT, Secure Web X7 EFHIFRE XHER A &
RIPR5). B X Secure Mail BIBEFRIPHIZAER, B2H BAFTESEEIERP. NREEA
EREE, MERRSHIEFRPAS, RitTEHEEE REZBERIPER R,

SEUE H i0S BUIERIPHRER

1. f#/ Endpoint Management E#I &% Secure Web #1 Secure Mail MDX X4NEF) Endpoint
Management 1 : Xt FHNA, ESMEECE > HA > R[N, AEREEMDX. WFHE, 15
B3 F+4k MDX s Ao

2. XF Secure Mail, EXEE NMAKE, E" EAI0S BUEFRIP K, FRERENF. B
FA L ERBRET, B1TIHARIRIERFINRE R ZRM,

3. XF Secure Web, ERWEI'NMA"RE, LI BA i0S BUBFRIFRE, HRHRENF. B
FRLLERBERY, SEITIHMIRERFRNIKE RN R R,

4. REMEBNARBHERFIRE, JFNASBESR] Endpoint Management KA &,

BANITES RBHERF

Secure Mail ZFFRKFILESF (ASD) BUERIP, ERHFHIHE ASD itBVZ2ERBE I,
NBERT, “BAI0S HUERIPREERN “X”, Secure Mail 121t C KB RIPHERTNECE B X
HHIRE R EIRERF.

INREKEE A “FF”, Secure Mail RTEN AW EFOIZEMITH X GITIEERIFKS. Secure Mail 3F1X
TEIIZE A EEIRRP .

o REFEIE

o BESKTENREFNRAE

o MELMR FERENERYEI R
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Secure Mail

o TEBSHHIG
Secure Mail XA TFTEINIZE B HEHUEFRF ©

o TFAERVERH

- BHINHE

« BXRA

« ActiveSync SRB& 4

B A FRIFAIFMEIREHITEL , HRWE THARERERINEN T THo

ERHIERFE, HiKEUEN, BANKEHRIMBEASLX, RAXGFLETH. MNRIGEEH
ERZRIEHBEHETD Secure Mail, M Secure Mail TERES, BFEEEDIFHESH Secure Mailo

Citrix® 2, IREBERILERE, (NEHFENER Secure Mail BHEIEHE, LEZEIEE R C M
BERIPPBEEXH,

RERRERR

3&FF Android #1 i0OS AY Secure Mail ZIFENAREZFH AR GNIEMRR. ILINsErIgmAF R
Fh. RIPEURBUEEFIS LR ZIBINBYIAE, E7E i0S ¢ Android 1&& £ Secure Mail B LLTH
gE, BEBRLUTERD .

fFios &L :
1. FHABEREIEE R Citrix Endpoint Management 515,
2. £fn% Configure > Apps > MDXo

3. 7f Platform #3453 T i0S &£,

4. 1£ App Restrictions £33 T /S Obscure screen contents %17,
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Analyze

Manage

Device Policies Apps Media Actions

MDX

App Restrictions

1 App Information
2 Platform
} i0S
] Android (legacy DA)
] Android Enterprise
] Windows Desktop/Tablet

3 Approvals (optional)

(optional)

[EF8 Obscure screen contents &[5, HNEAREFRH#AEER, Secure Mail R ERIKEBRE.

Configure

Content Collaboration

Enrollment Profiles

Delivery Groups

Block camera

Block Photo Library

Block mic record

Block dictation

Block location services

Block SMS compose

Block iCloud

Block look up

Block file backup

Block AirPrint

Block AirDrop

Block file attachments

Block Facebook and Twitter APIs

&

Obscure screen contents

Block third-party keyboards (i0S 11+ only)
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Weather Find My Shortcuts

g

Contacts Stocks Translate

©

iTunes Store Fithess

Files

Outlook

Secure Hub Secure Mail Secure Web

Q Search

%
b

St

7£ Android i&& Lk :
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EIRM Secure Mail NAREEFEAR, ErIUFEREKI1ATREIFEHIANELR, B Allow screen
capture k&, RRALFEORENRARRFEAGESNEMNAERFRNS. B XM Allow screen
capture FKEEMEZE LR, EEIA Citrix Endpoint Management X458 Android i& &,
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Secure Mail

iOS Ihik

A331iE Secure Mail Z3FHY iOS IhEE,

15 FF Secure Mail i EREIAMBH R BIERE

1E5EATF i0S B9 Secure Mail #, #FEBILUY Secure Mail 1& & 1% % EHEIARR AN BIEF. JSEH
KWEARANNBRERE, T8 MR". Safari T AE N BIZFFIZRE FI4 IS RTE
Secure Mail RITHFEBHF. EEBILINEE, BEHRUTTE :

o BIR . T Secure Mail MDX FEEHFH mailto: AR,

o P . 11i%% Ei%3R Secure Mail TERNERIABBER BBIEZE.
T mailto: HE :

1. 7£ Endpoint Management #Z#l5 £, SfnZ) Configure > Apps (L& > NARER) -
2. 1%#E Secure Mail, ZAFEE Edit (4818) -

3. £i0S AT, EBF App interaction (NEREFRE) , RGN ,mailto: HiNIE] App URL
schemes (NZA#EF URL A%E) o

App URL schemes stxmailex2:,ctxmailappstore:, ctxmailoauth: ctxevent:, mailto: @

¥* Secure Mail B RERIABEER AR .

1. 7£I&& L, ¥JFFi0S Settings (1&E) NAER.
2. ¥¥# Apps > Default Apps > Mail (RZFBTERF > BRIAR FBIER > BBHF)

3. 1% Secure Mail,

{£ Secure Mail HFE 62 Microsoft Teams &i¥

1EEFTF i0S B9 Secure Mail 1, REJLITELIiE B E 4R 6IE Microsoft Teams 231815, B2
Microsoft Teams =1, 15FJFMicrosoft Teams SiNTIEF X, SPGB FEZEMIEHM(E BFRES 4
FAEEBAX, BXIFMER, BEEFE Secure Mail BFAEZE S 813 Microsoft Teams &Y

FoREMF
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H1R Azure Active Directory N2 HEIERNITUTIRIE :
« BRFREMIEIE (OAuth), HIBHRIEZIHEBN Microsoft Teams FAJIER Exchange Online
HEFERR P
« A Secure Mail N/ BiEEFRHEHEFSCENEERRE.

» 7 Secure Mail N FBfER _EERERAY Exchange kP, HAIFFIBEBERERNNBREENR. 15
BRAUTRE !

Dashboard > Enterprise applications > Secure Mail

o Secure Mail | Permissions - X

Hge . L
Enterprise Application

« O Refresh /" Review permissions Q Got feedback?

i Ooverview

Deployment Plan

Permissions
Manage Applications can be granted permissions to your tenant by an admin consenting to the application for all users
0 . (Admin consent), a user consenting to the application for him or herself (User consent), or an admin
i1l Properties

integrating an application and enabling self-service access or assigning users directly to the application. As an
& Owners administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be
required to consent when using the application. Click the button below to grant admin consent.

&b Roles and administrators (Preview) As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not

28 Users and groups be required to consent when using the application. Click the button below to grant admin consent.

D Single sign-on Grant admin consent for Citrix

@ Provisioning

Admin consent  User consent
Security _—

o . ‘ £ Search permissions
i« Permissions

APl Name M Permission ™ Type ™  Granted through

Tobkon gneonyntion

« B Microsoft Teams KL,

Microsoft Teams integration m ()

PRI :
3 F1E Secure Mail EBIEMRIN, BEIZINEETE Microsoft Outlook B A EZELL TR :

- EEMAETARA
- RWEFBEN A
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R/MLER

£ Secure Mail for i0S #, EAIUEEE BFEHH &R/ IMEERHAENARREFASM. LIEEER
FiE1710S 13 REShRANIRE. B XILNENAFAERXE, 155 Cirix BREPFRLOXE &
MEETREBFER .

{3 MIME #53k g &5 W48 96 B FBR

£ Secure Mail for iOS /1, HAFIREMENEMEHEY, RER— EML XEHERIZEBE B4
EEARWIILERMY, HAIUEESRIREHMHE X BB MIME 17k, ZEERLtIEE, RN MAC
B IRE MR A E FHR At 5RE&, F1E Citrix Endpoint Management 5 & IR &EMEZ 5 &
MEMEER B MRS . BXIFMER, BFEH HMNEHNE B FHHRS A4,

5 WkWebView

Secure Mail for iOS Z#F WkWebView, IINEESGH T Secure Mail B FHBHFFIHAEHFEIRE LM
EMA.

& #F Slack EMM

Slack EMM SEBFEE B IBHEE (EMM) B9 Slack ZF, Secure Mail for iOS 15 FBERF
Slack EMM, ERFEERIER Secure Mail 5 Slack B EF T Slack EMM [ FBIEFHIER /A
o

TEHEA]

BB EEINEE, BFHALRERIINERHITIH, EAUERENERR LREN S DA
B, pERIRETIRE EEIABR. IEFEE i0S 12

B8 1 Pl 7 S5 5

£ Secure Mail for iOS F1, FEFR AN SIGEEN, Flan4E=. 4ELMEE . i]alUER O]
£ A0 pR SR 0m Rz E BoE A
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Harshith 57
asf

07/06/18,12:30 PM

_—

. Accept

Decline

B X EMKNGH R RIIB5RIhEE

£ Secure Mail for iOS 1, &EFBHFORBIEEMEMSER B RENIHEXBHLKER, B
X FMER, 1BEEH Secure Mail 1851,

¥ Microsoft IZE B EHEXEA]

iEATF i0S BY Secure Mail SZ3F7E351T Microsoft Enterprise Mobility + Security (EMS)/Intune F£
RMARZMRILIUE (0365) MIKE LM EHIXEN . EEABHEXRBENINGE, BRKRHEEUTIRRSE
%
« 1£ Endpoint Management =& &H, HHEXBHIEE N F,
o LIRSS E S TR
o EHIBE RREBHA SRR IS B RV B TR R A E AR,
- SiE Secure Mail > IZE > B, AGEAEREEA.
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F 1% S/MIME R4EER

AT i0S By Secure Mail 3785 SIMIME JREFE R, EELLINRERIERTF, EFEHRITUUTEE !

o EFOREZEEN SIMIME IEFTR. BXIFMER, BESREAT i0S NIRERE.
« 1E Citrix Endpoint Management H7x1 LDAP BMEFinEM. FRAUTER !

- #4$A : SEND_LDAP_ATTRIBUTES

o {fE: userPrincipalName=${user.userprincipalname}, sAMAccountNAme=$

{user.samaccountname}, displayName=${user .displayName}, mail=${user.mail}
BXNARMELIHBENSE, XTF XenMobile Server, IB2RAEFiHENME ; XF Endpoint
Management, 158R%EFinE %,

B XIREEERRERENIMIMNESER, BERERREEEIMSE.
1. 7£ Endpoint Management #ZHI&/H, SMIERE > AERF.

2. %&#F Secure Mail, SAGEBE TR,
3. £i0S F& L, XF SIMIME iEEiR, 1%3F Derived Credential,

Push notifications region Amencas

5/MIME certificate source Derived Credential

Enable S/MIME during first Secure Mail startup

Calendar Web and Audio Options GoToMeeting and User Entered

S/MIME public certificate source Exchange

Ldap server address

Ldap Base DN

EANTE R FEAERPEAEGRIERE, BEEHTH, IFNEGRIHER S FIHENREL TR
FRENET,
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Tired of plain 161 SigAstures®
Vo L M e B TR A BT

.

ANEX AT
1. 8 FIEFERIEIRS URL,
2. % Secure Mail > i&E > T4,

3. FMEEMREE URL,

HE, EAUKERELFR, AERTEABRRUMNEERIEFER,

Secure Mail 3EEB R~

£ Secure Mail for iOS 1, EAILUBEEIRFIREFE A Secure Mail KB E/R3¥IR5FIKE Secure
Mail BER ARIKREE, BB BAUTEIRM I ARSEM | 7£ Citrix Endpoint Management B, B{RER
F CallerIDSupportEnabled MDX 5B&,

BX IR AR EEIXM, 155 Citrix AR EBRONE | IRERBET.

EHRBAPILERS

BEXUEAHINEERIAF BN, 155 Cirix BREBFOXE | AESPHY Secure Mail HFIRE
B,
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M R R BN A

TE5&R T i0S HY Secure Mail 1, fEEILAM i0S [REXHFRAMINX 4. B X i0S XHENANES
&R, BB Apple XEXH App. B X ILTIEERI B A EBIXG, 55 Citix BREBFROXE
EEMMNS o

BtEREIhEE

Secure Mail HfERESGETEAR > BE TN BAE NN EHBE KEBIUTARARE :

%& L BETHEIE RELNREHE SECURE MAIL Hfy TR
KEHE

7t 7t 7t BRIAETHL. =
&Y, RRRUHME
R BRI ERE
o

x x Pal BRI, =GR,
RETREW.

7t 7t x FERIB T,
REE, BRI
BRHIETRHLRNE
P

x x x RETRAE TR,
SR BRI

7t x 7+ BRIAETHL. =
&Y, RRRUHKE
R ERAF IR
o

x 7+ 7 ERIBTHZ. =
&Y, RIARUKME
R R HIE
Wo

7t x x FERRIB T,
REE, BRI
BRHIETRHLRE
o
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& FMBERIEIE EE FNKEHE SECURE MAIL #8 TR
KEHE
x FF x AERIETRIZ%.
mEE, BiEsUm
BEHERHHIE
™o
R RE

BEREETEEEENIEIKS, FEEUTRE

« “EREKF [ *EFREEERFIE Exchange P BYEEFHEE,

o *ERPKA DA ZTRNKF B FERAFMX 4R, XEKABRA—TIIR, ERUBFUE
BFXMHR,

AP EBERRIANEBIE, IEaZEEIRE LEENAA Exchange tKF RIMHHFIEF
BB o

AR IS S I TR ;
. PR
- rfAE

. KiE

- BAFiE

i

. Bf5

o BARXHBY

o KR

- ERIBRERHE
REFEKF UESEREREKEZS MK B FERG, BUTRESFERBRIAE MK, BIEFHE
A3t

o FERME

. FEEH

EEEEKP IEREEREM A ESU AR FER st BREREA { "FERARIIA
ok, PAIEMERBVERCFRK A R E K
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MITEDEET B FERMER, “REA | "FREBETTZAIEFTET XA FEp ik,

TAIKF

CECERPTEIKF ENERTE ABEKP TAZIRFR. BIAKPREKFBEHERN, EKFE®
F R

PMAKF 2 EREAEE RIZMERIFXEHFE, EBrlLUE T REXHFEH Vv BIRREEFXHN
¥,
LU ERBBF AP ©

° *gEjJIDon

o« NEIEIERE B FhpH,

« 5 A vCard,

o REFEBLR AN

HFIb

ARZERERE LSS PKFPEXIFAES M. EAUNSITKAIRERE, UXD5REKA
BXBEBEH.

IRBHRSEHREE
1. RETEETE BF BiF, KESGELBONESERN, B FRRERERENREK
P

2. mifi Exchange IKF AMIERHEINEE, “HE RBRERETZIKF A BREE,
3. EFEEENHEAE, AR~ RFo
4. RO E—RR, Rl BUH. PMEEENNATF 51 Exchange WA 48 X BIFRE BIAE .

HIEEZBHBIFHEM, AREFRSENETTRAIANKS BB FEbFitit, EERERAFIKS ,
BRI B F R RS — MK

HIZBHFHEFES Secure Mail BY, WARERFSIMEIRE L EREEBHHBIRE,
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2R

AT UM EBFE X RA M ERIT2BER. R FREERNAEF PRPTEIKF 5 ERENES
Ro MNBENIKAARPITHFIERRNERSIZKFHE X BER,

£ i0S LITHIERFHRfF. HEAFAEEIR

IEITERI UM i0S IR TENRE FHR . B SEHHAREE R,

o IRFZF
EFRz e, BRERFBEUATENR :
o FRIE AirPrint EIZE 7 X Hlo

« IRM HEZBRFEEREFTELEDL,

FRUNBER T, Secure Mail for iOS REEBITENTIEE. FTENTHRERIRERZRVEIE FaEd Apple
AirPrint 8¢ Microsoft {5 2R REIE (IRM) BV EIRRBRHI TS, EXEBRAT, FTEHRFHME. B
hEHSABREGEEER, HARREIEIRER.

T EN R FHR A

1. TSI FEETE,

2. AEFRELBNBELER. BERUTEM :
. B
.« $TED
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AN LIRFTHRCE PO SO IR ORICy br ¥
Cit fied product poniol i

3. BIR{THL, I ETRITEHNERRE R,
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4. BLEFEHTHW, IWREEFITEHN. S ETRITENES,
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£ Printer Options

HP Dwskjet 2510 sones

5. FEFREFTENRIBIFTENML.
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6. Big-—a+=rlB D SIS MNEFT N £

7. ETHRENENEEE, BREEE. EHETREEERR. RIAMERT, 2EFEmH
BONE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 207



Secure Mail

& Printer Oiptions

AN Pages

Pages 1-2

8. BEWNTImER, B LR T EATE,
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« Printer Options

Al Pages

Paga 2

9. BRIRFTENAIRT PR CIFTENHIEBUR =o
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1 Copy

Options:

Fange

Black & White

The printes in paoied

10. EXURATH, BRERBEE. FRINERT, Secure Mail LUFEFTE,
11. KA EARFTHILETEHR FER,
12. ERUHITENEL, EREA EANBH.

fTENEHEHF
1. SHEBIAFHHEE— B
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= Aug2018~ f[E Q

Sun Man T Wed Thu Fri Sat

26 27 28 29 €) 31 1

THURSDAY 30 AUGLIST
1.00 AM 30 min

Test Meet

1:30 AM 30 i

Skype Meeating1

1 h 15 man

B =@ @B L2 &

2. RALITEIEMR, HIRR E—THTHBFERFIRE BRI B 1TR (.
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< [zl
Skype Meeting1

-+ Yes Maybe ]

(: ass —
[ L
S) 338 0.

Install Skype Dial In Running Late
From: tarakg
Invitees: 1invitee

a Join Skype Meeting

Join by phone

India Toll Free Number +000 800 040 1296 (India Dial-in
Mumiber) English (United Kingdom)

Find a local number

Conference |D: 5044538

“
# = LB
FTENREXENR

1. TS SREKERVE FEMEITE
2. REESER. NERUTEN

. op

o ¥TED

- BUH

FE F B4 I AV Bl 5k (/en-us/mobile-productivity-apps/media/SM-iOS-Print14.png)
3. REFTHIHIRIRIGEERDHTEN B FHp PR KBV B 1T 1 1%,

ZI2NUARE FEARN)
ERTF i0S B9 Secure Mail Z/FZ NI, EMETUNTASINARRTRPIER—PINA
BUMASIN.
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BRARN

L THARINEEH S EERA

. WHBEBERIESEIIRS, HEE—DHTHA
. WHBBIRIABIIRS, SEE—DUIIAR,
SR IIA R

32 FFFTENER F BB {4 B

ERRTF i0S B9 Secure Mail SZ35FTENE FHB A Fi{5,

A W N
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Android ZHEE

A1 Secure Mail 32359 Android Z8E,

{£ Secure Mail HFE L2 Microsoft Teams &iX

1E5EBF Android 89 Secure Mail 1, RaE L FERIE BHEHA A1 Microsoft Teams 15, E
BlI%E Microsoft Teams =1iY, iBE¥TFF Microsoft Teams £1iX VIR FF ¥ . SIGHIEHENIFAESEN

PEEMIFAE R BRI,
Cancel MNew Event Save
Weekly sync up meeting
Microsoft Teamsi
F,é._fl Mone
MNone
(GMT+5:30) India Standard Time
Fri, Mar 5, 2021 12:00 PM
Fri, Mar 5, 2021 1:00 PM
R
FOREM .

Ha1R Azure Active Directory V2B EIERITUATIRE

© 1997-2026 Citrix Systems, Inc. All rights reserved.

214



Secure Mail

- BERHREMHIIE (OAuth), HIBRZEMAEBGM Microsoft Teams FEJIEA) Exchange Online
HRFE A o

+ [ Secure Mail N B2 iRt SCENEERRE.

« 7£ Secure Mail N FATEF _EACEBER Exchange tKF, HRIFFIE B ERONBERNR, 15
SHRUTRESE

Dashboard > Enterprise applications > Secure Mail

o Secure Mail | Permissions - X

Enterprise Application
« O Refresh /" Review permissions Q Got feedback?
E# Ooverview

Deployment Plan

Permissions
Manage A . . . P

Applications can be granted permissions to your tenant by an admin consenting to the application for all users
:lu Properties (Admin consent), a user consenting to the application for him or herself (User consent), or an admin

integrating an application and enabling self-service access or assigning users directly to the application. As an
& Owners administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not be

required to consent when using the application. Click the button below to grant admin consent.

db Roles and administrators (Preview) As an administrator you can grant consent on behalf of all users in this tenant, ensuring that end users will not
&5 Users and groups be required to consent when using the application. Click the button below to grant admin consent.
D Single sign-on Grant admin consent for Citrix

@ Provisioning
Admin consent  User consent
Security _—

o . ‘ £ Search permissions
i« Permissions

APl Name ™ Permission ™ Type T  Granted through

Tolkon gnenyntion

« [E 3 Microsoft Teams & &,

Microsoft Teams integration m %)

PR -
FFTE Secure Mail RISV, BHENZINEETE Microsoft Outlook B EZEULTIRS! :

o LRI TR = A
- CRIWEFEBNRAA

RABKFRARS

TE5& AT Android BY Secure Mail 1, ERILUMAMEXRASIRSEIE. FRiIEMMIFR Secure Mail BX
EYNS
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HOH B & XHp

TE5&HTF Android B9 Secure Mail 1, ERILIRCEE A xMB 4, mERxRHE, ERE—%F5
HE, RFERUERERIE, REHCHAIRE XIS EHRIEERE. BREEUE AL BN A BRT
%, HEFHMHEF

BRIy RS

fE5EATF Android B Secure Mail 1, HERXHRETE, WHBREYS, HFERIEENREIRE
FfER. LtkIhEEE R F351T Exchange ActiveSync hRA 16 (B SIRAHIIEE o

PDF X FHINFARER

7E3&FF Android BY Secure Mail 1, ERIUENEAZEE PDF X4, URBEFER, N, &
12HE M Microsoft Office Mi{FBYIERINE,

¥ web SSO HFBRESREE, &R FEA Microsoft Office 365
ETHASRRIENIZE
TE5& AT Android BY Secure Mail 1, 07T —T% 7% Web SSO FIFRERFTRER, @I LILER
B%, f&A]LUSF OAuth REBIIRREEHE Tunneled — Web SSO, Ak, iBEHITLLTIRIE:

« T web SSO RTFBRERERIGE T

o TEMLRISIP) RIS PEFREE - Web SSOELT,

- MEBRSHEEHEFREAS OAuth X BIEN %,

R H RS

E5&RT Android BY Secure Mail 1, ERILOESHERILE BHSMARERHENE, & X IINEENA
F#EEIA, 152 Citrix BREBFOXE | BB HEMHTE,

2 #F Google Play BY 64 AL FATZFF

ERTF Android BY Secure Mail 235 64 AR EEH,

i 7 5&EHF Android BY Secure Mail PRy« TFHRIFIFTUI

IBHE Material Design N, AT FRIRIFTINEEH T Y —&/ o, RTNEEGE, BS 62
L2ETERBESD,
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HBANGE/NAH

TEi&FF Android BY Secure Mail ®, BRBEIFZEATBENAH, @I/ NEHE, EaUEE—RARAB
BHEE A ERNEN, IR FEZAREY. EENEEHNEEIFAEE. HILRREHE
REBRMEATHREEERE LN/ NAS, B, EaERRTFBABHNERNMAGRIRZZR1Z/)\A
%,

b ABIPM Code review hour

Rl ] Curicmer Cluification Call
-]
Cr o
SEIPW Dy Plasre Feechuch Discession
. .

BUIPM GalTes Talk

PRI

7£3EBTF Android B Secure Mail 1, M£&i510] MDX SRESHRI T — % BEE - Web SSO HIFT
W, ECE IR IR AL NS R R MIEITFRIE - Web SSO ML 2 ZIEMANH (STA) H{THBRE LA
EmE, AR USLIFREE - Web SSO E#EB FHMIIEARSS, FI40 NTLM. Okta # Kerberos,
EUXRERE STA BY, HIUFARS AR FQDN Mz A MEBIEEMERS KK, B2, WREE
BRiE - Web SSO &I, MEHHITXLRE,

E £ Citrix Endpoint Management™ 125 & #93&FF Android Y Secure Mail ERILLERE,
1T HR1E

1. FEHERERT Android B9 .mdx X, BXIFMAER, BBHRNN MDX NABREFRNS

R

2. EMLKipiRIEREEH, BERRE - Web SSO &I, B XIFMAER, BEHNABIZFMEKAIR

Feed -FI853IHEE

Secure Mail for Android FIIBH Feeds XEFFEHITLLTIGE :

« B BalES XHRFHNRBGRIFH = BREER Feeds Ao
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« EIEH Feeds FRHREERZ AHAINAANZN.

o BB AN INIERIEMN SRIETEIFF a8 24 /NS AR R, XERWGEIED G K A
X's EUAINMRAR, EFSXRERNEFEANINE EREEN Feeds o

ERMHF

£ Secure Mail for Android 7, EEEEMBHLMHAHIEERES. B X ILHENBAEHXYE, B8
5 Citrix AR #EBIFOXE EFMMIN Mo

FTENEBFHFM B R EH

7£ Secure Mail for Android 1, ERILLM Android I&Z3TENEE FREEF B S, LtEFTENTHEEEA
Android FTEIHEZE,

Fo R

« FAIFEIERBLE Citrix Endpoint Management 22 & A BRLIEFTEISEBR G B R A", B *
Android BIILLZRER(E S, 1FSIH PEIEFTENZREL,

« WIREBFEMHR IRM RIP, FHRRTEEFHERESRRAFERTEITHED,

INRXLERBEIGEARY, ERTETHNBEFEHENBHEMF

LEFTENTHRETFE L FERIRS] -

- AERERT BB THERGE, REKERFZITH, IREFRTRRER", NRIRIT
FNEF ST

* 7 Secure Mail 1, KRTEFEHHIWKERT. TR, K& TEHSTEHRHLUTHSTEA .
RIETREAARTE, NWRFTENERTBIERF

« FTENXLETBR, ARAINKE BFERGSEHRIER TR,

FTEN R -7 MR A

1. fTFEFTEE TR,

2. MERRELAN B ER. BERUTEM :
. B
.+ §TED
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Move

Print

L

Video Library - New
Content!

Show Pictures

Video Library
NEW CONTENT ADDED

Demo 15

TEPIRER L, SR NERERRFSA LS RFTENENRRITEN R FHR o

=]

Dot Tox Mraiess Ciin Cadetar iten arwd Vore
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1. REFTHL, FERBFERHTRE.
2. REHR, HERUTER :

* {R77/3 PDF
« FRBFTENHL

E Save as PDF

All printer:

3. mii 3% PDF FHEREBFHERHREN PDF &1

4. R ETENL. RIEENER L EFTEN.
5. TN ZETRE, < EFFTEN EE—aiTH. FTEN FaFERNH I,

FTENEBEPTIESTENAMR. U TEBREE Canon E480 $TENHL, XABFHRL-BR,
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\=s) E480 series(192...
A

Letter
Orientatic
Colour Landscape -
crsided

Range of 4 -

24

MORE OPTIONS

6. EEFBEITENRIAVFTENN. FERLATHTENEDR :

« Frp AZTENRIR .
« MNFIRAPIERRIKR T
o MNFIRFIEEFEEE,

- RIEFBEEEE A M.

o EFE—NTEN—TRESEE, FFoaATTEERE.

7. WEFTNEDE, REFERLERTEHER.

FTENABXER
- TREFEHHFRITERER", FREE—T TS FERM PRy BR#EITIRE.

TENBHEH

1. SMBEEAHRET—1E M
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sun Maon Tue
26 27 28
THURSDAY

1:00 AM

Test Meet]

1:30 AM

Skype Meeating

p— .
L] 2

= Aug2018 ~ [&] Q

Wed Thu Fri Sat

20 € =1 1

30 AUGUIST

2. REITENERR, ARIRIR E—5 STENRE FERF sRAmd IR EN BRI TR F.
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< =
Skype Meeting

" Yes Maybe » Mo
= B0 8 -
00 O |
\.E'_!' 000 o
Install Skype Dial In Running Late

From: I
Invitees. 1 invitee
a Join Skype Meeting
Join by phone
India Toll Free Number [India Dial-in

Mumber) English (United Kingdom)
Find a local number

Conference ID:

] &~ 3 9. [=)

IRERE ActiveSync 1573kEYFISE$I & BB FHp {4

TE3& AT Android B9 Secure Mail A7, HAFIREMEFEHER, SEMR— EML XHEFEIZHR
Hevki . EERASKELERY, HEJUEER SR SHMY X BXRY ActiveSync 1573k,

ESHLLINEE, BIERMAIE Citrix Endpoint Management 225 & BB 1R &5 L §9 & BB F AP 143
I EREg, HRIREMEZNaVHZE N BIMERE" . B %79 Secure Mail EEiE MDX HREEHVIF
MER, FEBH ERTFEEF~HNEEFD MDX 5K,

F X IEEH]

1E3&FF Android B9 Secure Mail 51, &5 LAM BB BYF S e 3 WKW HB 4@ Eo
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_[-=r .

b= W

 W{R7E Endpoint Management IS HE BT E T FCM BUHEXEN, LUIFKENFXXHF-H
B, BXEEET FCM WX BT, 15807 Secure Mail BYH#EXRE X,

o« FNXHIFBEHRNINEEAREA T Lotus Notes Server,

BRFXFIEA
1. BEHGE, KEEEAT, AEE.

£ Settings

Add account

Integrations

4= Slack
General
Matifications .
Out of office 7
Mail
Ask before deleting [ ]
Organize by conversation .

Load attachments on WiFi

Show pictures ®
Sync inbox frequency Auto
Sync mail period 3 days
Sync email 9
S/MIME >

2. HEAIRST, [ROERAENAIE. WAFETRYF XX XS REEEN I,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 224




Secure Mail

£ Motifications

Mail

Mail notifications .
Mail Type All Mail
Mail folders >
Mail Sound Default
Vibrate Mever
Calendar

Calendar notifications 0
Calendar sound Default
Vibrate Mever

3. RENEREERBOERMBYFXHFR, WHERIALTEFIRT,.

NFXHEEREBNZERBHEY.
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<

5

1

0 L

0O o

|

(]

]

(-

0 o

H,

Select folders

Inbox

AutomationReports
BitBucket

Bug Bash
Crashlystics

From Me

imp

support

Conversation History
Junk Email
RSS Feeds

(] Unwanted

I <

0000 Oo’ o0

O

BERAFXMGREN, ERREFRIRBCERN B F MR & EAE,

ERIRE

5517 Android O BNEmhRARIRE L, ERIUERBMREIREREEBFERHH B H@EAAIL

BAN. It EEEXNEEE,

EicEmp4 o H D 1REERER], IEFTH Secure Mail HSMMENIEE > &@H, AREEZFFAFIEHE

Tlo
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£ MNotifications

Mail

Manage mail notifications 2
Mail Type All Mail
Calendar

Manage calendar notifications b

e, ERUSME EEBEENEERGHEN, 773 EREEFHtreEmE.
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£ Matifications
@ Mail B
Secure Mail »

On .
Importance

Sound

Vibrate

Show notification dot ]

On the lock screen

Override Do Mot Disturb

Matifications

@ Calendar reminders 0

on .
Importance

Sound

Vibrate

Show notification dot O

On the lock screen

Override Do Mot Disturb
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FE, B KE&E LM Secure Mail i BIEFENR, &% MBER, RESE EH.
INRIEIRNEB ZANREBE N (RERSH, NI MIREISEEXNERNRINEE (XHF) o

AR

i AR A A EUR FERE IR R AT EC B 2% 8RB A1"MDX HRE&.

BB BRI IR R

fE5EA T Android B Secure Mail 1, RIWANIFHE EREBFERMEFR, SEUREIH X IEIER
BBFEREH@EANAY, AILOBE R T Tkl —RIBNEIE

g D
>
(aYay

17|

Thes even is adpacent to anather event

Message view
! |

Monday, May 14, 2018
1230 PM — 2230 PM
Timezone: (GMT+5:30) India Standard Time

.I"-..'_lrl-lhl|[','

Chalukya Room
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BifFI23RThAEE

£5EA T Android B Secure Mail 1, EEMHZFERE. AT RHEEFIEE, BIIBRT R
EWFTE, RRRFRE T RERASEA R HED

I&BILUTE Secure Mail 2R HERMNH. NRMIEFTLUER Secure Maill EE, EREZEITH.
WRMIMETTEER Secure Mail BE, NEEBETR—TNEBREFRIR, EAILUERFIENNBIEFRE
B, BXILThEeF P EEIXY, 158I1R Citrix AP EBBIR.ONXE ZEEMMIINS 4.

R [OHRHI85RINEE

E5&FTF Android B9 Secure Mail #, ErI R T5i&&E EROREIZHLGFE FEHRE RN EBIE
I, ItigERRFELERE S E 14 ESRE,

Android 1R [Bl3% 1858 IH AEAY E & (/en-us/mobile-productivity-apps/media/secure-mail-android-
back-button.png)

£ Android F/Z AMEEMNXGNEERR S R

£ Secure Mail 10.3.5 REFEMRAR, MRAWNERE FTAAR) RKRIREN 2R, BRLE
EEMNEENARMER. NREFERIRBRERNSEN ZR, BRATHAFMNEERIESR, 15
£ Endpoint Management 5|5 HHITU TS B,
1. % BHLEEERE 2EH X H.
2. REUSEREES ID, 40 :

« LG Nexus 5 F#1 : com.google.android.gallery3d, com.google.android.apps.photos

+ =& Galaxy Note 3 : com.sec.android.gallery3d,

com.sec.android.gallery3d.panorama360view, com.google.android.apps.photos
« 382 Expire : com.sonyericsson.album, com.google.android.apps.photos
e HTC . com.google.android.apps.photos, com.htc.album

« £33 . com.android.gallery3d, com.google.android.apps.photos
3. {EF2REIEEE InboundDocumentExchangeWhitelist B] I

& WorxMail APK X F1fEFR MDX Toolkit S21%X .
o EERITEMN LR mdx X4, FRXHEEESN zip.
o ¥TFF .zip XHFH1KE) policy_metadata.xml X1
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« 12 HF InboundDocumentExchangeWhitelist A PolicyHidden>true</PolicyHidden>
B <PolicyHidden>false</PolicyHidden> o

« 1%7Z policy_metadata.xml 314,
o EFIZHFPBIFRE XHHEEURIE zip X

FREEENIBX I, EFEXHFRARIFIE X EFEEERIX o

- BEREMBIESEX S,
R REER FRFXHEZE .mdx.

4. FHEXEH .mdx X _E£R) Endpoint Management 514, FREES ID 7R AMBIIMEA]
RBYATE AR H 54 2 R A,

Restricted Open-in exception list {action=androsd speech tts engine CHECK_TTS_DATAN

Inbound document exchange (Open In) Unnestncted

Inbound dotument exchange whitelist

Connection security level s

H1RE ID LUES DR -

com.sec.android.gallery3d, com.sec.android.gallery3d.panorama360view,

com.google.android.apps.photos

5. RIFFHERE Secure Mailo

Android AP IR UM EIEEN BHINER. B X LINEERRA P EBIE, 1520 Citrix AP #BH
OXE : BEREMMINS .

RIS
X FR7~AI7E Secure Mail 0. EFEMITABHIXEFEI
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B 10S g

47 H.263 AMR NB =2
codec_Mp4

57 H.263 AMR NB =2
codec_3gp

87 H.264 AAC codec_3gp 2 2
57 H.264 AAC codec_mp4 = =
HA: H.264 Acclc 2 2
codec_mp4

GTM recorded_wmv X
AVI X
WAV X X
MP4 X X
3GP X X
FLAC 47 X
AAC X X
M4A X X
3GP(AMR-NB) &= X X
MP3 X X
WAV X X
OGG X
ICO X X
JPEG X X
PNG X X
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%X 10S RE

TIF (XPRETT) X

BMP X X
GIF X X
WebP X
DOT X X
DOTX X
PDF X X
PPT 2 =
PPTX = =
PPS =
PPSX =
DOC = =
DOCX = =
XLS = =
XLSM = =
XLSX = =
TXT = =
POT = =
POTX X
HTM X X
HTML X X
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L5 10S gl

ZIP X

EML X

=)7]
B ERgE LFAKFAREX SN, ERUAZTKAIRERE, UXD5ETKFAEXER
E

NREA, TABRYRRASERNEEZRAAKS XX,

Calendars

@8 work
+  Exchange calendar .
B8 Personal

«+  Exchange calendar .

Hide All Calendars

[ . - AT ‘L\'\
Last sync: Today at 3:47 PM =}

A ¥

IREBHRHSEHREE
1. RERRERK B ER, REALELBINEER. ‘BFFRRETEERENREMK

Fo
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2. mifi Exchange P AMIETRHEIANEE, B RRzETEIKF FIBREE,
3. MEEBENHEE, AT RE

4. BREE—RFE, BREBHE. PMEEER AT % Exchange P EIPRE BHE M

Cancel Colors Save

Work
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Calendars

B8 work

@28 Personal
v Ex

Hide All Calendars

fa

(> Lastsync: Today at 3:53 PM

)
Lo
L

Sun Mon  Tue Wed

12 13 14 15

19 20 21 22

TODAY

10:30 AM

Test Meet1

11:00 AM

Skype Meeting

B o @

Feeds Bail Calendar

— Aug 2018 ~

Thu Fri
2 3
9 10

16 17

23 24

0

Sat

11
18

25

AUGUST 30

30m

ﬁl
4
LY

Conmtacts Alachments
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E VN
B EE I Fap A HER B — KA,

Cancel Mew Event Save

Waork

None

MNone

(GMT+5:30) India Standard Time
Thu, Aug 30,2018 4:30 PM

Thu, Aug 30,2018 5:30 PM

TR BHBIRFNEMN, “BAEFRIBEMEFINIANKF BV E FERfFitiit, ZEERHMKS,
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Select organizer

Work

Personal

Cancel

2R

IERILUNERFE PR EBRRAN IERITE /R, RERTERRNARNFEKF EE NS
2o

ERDIKA FHRITHFERRNE RS IZKA 8 X B4R,

[E e iR EH

7 RIEIETT Android 8.0 (API &3l 26) HEEARAMILE £ Google Play FEEHITIRHIFIER,
BB Secure Mail EEIRS. NHARILE EOVERGEES M@FAHY, EEMA Firebase
Cloud Messaging (FCM) RSB #ExEH. B X ERET FCM WX BRINEZ FMER, 155
Secure Mail BYH#EXE AN

IEHRTEIZE LK Secure Mail & BT AR EH". PRH :

« MRERERET FCM BHEXEN, NEaRETE 15 PHRE—R. LERENBEFEE
[FetRERaIEITmR.

- SAFNREREFFNEFRNEN, BRH/NEAHRNERFZBEER.
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Secure Mail F Y Android MV AR

i&FATF Android B9 Secure Mail #1 Secure Web & Android Enterprise (LA BT#59 Android for
Work) &

FoRFM
- BERILIEE, BHRENIZEETHR Android 5.0 BRI

o JFAMIERE, KIS afw.accounts Endpoint Management B4 i&E N TRUE,

£ Endpoint Management Fi& & Android Enterprise f5, BE1EF= NN ARERNEENEE LA
F. Android Enterprise BIfFtRiR T XENBER, A TEBRFPELETR.

5 Android Enterprise 38 &HB9IHRE
TRF|H T 5 Android Enterprise & Secure Mail ThaE.

Thee 3H¥

Exchange Server BEh&K I X
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ThéE b2 55
LZ2FIEMA N (STA) X
SHERA X
Microsoft {5 2R EIE X
U@ X
e X
B F B3 2 X
SIMIME &2 X
Firebase =/H21%iE (FCM) fRS X

MAEEAHIIE (OAuth)

% Exchange kP X
TABHB
SHEHISE X
HZGE

imREE S Microsoft Intune/EMS A%
%X Office 365 X
LDAP Exchange AR35#8 2010, 2013 #l 2016 X

EFIEBHNEHKIE (CBA)

Go ToMeeting X
Skype 1Rk

TANBINETER X
Citrix Files &M X
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Thee 28

BT R REREITEFENAEM X

T5R%H T 5 Android Enterprise AR Secure Web I8E,

ThHE b2
2T — Web SSO &3 X
FE2E VPN 183 X
P N FThRE X
5 Secure Mail BFEA M4 X

BRI

o WNRH T ARERBXHER T Android Enterprise ¥R IFERRSIE IS S IRE LIRS E N,
M Android K Secure Mail FRIHFSHH#ENHEXBEMNAREREREESR, B, IR
iF, XEBHESERAEERE L. BXIFEHAELR, 1EE@ANdroid Enterprise 1&i&,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 241


https://docs.citrix.com/cn/zh/citrix-endpoint-management/policies/restrictions-policy.html#android-enterprise-settings

Secure Mail

Secure Mail BY iOS 1 Android IHEE

AXNBT Secure Mail S2#FHY i0S F1 Android Ih&Es

2§55 Azure B TITE

Secure Mail 32#F Azure Active Directory 8P EBFIMAE A IIE (OAuth) NEAT=ITE (GCC)
High, Secure Mail B7Ffft/5 GCC High EBI—"iws, LA E Microsoft 3B GCC High BRZEZHY
BEIER, AXIFMAER, EEI17 Microsoft 365 Government H1 Azure Active Directory FIZTIEIHAE

o

B EEW, EFEEREBRE] Azure Active Directory #FP EBY GCC High #1TB 5K, BERFE
FBiF Secure Mail £ Azure Active Directory 2/ _EIRBEIR,

Fo R

H1R Azure Active Directory N2 BEIERNITUTIRIE ¢

o ERANZE L THSEFRAR Secure Mail,

« 7£ Secure Mail N B2 _EACERRY Exchange K, F 731 Azure Active Directory EHIR FAFE
FIR, UEFRBRARER. BERUTRER

XESBERATERBER, (FAI—XUER, —BENBREFREHRLE, ERalER
M App Store H&,
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Home

1|t Secure Mail | Properties

[i] Delete 7 Got feedback?
B Overview
X Enabled for users to sign-ind L) m No
A Diagnose and solve problems
Manage
I} Properties Homepage URL (i i

&8 Owners Logo
& Users and groups
4] Frc'.-li.c:'lng

C Self-service

Application ID (0 B
Security |
Object ID D
& Conditional Access
L User assignment required? Yoz “
oin  PEFMISSIONS
Visible to users? (1 m No

Fkla

A&, RFSEIEERIRTEEFEN, XSMEEFEBET Azure AD ERY GCC Higho 3eiE L
BRTERIE, UARBERGERE &XE] Azure AD EBJ GCC High,

EALES U AN —RIETERIZ

- NAEFR%ITA Secure Mail-GCC High B9 Secure Mail 2 2/R7EEHY Azure Active Directory
HANERIE L,

« #& Secure Mail BELURINEHEHRIIEEEREE®EI <https://

login.microsoftonline.us> &%,

FiF1CS Xt

£ Secure Mail 1, ERIAFRSSEANMEWREIR ICS X, FREFAZHESAIEZENALF.

Secure Mail FRBXRABH

£ Secure Mail 1, HIEEEFHAERIVGEIERRNNURAEANE, IUAEBRRABR. B XILINEE
A F RN, B2 Citix AREBTROXE ERENERAER.

ERIENES

£ Secure Mail 1, ZIERILARIEENERBLER 2hF& FFHo. B X ULIIRER BB, 5
25 Citrix AP #EBFOXE BIRERVE FHR .
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{5/ Office 365 Exchange Server SRB&TE X Office 365 fRZ 233t
ht

£ Secure Mail 7, 1£“Office 365 BJ OAuth 235 8853 R AN T — 1% /3 Office 365 Exchange
Server FUFTHREE, BT LI, EAIUENX = LFER Office 365 MBFEHI TN %o IthERB&IF ST 5L
FENAI{ER Office 365, FHae— 1N E—{E, 540 outlook.office365.com. BRINES

outlook.office365.com.

XFMEER

MEEBEAFEERMAEETEREN, ANBRIEEFREEEHNREUTRERTELZE M,
B EAMEERE, TR CERAMBIBME LR, RAXGRAMES iOS 3 Android F512
t, EEALLINEE, BIERWMMIE Citrix Endpoint Management™ 2 & AT INFIEE MDX B
LB waMtEE R Ta g,

EEAMBEEINEE, IF7E Citrix Endpoint Management #EHIEH, 1 NEHRE RKIGEHN FE&
MERFEINTEME. XNERMEEE, HERFRE LAEINENMERN BEF SRR TER
BN RILEMIE MDX MNERVIRTS, LA, NARFZEFELHITRIEBIETS. BN
hiE, AMEFEZIEMBENTEFN MDX 2B EIRETE. MDX RESRN AERF SR 4510
EIGEMNEMME, LtITEETE MDM + MAM FI{X MAM IREARIIAI A,

LI TR REIKEN FEMMERFINTOME B, FREFIRAERER MDX 1%,
B X Secure Mail FIIIFEEIE MDX REEBIFAER, BEEAUTARABFEME D

« S&FTF Android 4= N BEI MDX ZKB&(/zh-cn/mobile-productivity-apps/administrator-
tasks/policies-android.html#encryption)

« SERAT i0S B4~ BRI MDX ZKB&(/zh-cn/mobile-productivity-apps/administrator-tasks/
policies-ios.html)

HREARTERBESMEERE, FEMIGETHRBEAITFEEEERITHIRE

- RIFRA - AFNAILEEET.

- BEERATNAE - EERAPNAAFTEREEGMEENR, HATNAET. XEMIAME,

o PHIERIF - PELIEN FETT,

BT i0S B8
TR EEREREEEHAET I0S NSENSESIIMER

* i0S 10 - MRABTHRERFRAKR T HNFTIEEMR A,
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- AR - MAXKREBE.

« BNRE - NAREEINRE LETT.
« IREED - IREEB AT

- BIEHAE - NVARERBERE.

3517 Android BYI& &
WU T E&MHREIZREREMAIEIT Android FIEENREESMIEEK
« Android SDK 24 (Android 7 #%L¥E) - N AEFSITHRIERFRA R FHFFHEERA,
« IR - AERREAEEINEE.
« B Root i&#& - MAEFRTEE Root I8E _£3E1T,
o IREPE - IREFEEH ONo

- IREBENE - NAREFEENEIRE LE1T.

SZF5 e R T FB - BB £

Secure Mail Bt {t LURHIBR VB FEBfF. NUAT, 2EARERMIEGNBFHHERATREIRE
Wo LLINREFIERFEMFRBEFMBRFNIRE LEEMRME, TIEBFERFEINA AN,

M H RS

£ Secure Mail 1, EAJLLESHEREMHRENINE HAHSZHBEE. B XILHERNAFHEXE,
BEH Citrix BR&EBFONE | EXBHEATEL

SRR

7 Secure Mail F, ZIERTLUIRIER SHEKRALR Feed £, B X ILINEERNB P EBNISHY, E51H
Citrix BPEBHOXE | BIZEREBEFHRH,

BzahaE#E

£ Secure Mail 1, ZHIEFEFHE PHIFRERCHES, FILOERGREIZIMEERT. E2EALLINE, BSM
FgE > BRIRiE". A, NARERRERERRIF. B XA AN, 55
Citrix AP EBFOXE © MIERFH B A B 3HE PRI E FHp .
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ERXtEBRES

BiaXtkaBoEY, ENERAEREIERE LEH, WIhEEER 51T Office 365 3§ Exchange
Server 2016 M E SRV E

SNRIEH Secure Mail EREZHHF, NHAZETRIRS 2=

BXUILIRER AR (2EWM) , BEE Citrix BREBHRONE BEfRX4kEED

£ MDM + MAM R, T8/ Microsoft Intune BY 718 2 &
R

&7 I0S MG -

BEERIINEE, BERFRENISE EBE LRI Microsoft Authenticator N B, B ¥ &3 Microsoft
Authenticator ZFBEZE R, iE£07 Docs.microsoft.com B TEiHZ I Microsoft
Authenticator [ F8,

3+F551T Android F9I&%E -

EERALLIhEE, BRREMNISE LERE Intune REIMPNAH., &R Intune RBEIMPNEGE, X
TEREIRTE Secure Mail FEFHITEMRIQIEEIRIE MDM + MAM &2 FEA SSO.

EXRAZHEEIRSR

7 Secure Mail 1, HIESH RN FHIEFE—DERAN, ZERANFHAEEHRERT KR
NIZEDE T, HEAEHHARERINERY, HERALBEREMEMER, Flun-IFE . "BEETRE M-
FAE, HESATREA LANEZERE, FERUTIER :

o ‘REE

o 7NI0E) VIP

« BUH

AR ET+FR, EAIUREER . EETRIAF ENNESELR. RERITESIEEF
AR E S, BFHMHS BREHRIREA D FENEMIER SR ‘EETE N EEN
FHAMER, B LIEE H R IXEFHb .
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FoRFM

H{RIZEY Exchange Server B/EF Exchange Web Services (EWS).

BT AN IFAA1S BARIE M Active Directory SREXRIZEZDF4RE R (Outlook BXRA) BR. EFEIEAYEL
ZABTRERNEAER, BEHRERENEIESETE Active Directory FREZE T IEHIALR B IRLEH,

IBM Lotus Notes fRZZ 28 7 5 ItbIhEE

SINNEBRSHRERNEYIR G

£ Secure Mail &7, SH AR MDX REEHRRINT — M #E KINEE. HmR, HIEBINEEIFRET
Secure Mail HAEZHHSINE E)F#t =S HE)EAT B H.

%™ Exchange

7 Secure Mail F99&E"H, ERILURINZ N Exchange BBFEREIK P HEENIZE T, thINEER
WEE—MIBEREFRAEHE. BERAMBH. EBRIRZGUT ¢

- BEEZKPFEAFRNED. BiEIMEREFEEENERTNAERFPIRENE— K
Fo BERFREEMKARBARP A ER,

o NRECIBNE—DIKP RETIERH, NEERNEMEBTERHNKS, EtikFSaERE
F Active Directory BB 3I8IE, Secure Mail TEAZEZ MK IS A IFE FIE BRI E 50T,

o BERFESIKFIEETINIBMLZ IR Exchange Server, EM4MTE Citrix ADC B3R FRE
I®EJI ON,

 S&FF i0OS #Y Secure Mail X3z#F Exchange #1 Office 365 HB{4ARSS25-

B X IhEeRYA A EBNN, 15505 Citrix AR #EBIH/OXE 7N Exchange 1KF,

BXRA

BXBERANBFREEX, 155 Citrix AR EBHONE EEMESEREKR A

EHBPIREEE

BEXUAHINEERAF BN, 1§25 Citrix BREBFOXE | NFESPHY Secure Mail HFIRE
B,
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Secure Mail

RERIE

BRI LURB M JwiEIE TSV RBE LRI BB W Ao

FREMG . HARIZETE Citrix Endpoint Management /S BARASBIE RS, HEEHEINAER

HIEEVE. B8 iR BFEHET, NEREAREREIRPREEET. BRABGRIEAES
ETRERSE N, REBRRABERLUESERHFIZR,

Fi5{TiOS Iig&E L -

ance New Message Send

abc@citrix.com

155517 Android BYI&& L -
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Cancel C{)mpﬂse Send
johni@eitrix, com
abcecitrix.com

B &

AEBRRAERE, FHR—TREED, ERAIRETIRIETMERIET, <EmETIRI
EREMFRABA AN ERRENE, REUPRBET.

1Fi517 i0S B9 &E L -
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Cancel External recipients Select all

john

john@outlook.com

o john
john@yahoo.com

©
abe@gmaill.com

T

73517 Android B9I&&E L :
YREE% 3R (/en-us/mobile-productivity-apps/media/extrecipients-android-editlist1.png)

il B& Wz 44 A (/fen-us/mobile-productivity-apps/media/extrecipients-android-editlist2.png)

MNIEFSGHE

W U8R ThAE, RIFRHMNRER IS ERR, UETFHE, XEFRXENATRAERE. BHEH
BRRARR.

AR

33 F Android, XLEFXRENATFREENBHRE,
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1£5517i0S 1ig&E £

AN IIEESUH (/en-us/mobile-productivity-apps/media/ergonomic-improvements-ios.png)
7£i517 Android B9i&& £

AW IFEZFBH (/en-us/mobile-productivity-apps/media/ergonomic-improvements-android.png)
B8R F chiR(EIRH, FH5 Citrix mEMERIERRET—2.

5y, @ ttEaRINEE, ERBRMTARNEFERAR EWAERER LRHANED, EXILRHE
AR FEHFaERERE. B, BRRAMBESIE.

iOS EERZFRANETEE R, XA THEF i0S # Android 2 [BIBY—E%,

Secure Mail 5 Slack £ (FA%ihR)

TRILTE AT LUK BB T BB 14 3 ISR BIS1T i0S 3k Android BII&# Y Slack TR, B X ¥4
B, iBBHSecure Mail 5 Slack &6 (FsihR) o

REMBIEEFEREG ((FAKL)

£ Secure Mail 1, EAILUERARENMEE NERSERREMEVENBFEGE ((FA%
&) o IERILCRRIERERFAL A B BB TERPECEN B FHbfFitbit, EEAILIIEE, BEERUM
ECE RS MEE B F AR, AR REMEVaNHE REN EBIRARE . B XU
RERR P ESBN A, 155 Citrix BRI ONE | IREMETIEBFHHF,

R EMETIE BT HRH

T LAREEE AR ENRRIREMNEZ R B FE . BXIIhEERBA S (SHEEERR
BRIFAES) , 5B Cirix BREBIHRONE | IREMENEBFHHE,

S H Secure Mail HAEH

fEFE&E A TF i0S # Android B9 Secure Mail, fERJLARE Secure Mail HIFEHSHENGENANBFH
NATERE. B *IIhAErM AP EEINAY, B85 Citrix BFREEIHOXE | S H Secure Mail HASE
%o

LUF MDX REEERTATEREEN TABRFHBERSEHFE

« & (FFH)
« RIYET(E]
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2iYEja]. Hhs
£iYEtE, E:, HH
(GEBTF Android)

(GERTF ios)

Android 3%EIR :

ZWEE. ATAM. 5RE. £H. MR &1
SIWEE. E@ MR, &F

mt mm {-u‘-lr.qu”: _

Mecia ACtigr Angrefie Ervolimens Profies

MDX
Eepart Phishing Mall Addewsser
1 App Information

Delivery Growp

7 Platioem —— mepart Fhishing Mechanism Rrpeart via Aftachment ]
a8 s
shype For Business Meeting Domaing
B Androad
B Windows Phone Expart Cabemcdar Pazeting T -
Mo Dot Do)
B Windows Deskiop/Tablet  aayen guppast for Ofce 365 neeting Fame
L Win Modirn autheatication for CO&% Merting Time. Locssion
3 Approvals il —— )
) _ _ nbeeting Fame, Asailatdiny, Amendees, SUBREE LOGHIGR
* Deleny laioun Assignments Frasted Exchange Online b
- >, .
i0S TN :
Aralyze Manage Configure
Device Poboes Apgt iy At ShareFile Ermarent Fties Deberry Grougs
MDX
Repart Phisking Mall Addreiies
1 App Infarmation
2 Platform Repart Phisking Mechanism B via Al e -
W5
& Lkype For Buslneid Meeting Desaind
B Andmid
B Windows Phone Txport Calendar idening Time -
Wora: |Don'T Expaort]
B Windows DeskienTablet
- ) Caller [gentifcation Lieeting Time
o . lewting Time. Location
3 Approvals (ogticnall Mieeting Tirme. Subject. Location
Ehaeth Sepgesat for Ofce 145 i Tirm, Subpc, Location, Mot
4 Delivery Group AS5IgRments
" _I e g Dffce 165 authentication mechanizm 1D et oS Okt -

BT i0s
RE M Secure Mail SHEB BB EHZIREN,

EERT:

{B7E Secure Mail AN BB} EHFRAYE SR A ] Ao

o MNRFHEUTE—RM, NILIHEETE Secure Mail FR]ILEEZMA :

- SHARRBIZENXH,
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o fRBY MDX fRAAFE Z1ZHKEE

- NRENTABBNAFERERFEHIKS BER iCloud tKF B2, MILIhEEREIER.
IMRENTABBNAFREEEMIKS, NILIIEER M.

« EMNIEB N ABFHES) URL H454E Secure Mail BFAEH, 15HIR{E “ctxevent:” A S 1EN B
URL A ZE"MDX ZHB&H,

& TF Android

M Secure Mail SHMHAEHE R %M. E4RiE Secure Mail 4, B=EHBEEH R Secure
Mail 55,

EERR .
o MNBHBUTE—SM, NILINEETE Secure Mail FE]IEEEZHA :

- SHHBREIZEN X,
o fRE9 MDX FRAFE Z tE5EEE,

o AR ALLSCRYAIHE"MDX BRI E J9“ToRRE",
« Secure Mail EHFEZE=EMENEE ERTTHE,

B

BRRFR
ST A T A KRBT,

TREIFRAIE 5 (/en-us/mobile-productivity-apps/media/Feeds_pd.jpg)
RERUTEFRR :

o RIE

o RNGEIE

- AREFANRIY

BIMBESRT, Secure Mail (RERFKBEKFBR. MREEETZMKF, WETUAEERBH K
FPEF. BEEERBHMKFHER, BRER, KRIEXEE, ARERENEIKS,

TR EIFRAI B (/en-us/mobile-productivity-apps/media/feeds_settings.jpg)
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RAREI B BB B BA TR, FERUT LR !

« RERIREBFERAF
s MPRIETE
« ZPEFEFHIRIN

BEEEERAFTHOAENER, BT EELE

BRKFRPERNERREEBIRTERIRE LIRENRET B4 E .

B R M rIB5RINRE
MR R IE R R MBI |

- REE BRI XHXRNZVEBR EREENERRFH.
- AENERRFREERSATEIREFNZN
o KK 24 NHANEHNEBANZNEETREERRFTH, HORNSKNBEXED.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 255



Secure Mail

Daily sync up

planning for

11:45 AM
Daily
planning for

2:00 PM

3:00 PM
Demao series

Feeds

- Feeds

Yas Maybe

o e
= £

Meeting invites

Wednesday, October 24, 2018
11:45 AM — 1200 PM

= Mo

Upcoming meetings

15em

F'I.'_lnnlrlq
Room (&)

1h

Room (20)

'

RBEZEZENERR

£ Secure Mail 1, EAILEERA BETEERELENBFHM, RIZEN FET AR R
B, RZENBEFHGRETERAZHEEEERT. EEEFELRAZIENB TG, BR

T EE2H
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Feeds

Upcoming Meetings
TODAY

GB-DG 408 h 30 man

Cloud Conferance

From Your Manager

a = B 4 B
FoREAF

H{RIZAY Exchange Server EB/E R Exchange Web Services (EWS)s,

ZIBFFARYEM Active Directory SRERBVZBLRIFAER (Outlook BXFRA) B7R. AT EIEARTIFAE
BRERERERTR, BHRERENEESR BT Active Directory FECE 7 IERVALR R R

tbIhEEARZHF7E IBM Lotus Notes ARZ5 88 E1EF.

MBBMAZRIY

7£ Secure Mail 1, BAETUERMBRFRHNEBMARI. FTRIIH T RN WERMBIESH
B, UREMERITRAER,
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FFRIRINET
Ve

ER Teams

GoToMeeting (GTM)

WebEx

555 hi Skype

REUTRBIRATAARESR

IRAIER

FWARBFELSUTHE—E
B I1)HZEURL:

https://
wwwl.gotomeeting.com/
join/1234567892 ; 2) KM
M E—H GTM iAiEA
f5 : GTM: 123456789, GTM
— 123456789, G2M —
123456789, G2M:
123456789

WHERLFTAE X AR,

REDMARN FRHR(F

NRBE R Microsoft Teams
N, NMEARFHITH,
BRMASN. MNRKXZEZ
MR, BRPRETIMNNEA
P E R EE Microsoft Teams B9
A

NRELET GTM KABER,

Nz BRI, BFM
A=W MRKRLEIZNAE
F, ARP&&E—M%m, 8
RN FAEIERE GTM, X
F gotomeet.me/username 1%
RH GTM, ZNAREFRIT
F, ARPMASIN.

MRIGE LRE T REEN
WebEx N A*ER, Citrix
Secure Web™ 23¥THZR
2P, WAZIUF WebEx AN
Android £ Secure Web =R
T FAFIANFIERM i0S ERFH
URL SRE&EHEIFISY,

P A LA $H1E Secure Web
FRITFEVEESE, WIRIKE LR
T REER Skype for
Business N2, M
Secure Web ST ZRN i
FFo ¥t Skype for Business
A 2079 Android £
Secure Web ZBR¥TFHI915)
REEPHIFIIN. 7Ei0S I
YFHY URL SRBE AR INBI S
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Microsoft Teams N AREF
o **0S - “DIFH URL"ZERR” . \"\msteams:

o **Android - “}JFFHEBRIII"ERRS : {action=android.intent.action.VIEW scheme=msteams

package=com.microsoft.teams}

Zoom N BTEFF
¢ iOS - “F2iFAY URL”EEBE : +\"zoomus:

« Android - “}THHEBRI" SR : {action=android.intent.action.VIEW scheme=zoomus

package=us.zoom.videomeetings}

Webex CGREZERNHEEF)

* i0S - “SBUFHY URL"EERE | +\&#94;wbx: R IZRBEFERTER 7 \&#94;http:,\&#94; https:,
\&#94; mailto:=ctxmail:,*\&#94citrixreceiver:,H\&#94;telprompt:, +\&#94;tel:, +\&#94;col-g2m-2:,+
\&#94;col-g2w-2:,+\&#94;wbx:,+\"maps:ios\_addr:

« Android - “¥THBEBRI" KR . {action=android.intent.action.VIEW scheme=wbx

package=com.cisco.webex.meetings}

FiShiR Skype
* iOS - “fBiF URL” ZRBE : +\"lync:

« Android - “}¥THA VPRI %BE © {action=android.intent.action.VIEW scheme=lync

package=com.microsoft.office.lync15}

AN
* i0S - “Ff0¥F URL” &EB& : +\"skype:

« Android - “¥THA BRI HBE : {action=android.intent.action.VIEW scheme=skype

package=com.skype.raider}

BRARE
LUTBIRIER T SHANAR R X HNBESBIERNRWIBE,

GoToMeeting (GTM) :
SFFREIESIERI
« GTM BB EEBEIESE, = :

o ENE (%%%) 000800 100 7855
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o EME (%) 18773092073
« AT E RFC 3966 ST EREBIES I, B XIFMER, iBEEIA Internet AR EERER NS,
FTEHNSIWAIBER -

WA NS IVIEXFRILERISIURIREY

URL (*.gotomeeting.com/join/123456789)

URL ( gotomeet.me/username #1&T()

“GTM"&R, FIIN“GTM:123456789”

“G2M"t&3(, HIEN“G2M:123456789”

=, FlEN“Access Code: 123456789”
WebEX :
SFNBIESHER :
» WebEx FEARAVEREIESE, =~F (Verizon F1X£E)

> 1-866-652-5088

o 1-517-466-3109
« WebEx SHEERINERBIESIE, =F !
o 1-650-479-3207 (EEKR)
* 15 RFC 3966 IR EREAEBIESH.
TR KRINAEER
KWNABHAAZUATERz— !

« £iVEF : 123 456 789

o I51E4XES : 123 456 789

MNFAUKEDEFHRINAD, RAZBHN # BLURAR.

Skype &)V hR
ERBIESIEER
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* RFC 3966 RIHIEMEIESIE, BXFMER, FSHE MR AR,
SFEHR ARSI

SWENXGEUTXA : “&i% ID : 123456789”

3FF Skype for Business 2i¥, RASERM # Fo

BASMWER
SHHRIE SO ;
+ RFC 3066 RMEMRIESN, 5% ¥MEL, BEAERMITEREMCHL. 7 :

> 5555555555

> (555) 555-5555

> 555-555-5555

o 555-555-555-5555 (TE B ERBHERT)
> 1-555-555-5555

o +1-555-555-5555

FERESENBFEERSE NIRRT, flM, £/ -FIEFESIEIERG.

SIS WER :
HERT | (BIFS) (R

BRZAILIEENMNES, HESERE # B, BXXFHRIVIIR, BERAXEEENE
o

MNFEMIW, UTRARTFAR RT&A. B2, NRMEIMNMNBRFSNEXFREERIESE,
IMALERA R, ARMIARFNEARAE, ZFUTEIESBNZ VAR
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XRFBIESERR

SR RFC 3966 &R ER
1ESH, 7l : 5555555555:
(555) 555-5555;
555-555-5555;
555-555-555-5555 (&l & [E
RAMX AFEEY) ;
1-555-555-5555;+1-555-555-
5555

SWARBD R

B5EMK3

£5%& PIN

KENE

¥ & PIN

BEERENE

FHARE

FHA PIN

EEAE

FE PIN

FHA PIN

PIN

LI E

il

1-888-999-9999 & 5 E A HL:
9999999

1-888-999-9999 £ 5& PIN:
99999999

1-888-999-9999 FEH:
99999999

1-888-999-9999 K=
PIN:99999999

1-888-999-9999 B 5 E/HKE
1££5:99999999

1-888-999-9999 FHF A
£5:99999999

1-888-999-9999 FiF A
PIN:99999999

1-888-999-9999 F &Y
£5:99999999

1-888-999-9999 F &
PIN:99999999

1-888-999-9999 FHFA
PIN:99999999

1-888-999-9999
PIN:99999999

1-888-999-9999 i [a]{{
£5:99999999
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XRFBIESERR

SWARBD R

(Y]

WA

21D

=h3

I

aNS.

s BHS=

NS

HC

NS

il

1-888-999-9999 1
£3:99999999

1-888-999-9999 =Nt
£5:99999999

1-888-999-9999 &Y
1D:99999999

+1 (631)
992-3240,958209234#

+1 (631)
992-3240,,958209234#

+1 (631)
992-3240,,,958209234#

+1 (631)
992-3240,,,,958209234#

+1 (631) 992-3240 Y
9582092344

+1 (631) 992-3240 43
#1:958209234#

+1 (631) 992-3240 S
9582092344

+1 (631) 992-3240 ; PHS
958209234#

+1 (631) 992-3240 S
9582092344

+1 (631) 992-3240 HC
958209234#

+1 (631) 992-3240 S5
9582092344
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XRFBIESERR

TABHEM

SWARBD R

xt

PC

pc

il

+1 (631) 992-3240 xt
958209234#

+1 (631) 992-3240 x
958209234#

+1 (631) 992-3240 PC
958209234#

+1 (631) 992-3240 pc
958209234#

£ i0S # Android 18& £, EAIUMNETYBHAENBESATARBR, H7E Secure Mail FEFEHND

AB#2. BXIINEERIRAEEIXA, B2 Citix BREBHFONE !

BARBESR

LUR RN Aanfarim A REXER.

1. ERNEKEGRKHINE R FERAGS, BEMGEXRKR, FHIERF, fEBEABR.

BEEENTABRBBARE.
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Secure Mail

Carrier + 9:34 PM [ ¥

Cancel Inserting a picture

Coc/Bec:

re's a picture from last week!

2. Secure Mail FJReRIRTRIEE FIARRABNIR, A ERRIHI. SMBIEEHRTEERA
HE .
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Carrier + 9:35 PM [ ¥

£ Photos Moments Cancel

Point Reyes Matl Seashore
Mar 13, 2011 - Point Reyes Station, CA

MNordurland eystra
Aug B, 2012 - lceland

August 8, 2012

August 8, 2012

3. B IE S S EEFHERK.
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Carrier + 9:35 PM [ #

Cancel Inserting a picture

Here's a picture from last week!

BEhIRME
105 1 Android 8 b, MBILGE MR RE B T HMERBITIIE, 5% BRI
BSCRY, IR Citrix AP EBIAROE | (ERRTHIRIE,

£ i0S 1 Android _EJMNA Skype for Business =i

1EET LGB Secure Mail THNA Skype for Business &i¥o IHWINREERIZHI&E &% Skype for
Business o

BOA Skype for Business =i¥

1. s Skype for Business &iVizEEsk HHE M,

2. B'EHFAER RET, 2 Skype'MARIN s Skype for Business RIHFEHEOFE
&flo

INRITANIZE ERZE Skype for Business, 15m i “REE Skype’ UL 1ZN AIEF.
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Bt B N FR PO T 58 R L At B 3@ 52 ThBE

1EIMIE R LUTE Secure Mail ZFARFRS M (MS Office FIER) , MEEMEA QuickEdit EE=4
NBRERITHEN].

EEMME, ERILBITUTIRE

o MERFEFRIEEIA BB LA AN o
o EEHTER AR AR IS 1o

o REFMELUEE 2,

« NBZSXF BRI o

- EREMNABRERTFM.

- EEWHRYREFERHEBEREM.

REN M FHEEES RGN, EFeEEREFHAIBEREMN.

TEERTLAITE L B TR B

- BEEBR
« BB,
o MRS
- BAE M

R BN BV BRIF
1. TSR TR
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Dave

: ! St

RE: Citrix Flow images and doc
December 14,2017 11:27 AM

chments -
n File associations.docx
. security-boundaries.jpg
.
| Lync-optimized-architecture.jpg
“—,

2. Rk,
3. mEMNER,

I A8
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Attach to Mail

4. EFEIE RTINS, B0 SRTBB A ORIt ST B N B3R BB o
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— Inbox

|:|-/f9 MNew message

e Dave
RE: Citrix Flow images and doc
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Cancel Compose
E security-boundaries.jpg X

RERGUHEEZTR
1. $TFRHiE
2. RENEALBNESENT, RERTHREUEEAER, WUREHEHEELAE,
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Save for Offline Access

MBS IBRE
1. $TFRHiE
2. RENEALBNESENT, REREMBEHPBR, LAEEXRRRHCE,
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Remaove from Offline Files

fERE R AR FT I F
1. $TFRHiE
2. RENEA LBNESENR, RERTITFAR, UEREMRRRFIFRIEE,
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Open with different application

3. NIRRT, REEEE ARSI ARIIED
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Complete action using

n, Gallery

& Photos

@ Samsung Print...ervice Plugin

3 Secure Image View

@ Upload to ShareFile

EENMIRBTFHREER B S
1. RERBA TANKEER.
2. REBE%.

B4 X4 & K (/en-us/mobile-productivity-apps/media/OF FLINE-files.png)
3. Rk, AEREREE LANESET.

= B2 EI#RE F (/fen-us/mobile-productivity-apps/media/more-icon.png)

4. REEFHERAFHIo

JRES FHE 4B A (/fen-us/mobile-productivity-apps/media/inapp-preview.png)

£ R4 T % R BFap itk (UPN)

fE5&FF i0S # Android B9 Secure Mail 1, ZEJLUMETF Exchange FBF & MEBHNE MR IIET
B EETF UPN MZEBHN S 71,
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BRItINRERE, EEFRITUTEMMRE -

o EHZEE Secure Mail,
7 Secure Mail FIBRFEAIOM o
« B Secure Mail PRI %,

TR

TSI 2, ERARAFIZITIE Secure Mail 10.7.25 SiESMRAE. EEALLTHEE, B0
BRAERES MR MEER AP R R,

TBBIET UPN NEHIRIIE
1. 7£ Endpoint Management H /8 FB“ESZ R IR K =it A P & T 5K &,

2. &R Exchange FIKF IR 5 HF EE SMTP BF B4t PLACRIET UPN, Xtk &
RIIERM. Secure Mail RZIAERAEE SMTP BFERHHIUEHITH I,

SMWIERINE, BFKARSEIBRIER UPN.

WIEE
Hi0SgEL | HERE, RESTKAUSERMES. THRWE, TB SMTP BT

R B TREKP RRNARBRFERT.

7E Android ig& k © HINGE, ARREKPUEEFRER. TBRMGE, T2 SMTP BFHf
bR B REK P FAEREENARRFERT.

TABRATNR

FoREM

« &H Exchange Server EBEJE B Exchange Web Services (EWS),

« Microsoft Exchange Server hlxZ 10 SP1 & S kR4

&EFTF i0S #1 Android B9 Secure Mail 23 M ABER AR, KBTI LLTE Secure Mail FEZETE Outlook
SEEFin ECIZIBERAL, EBEIEINBERAARERTE Secure Mail B BER A",

1&TCETE Secure Mail FEBBREKRAABN 5o
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S UEREBRFHMEROEBREHFNERA N ABINATR, REEFER Exchange RIET D
AR AA GBHATER) , MAETLLTE Secure Mail F&EEFZ5FK,

EFTAEAATR

1. 7£ Secure Mail 1, ITFBXRA"

2. BABRRAANGT, ZANEREERERF,
3. REBRRAAUEER R,

B2 A 4HAYE 1% (/en-us/mobile-productivity-apps/media/iOS-group-expanded.png)

p=d

{ 1B TT7ETE Secure Mail H4RIBEEAA A, ‘

AEXRAHBRE R

1. T7F Secure Mail 355 448 ST RN RIER LR B HB

2. TR RES, IR TERPRARRABNL,
3. NERHBRAIRS, HEERAL,

BEZR AR BYE R (/en-us/mobile-productivity-apps/media/iOS-message-compose-PDL.png)
BERANHAARMU TEIRRT -

B % A EFRAYE 5 (/en-us/mobile-productivity-apps/media/contact-group-icon.png)

MERAALXB GRS

1. ¥TFF Secure Mail HFSMEIBRH.

. R+ BERRUEIER RS,

. EFEEAHRETR, REBELRNKR.
. BABRALRGT, FRUERXG %A,

N

w

IS
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o S8 T

<

343 PM _— f

Invitees

e

Tescy
TgsthﬂtactGroup

b
Itestil tgstd

Test

a s d f g h j k |

L Z Y v bnm @&

—_ _

123 @ space @ . return

5. MHEIBERRASIRS, EREKRAL,

X KBS

7EiERBT i0S # Android 89 Secure Mail &, &R = ERBEIRURIEFFRE Secure Mail B, [
WENRALTF Secure Mail BIMIEREF, FIUIHIFE. BH. BERAMMG. HESERPSEIRN, &
BECENERIFIIXER (FlaNFE. B BKRA) HE2EH. PRASHNNEERERER
HEREIL,

B SRR

1. $TFF Secure Mail,
2. NESBEMF=He] AN HEH, SEERERPIXHRE,
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— Inbox J

Why Las Vegas Hotel Rooms For You

Elsie Newton
Become A Travel Pro In One Easy Lesson

Steven Todd
Train Travel On Track For Safety

Motarhome Or Trailer

® Avery Taylor das

® Jorge Hogan 3:28 PM
Global Resorts Network Grn Putting Timeshar...

® Chris Herrera 3128 PM

® Birdie Walton 3:28 PM
Coventry City Guide Including Coventry Hotels

3. RERESELANNXEENT.
4. RERBETANESET.
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Mailboxes

@s
£ Inbox 1
| Drafts
== Sentitems
4 Qutbox

il Deleted ltems

1 Junk Email

| {3 | Last sync: Today at 2:03 pm

[E47 # FE B & (/en-us/mobile-productivity-apps/media/Sync-progress.jpg)
5. XHRERY, EHNRAERF. REEBERTE R EiFEL,

R A ez

1E3&ERF i0S # Android BY Secure Mail &, &a] OB s 5 AV BIE B R R Rk Ao

TR A My hN 3 B8 F R4

1. ¥ Secure Mail,

2. RERE LM, SmE R 8 FahiRFREMUE 8 BT,
3. REREA AW EiRE L ERE BT,

& E B4R E 1§ (/en-us/mobile-productivity-apps/media/photo-attachment-gallery-icon.jpg)
4. THEERETRERBES, UK BN sh iR,
5. NEIEFRSMIHEZRZRMNEL, a5 ENEFRRER,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 281



Secure Mail

PR ESIEIAIER (/en-us/mobile-productivity-apps/media/select-images.png)

HIZ S E M EARE, FFRERLUTED

o X5
 ShareFile (IL7E=Z Citrix Files)

o REHBERHMIE M IEIRIEN R (/en-us/mobile-productivity-apps/media/Photo-Attachment-
options.jpg)

Secure Mail ZEEH B FHIMFN EMRA RN AR

IMRFREFETENRBHES, FIAIEITRIMEZER URL BIBBF, Secure Mail ZEZEIAER
MELGREABHHEITE M,

RS RRIE

MABMIIERE T OAuth TRENEMIIE, FREAFPLMERE, LZRFEIEIWEBFISNEE Active
Directory Federation Services (AD FS) S &A1 Hi2% (IdP) BY Office 365 Bz 1%,

FOHF Secure Web 13 MDX FKB&FHF Secure Mail

£ Secure Mail 1, FLEANER URL MIEREN KR AZE Secure Web F$TH, Hlk, ERIAER
T, FiE URL BERENLIRFTH. BF, ZErIUCIEFEE Secure Web FFTFARVFE URL
H|RK, Ak, EEEIE Citrix Endpoint Management 28 R EEBE— N &N SDIFR Secure Web
i%"89 MDX ZRES,

REREIG, ﬁj‘FwE’J URL NS TR SN AREFEE X BINE L ERZFRIER URL B9E
e nllﬁﬁﬁIEEEo ®, BMEFILERBEECE 7 Secure Web RMERIERIF TR,

NRMIGFEREZE (XEHRINGE) , NFFE Web FRE2ERIS & 1%%F] Secure Web, BERTEFHET
URL MiZiEREIR S U EM AR EFE R URL, BEEF M URL, BEERIEHEFRIFEA URL IR
25'MDX KB, USRS RN IIERE N B2 PFTHBY URL, LEZRERLSTT Secure Web 13 ZREK,

0] A9 Android #1 i0S BR@EiXLe MDX FHB&,
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Secure Web 15 RBEBIEE T~ H

WU TS8R 7 AR R fER Secure Mail for Android FIFB P TER4E Chrome %2888 Secure Web
F3TH URL, 7£i0S L, XS B R REEE Safari H %2 ITFFH URL R BEITE Secure Web
FFTFH,

5&AF Android R Secure Mail

1. ENAREHREEYRF, T SERITFARGANGIRTF, HA {package=com.android.chrome}

o

2. TEARE(HI URL)"SREEFIRS, ERIFRE Web B'H, FINAERLE<BY DNS 54
NFHEMB =SNG, BEMMERUTER

{package=<packageID of the browser>}

EMATF i0S ki Secure Mail

1. TENMARE (M URL)ERBESIERS, TR URL'H, A0 +\ safari:
2. 7£“MF URL 5%"H, R0 safari:o

3. TRIFRE Web 5'H, RIMAERLLSAY DNS 54,
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Secure Mail 5 Slack S5}

Citrix Secure Mail and its integration with Slack is not created by, affiliated with, or supported

by Slack Technologies, Inc.

IEIERILATEITTT i0S 8¢ Android VIR & _EIFEEFHERA X IEEEE Slack AR o

BRI, EEIMBITUTRIE :

o MHEBHFTTLEYIRE] Slack 1.
o SEpAHIRAF AR Slack BFHEXIE,
o S ATE Slack HFEIRERHER,

FoRFH
. WFEER !
o HRIZENRF Secure Mail ZEEREM Slack TEX., £&HT/AH Add to Slack &,
2 Add to Slack
- HafR Enable Slack HIEEIZEN On, BXRIEIFMER, 15 !

o EATF i0S BIE A Slack KB
o J&FTF Android BYEF Slack ZRB&

- WFRAF | E#ECHE, BREREFE Slack kP H BZ8i&& B R Slack ARER,

R E LB AIIhEE

1. ¥TFF Secure Mail #F = & X EE 4T,

2. T'ME RRET, REREEA TANKRERN.
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Secure Mail

Mailboxes Q

£33
Inbox 41 W

Drafts

Sent Items

vV O [

Outbox

Deleted Items
Conversation History
Junk E-Mail

Sent Messages

Unwanted

D000 Ee

C Last sync: Today at 2:08 PM

3. HRERET, [REHEME T Slack’,
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Settings Done

ACCOUNTS
R

+ Add Exchange Account

INTEGRATIONS

9= Slack (Preview)

GENERAL

Notifications >
Auto Refresh On
Out of Office Off
MAIL

Ask Before Deleting

Organize by Conversation

Load Attachments on WiFi
Show Pictures

Sync Mail Period 3 days

Check Spelling




Secure Mail

4. IRHEMTEX Slack URL, JAfE S ddksE,

< Settings
it slack

Sign in to your workspace

Enter vour workspace's Slack URL.

citrix | .slack.com

Continue =

Don't know your workspace URL? Find your
workspace

5. IRftIEHRE, ARRETER
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< Settings

Signing in to Slack - citrix.slack.com

6. WiFRIEH Secure Mail IHREER, HFH4EIN,
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< Settings

On Citrix, Secure Mail would like to:

55 )

Confirm your identity on Citrix

Modify information about your b

direct messages

View email addresses of people on >

your workspace

/1\ Access your workspace’s profile 3
information

BIEEEREE) Slack.
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EFILLThaEE

1. 7£ Secure Mail FITFERIEFHREEIIE, AT REFohR(ER L,
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Happy Birthday..!

Always show pictures from this sender

s g Ir r e Y e - r s
Dear Kavittha, Suv ya, Antony, Fhetna,

w
< . u. " L ;. " : ; -
~— : Alegr Sl .

a8




Secure Mail

2. NAEJREDH, 12m7E Slack FREIXR,
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<

Kuriakose, Rashmi, Indranil, Ravi & 1 More “

Happy Birthday..!!

Dear Kuriakose, Rashmi Rameshchandrayi, indranil, Ravi,

R‘m-ff-.*-gm:z’m.
N e
.| ° -

‘127

Ha € a wondertul day!

Warm wishes from all of us at,
Crtrie R&D

Forward

Reply All

Reply

—




Secure Mail

3. MEFFIRE Slack, HAZIEBFERFFFEIULF A

r 3 : .
< CItrix

@ Chetna , Kavitha , Antony ...

IAILIEY

Chetna ., Kavitha
, Antony ,
Surya

This is the very beginning of your group message.

© © ®W ¥ U ©

Message group >

HAEBUTER
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« FEBITEA T i0S 8 Android BY Secure Mail iz £, ErIUEIERZ RIS IEEFEMMAFH
NP AR Slack i, NREHBFERAFENDTULERMRHEAN, FINERT, Secure
Mail &4 B F BB XiE R BRI A\ DR Ao
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BRI

A8 Secure Mail BYEFIH BB FHR4F R ThEE REC &,

BT i0S B9 Secure Mail [5 8 RZFARIFT

N Secure Mail for iOS EZE @ i0S EENARIF (f3EAPN) 4@ %1, N Secure Mail B8
FHRHRIFTIRIL T AR IT(E ¢

- SAPNIRERETIRE LEAEENARFE Secure Mail EiE5IE1TH, HFR5RSEE
B, BFMERERTZHER.

- IRAFEREERAREF", NWYAEESSTIKZEAREE BFERHt.

« HAFE Secure Mail BEIFEE, NARETEZIISETIT—EREEL,

- ERIAEITH, Tt EEMARETIZEIfF, Secure Mail #& ERSERYEE FHMEIEDD.

LB ActiveSync

Secure Mail #&3d ActiveSync JH B X 5 Exchange Server [E%, ILIHEEER F 8E9% 52651
H Outlook BB, BERA. BHEEH. BabdmAVEBFEFIREF SIEIX 4K,

ActiveSync Rz #F Exchange 22X #4EMES . TE Exchange Server 2013 AR, ActiveSync
NRES BRI,

EETAFEMNNMHE, BRITUTIE !

i0OS

. H3gE > BEIRIHET

. FFEHRFENREN T

Rt HERATABRERISIR.
AL ZEETHIXHRE,

=

N

w

E
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Fod]

1. BB|HBFETIR,

2. REERTHIHRTE.

3. REATANEZEIT.

4. REFELED,

5. EREMET, EREELNMHKESIIME,

{E Secure Mail PR HERA

Secure Mail AR AIMFSEREHBERASFIEAREY, —REFETERASHEIFINERR,
FFEXRAER vCard MiFH=E,

EEAXLIIEE, 157E Endpoint Management 124 & H¥ Secure Mail BI*SHEXR N RIEIEE RN
.

LEIRIGE NFFEE, Secure Mail IS LA TI%IR -

« “RERNERMEXRARS
« SHEPEKRA
« FEXRAHZENR vCard KifF

HSHBRARIZEN XFNY, XERTARBRENAERFo

ERILREE, ENBERAMNBERSSHFEESIFNENR, APREENERMBERARY &
BAFE. REEFXMBERARS L THBIRE, Exchange 8 Secure Mail FIxTEBZR ARIERIEE
bk AHEER AEH

FF Android BIFR%], N8R EM Exchange 5 Hotmail ik Bi& B G5 AMEXR AR, Secure
Mail SF L ERFTEBER A

7£i0S £, Secure Mail ERARIUFSHHASFHEKRARY ., BMELE LGB T Hotmail 3¢
Exchange, A SHMBEFTEHER A EalLUEE Endpoint Management H Secure Mail BY“E &
AHBERANET R B INEE. EERBRHATE Secure Maill ERBEMN AV EAR NEATEEN
Exchange/Hotmail tkPEXR AT, MNRIGEAFE, BMEAYBARNAEET Exchange/
Hotmail 1k, MARFHERNRKRABT IS, NRIGEAXEA, NAERNSEEIERKRAR
Fo. BIANRBAFE.

BRI
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BREFHBRRABTE, (NEFTRIAKRAXERK, EAJERENERAFXERBIREEER
THIBRRAH,

Secure Mail 3@8H]
TRIIHET Secure Mail FRIEHEEEITH, ZIFNBNIKEUNACIEER,

SECURE MAIL ERi&REEIE 10S ROEANAEAR ANDROID HEMLEAR
178¢ :
=) Secure Mail 4EPHFARY Secure Mail ZE3F3FA BY
ActiveSync IEELUEIF EFHE  ActiveSync iEHELE BB FHB
HF B FA7ED. HF B FERD.
BB (ELL) Secure Mail 1@ iOS BN Secure Mail RIFFAH

FRFTThEEZWCER, WRE ActiveSync &%,
A&, MEE APN FHBGE
o

BXEEIFEMER, BERLIEAT i0S B Secure Mail #ExX @

S&FTF Secure Mail BY#EZEH]

SEFT i0S B9 Secure Mail #I5&AF Android B9 Secure Mail B EN BIEEFEEEEITH X A%
WA * B FHMEF B AERIRER, EAT i0S BY Secure Mail S23Fi@5d Apple Push Notification
service (APNs) 2RI HEX @R, EATF Android BY Secure Mail 32#Fi@3d Firebase Cloud
Messaging service (FCM) =A@,

e B TERIE
AT A0S # Android IRHHEXIERN, Citrix® 7£ Amazon Web Services (AWS) EHEE il 2siRSS
MHATIA T IhEE ¢
o BT S HFERERETEH Exchange Server &3%HY Exchange Web Services (EWS) #Exx@H,
Exchange A&[A Citrix AR 2 X RIHBE RS-
Citrix lRSAEFREEMTASMER. R, RETEMNITIA ID BFiR5! Secure Mail FEER
BYKFRE I WG FE SR
* [0S & #& _EH Secure Mail Z3X NS SHWEITEHEI APNs B,

o A Android 1% _EBY Secure Mail &3% FCM 185,
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Citrix iPTERARS A MR EBUERE, BB RESRSHET ActiveSync 1% & Exchange
Server Z 8. raRARSEE NS ATRAMMAMERE, EUT=1"KFHAA :

o =M

o BN, HERMIEN (EMEA)

« ITAHIX (APAC)

EATHXBENNRAER

NIRRT Citrix Gateway LB E & Secure Ticket Authority (STA) B3 7RBRERE % ), M Citrix
Gateway A ALIFRE (HM Secure Mail BEEZ48EY) RELLT Citrix 0107 288RSS URL :

X5 URL IP Hhht

M https://us- 52.7.65.6; 52.7.147.0
east-1.pushreg.xm.citrix
.Com

B HRARFIFEM https://eu- 54.154.200.233;
west-1.pushreg.xm.citrix 54.154.204.192
.Com

TP AR X https://ap- 52.74.236.173; 52.74.25.245

southeast-1.pushreg.xm.c

itrix.com

79 Secure Mail AR iEHEXEH]

EANBBEED RIKE Secure Mail B9 Apple #:x1@%018% FCM, i57E Endpoint Management 124
B, RH#HXBHZEN ON, REEFEMNXIE, TEERT i0S gE,
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MDX
FTU Preferred Mechanism Use MDX provided mail server address -
1 App Information
2 Platform FTU Preferred Credentials MDX Username
| =
Enable auto population of the usemame a b

Enable iOS data protection

k  Push notifications m‘_

Push notifications region Americas -
S/MIME certificate source Email

Enable S/MIME during first Secure Mall startup

XF Android, TEIETRT 5 i0S MR HXBMILE" . I, MR EWS HETESHHARS SR
EXIHARMXI, BTHEWS EHBIRE. FRIANRENZE, NRFLIGEREZ, Endpoint
Management ¥ BB AR S 2809 =N %o

£ Endpoint Management H Android H#£:X3& 1% EBIE F (/fen-us/mobile-productivity-apps/media/

android-push-notification.jpg)

ECi& Exchange 0 Citrix ADC U RERBEMr2RIRS

Exchange [R5 2R ECIE

I MIEBIBE N EES] Citrix {fiIT28ARS3 URL RIS SSL GEad im0 443) , &R T/ Exchange
Server FREEBIXIT, Fla0 :

X35 URL IP bk

E=M https://us- 52.6.252.176; 52.4.180.132
east-1.mailboxlistener.x

m.citrix.com

EMEA https://eu- 54.77.174.172;
west-1.mailboxlistener.x 52.17.147.220

m.citrix.com

APAC https://ap- 52.74.231.240; 54.169.87.20
southeast-1.mailboxliste

ner.xm.citrix.com
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WIRTE Exchange Web Services (EWS) # Citrix filr2fi& & B ERIERS 2R, ERILAITUATIZ
TlEZ_O

o BEARIER EWS REAXRNITRIEE.
o SdIE, o EWS REEEEARTIITEHEE,

EEiIIERS A X EWS 2, BRI T AREE ClientAccess\\exchweb\\ews X4
EWS web.config 314

&1lt;configuration>

&lt;system.net>

&1t;defaultProxy>

&1t;proxy usesystemdefault="true" bypassonlocal="true" />
&1t;/defaultProxy>

&lt;/system.net>

&1t;/configuration>

BXRERENESHARGER, BERNERE.

JtF Exchange 2013 IF18, BATMFLNF system.net ERAHINZE] web.config X, EN, 7
X IR ECE RN & F Exchange 2013, B X HIEHEIR, 1BEARIER Exchange B 5,

BRI RIEARSS 28, 1BECEE SR UDIF Exchange ZE#EF| Citrix 10 280RSS -
Y Secure Hub ERETFIE BN SR IRIEFMET, FEXIA Exchange Server EEER FIEENE

@IIE, B XIFMAER, BEEBIFEndpoint Management & &L XE,

Citrix [ X B0 &

RE Exchange Server EERIFRERMAMITERARS, 1B Citrix ADC B IFRERBLEMIRS
XA, 1&EALEELUEMHEE B,

INRIERT EWS # ActiveSync ARS8~ E, IFECEZRY Citrix ADC RERIELUITIT EWS 8. B
% ¥ Citrix Endpoint Management 5 Citrix Gateway M EZEE, ELIAS Citrix Gateway #ll
Citrix ADC £ EB
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B EEHEER

B3 HIEFEHITHIERRR, 1B10E Exchange EHHEE, EPEETTRERIETIREF LRI EL
WA HERE, XA LUTE Exchange Server £3i&1T Wireshark ERERLAERERE) Citrix 0107 28RS
S [aehrrpsii=<s8

Secure Mail #3X58H] & W iR AAARE
Android {EIBY[E Secure Mail {53%@%1?

7£ Android |, BEIRE=1E1XE) Secure Mailo

FCM fN{arein B 1EBIE RR _E R B FHpH4EH 2
EBRAISEINERS LB 2EE Secure Mail BIF BLSENEEEE RN, EENE, ILE
BHIERBEMIrasiRE.

BRRIAREES], Secure Mail ATHENS M Exchange FEI5 818, LUE Secure Mail IHE TR T8
EENnER

WERFRER AR, NEREEHEGFCM @R, BFEHGEEaRTTRE, AR ERE

Secure Mail 1,

APNs f{aIgeie B 1EBIE RE LAY B FHp BRI 2
ERTSTIE RS BB Z2EIE Secure Mail AIF RS ENHIEERN., EENZ, ILE
BFHIERB MRS,

N7 BB, Secure Mail EEREFSM Exchange FEI5#3E, LUE Secure Mail IET BT
BIEEBRIE R

IR APNs BRIKRTEG B 1%%E Secure Mail, M Secure Mail FRIQME|XLEBEH], FttFRES
#EdE. BT Secure Mail R BRI RVFTEIE, FULRMEREX APNs @A, REMERE LHBR
S5 iR FHEREE R

& R FBRIE{AEZIA Secure Mail 1 APNs?
MEBAR XHAEENARFE, NeHIMUTER :

+ Secure Mail F=YEE%0, BNfE Secure Mail &b FEEREH,
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REEHXBANHERN, FREMLER. X EHXBNFAER, BFEREET

iOS B9 Secure Mail = H#Ei% @45

« Secure Mail F= B FHMF B EH IR

ZHEENARFX Secure Mail BIITABEARTI, fNFIFTE, EF APNs HEEHRTIAS K
&, EEXMIRERT, BEBFIGEL EIEE,

{EEBBEMNFIRIA Secure Mail 1 APNs?

RAEEBERIVTI Secure Mail WITASEAEENARFIIBITHER. FEBEENAT, &
BEARMEEN BHTEMRF, BFramEaNALEEN. Fit, BIffFAS LE e ARIFTER
DHIHEERE. HER, BREBEENT, BT APNs B, REBHNARLKE,

BAMPLERMPARTEESH FCM RHINEB RS KW ?
e A AR rIae S FCM ERINESIRREMY, 24 :

o XY STA EiiE,
« & Secure Mail ZERIRIEIN THRIREERY, WAE 10 BEFRIBT Bl \BRSS 25 E PR B 4R,

INREE EMEMIER, Secure Mail HTZERT#iE. Hit, HFENFRET.

EARLH MR8 S APNs RN EE RS KK ?
W% R EER FI BE FEL APNs IXENBREIFIERKM, 2liE

o TTXHY STA EilE,

o MEIEEEIS, & Secure Mail EfEEWMEER, WAH 30 MFrVE Bl WIRSS 2R EIF FRE
o

« MNMRERATHIRFIPEE, #F B Secure Mail # APNs @HIMEEE, Hi&EPIERT, Secure Mail
TEREIEEME, HEFRAERY, IR, XMNEATRAZIASELD Secure Mail BI1F
Mo MIRAFRERINGERFEEETHNIESERT Secure Mail, BMEGEEHIE, APNs IREh
SEEACES 8

R EE EMEMIFR, Secure Mail HTLERTEHE, FILTEZRBFE,

SERIRIXXTRFER APNs B, Secure Mail ERUN{RIE FH R EH 2

SN APNs 22 F3, Secure Mail =@ iOS WEHEENARIFE(HREE, AiREEaNARIF
EERAEEBEERENE XA,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 303



Secure Mail

7EX LR EEEE A HAIE], Secure Mail &M Exchange Server B FHEFHE, ARG, X BFHRM
A ATESR SR EFRREE, FEit, BENfE APNs @BHIREXD, APNs #2 A, Secure Mail 1y
AEREERS IR,

BFENRETE, XHFERA APNs #1 APNs @H1i%X3iX Secure Mail BYSERTEEZE, % i0S 5 APNs
BB BT Secure Mail BY, WARFSIIEIMNES SRS HIE, HEBRENEERHEN,

NRFEEENARFMRE, SRBENARERNEE, EXMERT, Secure Mail RLLi0S FTER
ERIIRMEE, RL, UTMMERERfERET—ERAETE -

« EBFHRHEIXAF1E Exchange ERYRHFEET,
« Secure Mail [ BB H £ B s @RI BT o

5iEEE, BE7EER APNs BY, Secure Mail th 2B LEERAMEES, TEFFE G S N A RIFTIEES
Secure Mail B915LF, Secure Mail #32Z1{ M Exchange [E% #iE,

Secure Mail EEMESIR LETABHNBAREFEARE?

—NEEMKXS (AESBCEHE) 2 Secure Mail FIEEZREDR LN BERHBFE, ITHE
Gmail. Microsoft Outlook MIEMNAEFRE. ERXMERNFERRELZEE. N7 5HMN
BEFHITARE—, Citrix fiFr2RiRSHEAF EIRF 88T Exchange #HTE M. FERX
BF R FHMFARNE . RREEIEF AN BFHRHAZRET Citrix e8RS %22 Apple
APNs BRS5. Citrix &2 APNs BRIV A ERRE Citrix (TR S RN FEA A BB, ATeshR
SIS A PRSI,

X TIRE iOs BpF N AEFRIIRAR | i0S SUiFHE B SRR N AR F S b IRS B IRIFRAERK,
R T ERIREEKX, REMAEZANE =S NARFAFITIFRE LLINEE,

Gmail RZFEFITA : Google 3B FHZH Gmail MZATEFH Gmail fRSS25. LT REMKE Google
B LU AR A B H I ZE R B EE7E APNs BRI EH ., % i0S M Gmail I ZI1Itk APNs @41
BY, i0S RPAITIA TR

o FNAREFRHEIREEN A HPIEERNE,

- FRBEMMEPAESIHMEAE RPIRE,
XE—T XX . i0S (MARZ Gmail NAER) RIEAHPE SRR RBIRE M, 3=br
L+, i0S AJREKIT A RMEER Gmail L BIEF, X5@AF5ARY i0S AJREARMAEE Secure Mail Y5

AL, BRE, HFAHSIIEMGFER, i0S JUETRHFREN, MEARHERBELRIERY 2%
o

£ Secure Mail 1, X#MiERBEFAARE, Secure Mail AE M Exchange [ BREEEE, SAEMN
BF R nBiREH,
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Outlook for iOS BZF1TH : Microsoft 4! Outlook for i0S, 1852, FAFFR/ERIALZEH & IKEEK
&M Exchange fRS 88, REBILIEE, Outlook HE]LUIEHE Microsoft 7 APNs @1 R AV EEE
ETSF@EH. FEEZ Outlook for iOS f£A T —H1EEL, Hr Microsoft FiEAF &iE. A,
Microsoft B \NE=ARSIARIAF RS, HE ST F TR,

SNREFERA A, Microsoft ZARSZREM— A2 FHPHEIERT APNs @A, HEE S Gmail &
BURYIREA T, 7E Gmail &REUF, i0S HR2REVEIEHIRIZIZEUEE MBI E], Outlook i0S
NBAAREE5 T2,

% F outlook for i0S EERLHEA : Outlook for i0S WA EEFERENLZLE, AREEE
£ Microsoft SREIBHEAFMEE, XMEEIF Microsoft iR B FVERFE, XEmHREZENXK,

BXEXENNESEERBES NBEREE, B2ALFIRFOXE, BEXEZAPKER
RRBEE, WS FAIRROXE,

EFAF i0S kR Secure Mail BYE #E3X 841

J&EFTF i0S Rk Secure Mail SZ1FEHEXR B, =@ oIHARENME Secure Mail RTEGFEE1T, B
BRI RV BB RN, LEIREX IR TEBNEMIRIEARETFER RS R IRIEIRE,

RF AR MEITRSRMER, VIP SR @ERINEER BRI Ao

BEAEHXENINEE, BHRERBEUTIOREM

« 1£ Endpoint Management $Z=H| 5, [ HEXBH"IEES ON,.

« MLRIAIRRERILE A Unrestricted I Tunnel to internal network, H1SRIZAIFLE AR RRIZE
79 Tunnel to internal network, EMARTE/EEMEARSHKBEPECE T Exchange Web Services
(EWS) EWl. 20R EWS F1 ActiveSync EHERE, EHEREESMERSKEFPEET
ActiveSync E#o

o “ITHH B EFRIGE S Allow B Email sender or event title,

« FinE Secure Mail > I&E& > BH, AEER BB,
NRIESEITUATEMKE, WAZIFIINEE :

« A Microsoft Office 365 FYILLZ 1D IRIE
« 3@i¥ Endpoint Management 5 Microsoft InTune/EMS 5% EIERIN IR
o FRREERIMIILE
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HEXBHITE Secure Mail i0S R TEA R
Secure Mail #F WL T W HFEIEEHEIHEXER]

o R, SIGER. SIEGE. SINEH | 4 APNs FSHxiE @ #E%x%) ioS Secure Mail BY,
Secure Mail R EFFAIBETRIC N BRI FRISCHER,

AINMBERT, Wi, BAEMERAXGREIRICHBEIRIF. BF R Secure Mail >
RE > IR PR E R E MBS REHTT B TR

« Secure Mail EIf7{X 27~ Exchange W4 4 FZPRIEZMFFTHEHH S, BREESXNTER
AR _EFEIEE TGS, Secure Mail 2B HIZER.

o TR FLHERE], EAF iOS BY Secure Mail £ TEBFP RIFHEXEHN,. AAWAIUEEEE
i0S &BE R IFHEX B,

A Hr B BN X EN TR
SHF 0S BHEMNEERZFMEE, Secure Mail THRIRHFS FEARK LIRS B T HR 802K

2, NEEHIYEREBNERAFE, 7T iOS A Secure Mail IITRIPE, HXBHASET
EHEMSERE L,

Secure Mail i0S HEZXEH]E Il 0] &R
iOS {alBf @ Secure Mail {538 4%0 ?

ERE#XENINEERS, i0S =M Secure Mail fXZi2@M, EMENAREFAREEETITHATE
iR, XEBABR&RE,.

LURBHEEHEX B, 08 Secure Mail REFEIRZ, MEJREAR KM Secure Mail £i%
B XMERNEAEELSHHER, AU TEREA :

o MNRIGEVFENFEER B Secure Mail TEEEIET | XRBHAEANSE LIS,
« #1E Secure Mail IEENMARF N XA, HH Secure Mail EEEIE(T : iHEE, BPESLE

KB,

o MRIGEMLEERE | XMERBURF i0S 155,

H
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i05 12 IR BRI

% Secure Mail RTEIEEREIM Exchange Web Services (EWS) RINERZES, i0S @& ERH
M EEFEE BN, FREERMEIFAE 2P AYETIEI A 30 #5

L0/

Monday, 6 August

Mo Older Notifications

eeo
BT Wi-Fi SiEdEEEAE, Epg&E LA BTN,

BRT EWS M EERZ4Y, Secure Mail R FIER T EREEFHBEER :
+ Y Secure Mail TENZEREBFIEE RN, ENERLREEEREFEMLEGEERD
"Bl
34 Secure Mail T;EEES Citrix Gateway 5 EWS S /A5 HEII R 2@ ER,

o HIEMEIEE IR EEESREIRE Secure Mail REREFHE, TEIERTELER TERNE
TR T
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{203

Thursday, 2 August

& secure maiL

You have new mail
Login to Secure Mail to view your mail

No 0|der‘7” | ‘{’

Lfl .(;-J'

:"."?"-:-451 :
i .‘F‘- /s
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3 Secure Mail )\ Exchange Server IEIF3 EERIFKIENMMNE, B X EWS MNAEERYIF
MER, ESIR Microsoft FF& A G XY,

Secure Mail for i0S FRRYHEE BRI KMEE B

7£ Secure Mail for i0OS 1, HNAHEIXBREBGEE R BERERISEBER PO, XLEBMIBEE
KM AISER B,

LR ERE RARIER AN AR R BRI ¢

« Secure Mail TEFEEDEHALMLE, Y Secure Mail TTiE5 Citrix Gateway EIZ SOCKS5
EER, HERIE,

+ Secure Mail TEEZDEHNARME, FHRRENEER, 3 Citrix Gateway TTAH A,
SRIE, EREER Citrix ADC BB IER B 5] MAZBIMLR A1,

+ Secure Mail TEZSEFETIFNALNE, BEHRTHEER, & Secure Mail TiES Citrix
Gateway 17 SSL E#EY, HERIEH, FHREN SSLIEBER.

« Secure Mail TERLEFDIFNVEHIRSER. BERENEER, 3 Secure Mail TES
Exchange Server 11 SSL ZE#&EY, 2@, BHRER Exchange Server £ SSL i
PEW. NREEFLNRAEFREIEBITEER FhiEEE] Exchange Server, EREFREZER
%= PrA SSLIEH"MDX 5K,

- BTFHBARSS 31X, Secure Mail TTEIRENHB, BEERTBHNEER, H Secure Mail LA
¥ B Exchange Server B EWS MRz AY, 2 RIEER.

« BFIEREBEY, Secure Mail TEREMBH. 2 Secure Mail REETE 30 AU EIARSS 23 MY
B, FERIGER, WEMAIREHFEIgE LHNEIES Wi-Fi EEARMEI. EEF/2HE
Hido

o TCEIRENEBE, EHTFF Secure Mail, ¥ Secure Mail TTENLZEBRTEEREIEN, BHET
L@, HIEMIREEEREHEREDE, ATEaLIltE R, FHEIEEUEMREF
Secure Mail IFR]Z 2B 2. WREMAKE| L@, FFTH Secure Mail ABohEH L LA SR
Ry,

Secure Mail S E M Eh4E =M A Citrix Files I3 H 4%

Secure Mail 5Et#Eh4 = /I8 B Citrix Files FIRR B4R BEBTEMIFE. fRiE. HEFEF
FEXHE, MEFEBAENARKRIGENRZ LR, HI4l, £ Secure Mail PREFHESTE Secure
Web F¥TFZibk =, FF BILUERIERTF Endpoint Management BY Citrix QuickEdit™ FTFF 14548
Mt B TEE) AP BSERT Endpoint Management B Citrix Files Z8ja] 7,

B X8 FaH Secure Mail THEERVZRYR, BEHZR T 5 HAIINEE.
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« SEHTF XenMobile B9 Citrix Files EF July 1, 2023 5X¥) EOL, B Xi¥4ER, BEIHEOL
MEFANA

TR B EHERR Secure Mail

2 Secure Mail TAEE TERY, BEREZNASER, AXNA T NERIERE, WRHM
[B&R, ASCRNMBINEHEE XL,

Wik ActiveSync Ffz. B SR KIEN APNs ioE

RA LA Endpoint Management Analyzer 11T Secure Mail B ZMARSZHEE. ERIESETH
Endpoint Management Exchange ActiveSync iR B 2F. EBEENIEMR0E SHi ARS8
BEARERISE, T ERAUEBEEEE ActiveSync IRSE25, LBREIEESEIFERZES) Endpoint
Management If15 01,

Analyzer FRYERAHINRETZIOIEL TAR !

« iOS #1 Android i&& 5 Microsoft Exchange E{ IBM Traveler ARS3 28RVIE RS,
. BFBMRRIE,

- i0S BYH#EX@EAIACE, @5 Exchange Server. Exchange Web Services (EWS). Citrix
Gateway. APNs iE$H# Secure Mail, B X EEB#XENEE, 1B58H EHTF iOSH
Secure Mail #EiX3E%0,

ZITERMT L ERENEEmZINSIR,
AR

BRI FB 2R MailTest.ipa EF . 1A A Endpoint Management Analyzer Y4B IH

4k,
HEo

MR SR
o FARARFELEMLR R SRE,
o« FFPHIER FEAHEERIBIREN “X 7
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{6 Secure Mail B EHEE E#E 0]/
EIREY Secure Mail B, 1BHRITUATIEE,

1. %% Secure Hub > #BBh > & p&A,
2. M\ FTERSFRAIERE Secure Mail,

T A —H R X G T AR B 2 r B FHR .
3. AEATMIEXFIEE —LEHMEREI AR,
4. R £ BT E),
5. XREEHFFHAERIEERR F ERATIRE,
6. B RiXo

FTERBUERIHTH, HHHEEENBEX .
7. BRBEH B

kLE’J le Y{L-F@EL/(—FE/L,\ .

CtxLog_ApplInfo.txt (i0S). Device_And_ApplInfo.txt (Z&). logx.txt #1 WH_logx.txt (Windows
Phone)

NAEFEREEEREEE X RENNAERFNER. WIEFERANEGESHTERARERX
¥, IIEFR{ERAY Secure Mail #1 MDX Toolkit iRARE NRFERE. BXIFHAEE, BEEH
Secure Mail BIZRZEK FEndpoint Management &4,

« CtxLog_VPNConfig.xml (i0S) #1 VpnConfig.xml (Z &)

VPN Fgi& HE&E{EA T Secure Hub, ¥ZE Citrix ADC kx4~ ServerBuildversion LUHARFERAR
Z&REM Citrix ADC hRAo Bziﬂ?ﬁiﬂﬁ’é SplitDNS # SplitTunnel &E :

o IR DNS'IRENIER. AMSWE, BRIEEEEET DNS [EWEFT 7 B 4IRS 28
FQDN, (¥#% DNS & TF Android Y Secure Hub, )

o NRFHBEIGBENF, BHRFRIMERS 2SR5 A FiHEIARIRY Internet N BRZFZ—

« CtxLog_AppPolicies.xml (i0OS), Policy.xml (Z&#1 Windows Phone)

%%EILA*E{ﬁ g%HYEMHTr_ﬁﬁ:_F Secure Mail E,JFﬁﬁ MDX %Bgm{éo ija:l_%“ﬂtﬁy ]ﬁg_ll.l-.E
<BackgroundServices> # <BackgroundServicesGateway> REZHIE,

° 1/ IL:\ (T_ LﬁS'qu:EEEP)
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XtF Secure Mail N#I4AECE, & ANREEENARNELRIAEH, "EEASHBEEHEE
B, FHRITUA TR

L AER X 52 Timestamp. Message Class #1 Message. 2 Secure Mail FHIRFEIZEE
H—.r; 1B ]E;—FH-J'E.I ) LXEM__UXT_ Tlmestamp 5']'4:' T%L?j?, I.M:E 3& E'J E /L_,\7|<

EHE MNIZEE] Citrix Gateway HIERE TR | F AG Tunneler 8. U T EERTIEER
I .

o AG HRB&RIZE FQDN:443 LUHTT STA B&E &R

o BEIF) (null):443 BIFHE TCP RIBEE
E/AE M Citrix Gateway F] Endpoint Management BOEREEERIN (MMBIILISIE STA EiF) ,
EMITUATIRE | ¥ 3] Secure Hub i2MiHE, &% Message Class THY INFO (4) &8, UEHKIK
ZiEMATIEl, LLTFEESRT Secure Hub M Endpoint Management $REX Y STA ZiFF :

o IETEIREX STA Filk,

« BIREX STA iR,

« STA Eiif — FIHIREXNN A2+ A9 STA ZEiiE -- Secure Mailo

AR
TESEMRERIE], Secure Hub &[A Endpoint Management &% STA Ziifi5E3K. Endpoint

Management &1 STA BiE&kxHig%E, EIENEIRE LFHEFRMNE] Endpoint
Management STA Zif5&RH,

\

ZEHAE Endpoint Management @B MRAFMA T STA Bil, BREZRAUHPTIHN
UserAuditLogFile.loge ERF|HBKEIENMARE. BFR%. BFRIgEMER. FU0 -

BfE] © 2015-06-30T 12:26:34.771-0700

B user2

&% . Mozilla/5.0 (iPad; CPU OS 8_1_2 like macOS)

SR . N AR A “Secure Mail’BIFB P user2" £/ 7 STA EiiF

E1E Citrix Gateway FJHBHARS2RAVIE(E | 10E DNS AINKESEBIEM. Alt, EFER
Secure Web il Outlook Web Access (OWA). 5 Secure Mail 28, Secure Web AJ LA {FEREME!
VPN F&3EII 5 Citrix Gateway FIZERE, Secure Web 7T W TR IETE 1518 IR SREL A 2R &R AY
RIE, BE, LEHRZETE Exchange IF5EH, OWA HEEHRHARS 38 L,
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EMAELE, 1ETH Secure Web Hii A OWA TIER FQDN, ZiEKEAS Citrix Gateway FIHP
RS 28 2 [B1E(SAEEIRVER R A] DNS 4. 2NR OWA TIEHIFF, MIFRR Citrix Gateway 1E7E S HP
RS 2RE S

MR RO ERBEEMD], NiXBERIBAREERR Citrix 2B+, 8Kk, E@HTE Exchange 3§
Traveler fR5528 Lo

&AL Exchange 3¢ Traveler fREB[EBRAWEREE. B, BILE Secure Mail iZ¥rBE+HE
F“Error—iakiCZE Exchange % Traveler fR$Z323 LB HTTP (A&, WIRFEIRE S HTTP RKBBHA
B % Exchange 3 Traveler fR$528, 1BEES ARS8, Exchange # Traveler E& HTTP H
&, BEhETRKRBZFIIGEN HTTP i5RAMEL, Exchange FEER C:
\inetpub\LogFiles\W3SVC1\U_EX.log, Traveler WAEE
IBM_TECHNICAL_SUPPORT>HTTHR.log.

I MISRIREBGER T i0S BY Secure Mail AE& B&
1. 7Fi0S KT L, BE IGE > [Bf > 97 > 28R,
2. E8EY IRP, RENBAERATAEXNEZ, HEREIER.

BFERF. BRRASBGRERE RS

&AL Secure Mail [Rl@UEH I THEHERR, FIa0EBFHBAZEH B FHGREERP. BERAEZLKR
HEMEARRES, BfERXER#E, 5H Exchange ActiveSync Bl HE. AEERISEKEN
2 ANERA R B4 AR 55 28 & B (% H M R,

TR R{ELER

SRAPREGRS ARISEAREN, tiTHREELRAEAL . EXRFASHERT, RgAFE

IHEEEAD, BRHENFAERY NFXHR, UTENRERELEFRICEN/LR,

1. BNSREPFEA/NEET 18,000 FERFEE AT 600 MB, ERFRED FIRER LR,

2. FEWHETRFESHER TEBE WiFi DI, LhERATESBuRE ERmRAF A/ R
o

3. ABILLTRED AP BGED, BN RARY BRI BER REILE APRE U I(E,

4. FREBCRMAIRE N AP HRIARSD ERE,
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